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A Modern Cloud Based Vulnerable Android App



Android security enthusiasts can practice hacking a 
cloud-based vulnerable Android app

1. What is VyAPI
2. OWASP - Mobile Top 10 2016 in VyAPI

1. Mapping

2. Exploitation

3. How to setup your personal VyAPI test environment
4. Technology stack in use
5. Built-in features for you to explore
6. Useful Android pentesting reference materials

What's in it for you?



• VyAPI is a hybrid Android app that's vulnerable by 
design. We call it VyAPI, because its flaws are 
pervasive and it communicates not just via IPC calls but 
API calls, too.

• It's a modern cloud based vulnerable Android 
app

VyAPI



1. Where could the data be saved?
• Internal Storage
• External Storage
• Content Provider

2. What type of storage is it?
• File storage
• SQLite database
• Cloud storage

3. In what form is the data stored?
• Plaintext data
• Encrypted data

A few points to keep in mind!



OWASP - Mobile Top 10 2016

Vulnerability Mapping in VyAPI



M1-Improper Platform Usage



M1-Improper Platform Usage
: Vulnerable Activity

Which of the following is vulnerable?

1. dz> run app.activity.start --component com.appsecco.vyapi 

com.appsecco.vyapi.Authentication

2. dz> run app.activity.start --component 
com.appsecco.vyapi com.appsecco.vyapi.MainActivity



M1-Improper Platform Usage
: Vulnerable Service

Why only authenticated users should have all the fun?

1. dz> run app.service.start --component com.appsecco.vyapi 

com.appsecco.vyapi.service.PlayMusicService

2. dz> run app.service.stop --component com.appsecco.vyapi 
com.appsecco.vyapi.service.PlayMusicService



M1-Improper Platform Usage: SQL Injection through 
Content Provider

https://slides.com/riddhishreechaurasia/breaking-an-android-app-in-7-steps#/4/30

https://slides.com/riddhishreechaurasia/breaking-an-android-app-in-7-steps


M2-Insecure Data Storage



M2-Insecure Data Storage



M3-Insecure Communication



M3-Insecure Communication



M4-Insecure Authentication



M5-Insufficient Cryptography

Where is the encryption key?



M6-Insecure Authorization

Obtain the Cognito Identity Pool ID



M6-Insecure Authorization

Is access to unauthenticated identities enabled?



M6-Insecure Authorization

https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/cognito-identity.html

Boto 3 script to fetch credentials for a given identity pool

https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/cognito-identity.html


M6-Insecure Authorization

https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/

We get Access Key, Secret Key, and Session Token

https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/


M6-Insecure Authorization

Enumerate permissions associated with AWS credentials



M6-Insecure Authorization

https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/

What permissions are granted to unauthenticated users?

https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/


M7-Poor Code Quality

1. Is the user input being 

validated properly?

2. What could potentially go 

wrong?



M7-Poor Code Quality
: Vulnerable Broadcast Receiver

Can you READ system files?

1. dz> run app.broadcast.send --action 

com.appsecco.vyapi.Broadcast --extra string new_file_name 

dz_file1 --extra string temp_file_path etc/hosts

2. dz> run app.broadcast.send --action 

com.appsecco.vyapi.Broadcast --extra string new_file_name 

../../../../../../../../../../sdcard/Android/data/com.appsecco.vyapi/file

s/Pictures/dz_file2 --extra string temp_file_path etc/hosts



M8-Code Tampering



M9-Reverse Engineering



M10-Extraneous Functionality



M10-Extraneous Functionality
: Business Logic Bypass

Can you bypass this business logic 

validation? Can you corrupt the database?



VyAPI Setup

Prepare your own test environment 



1. AWS account (administrative access)

2. Amplify CLI
• Node.js

• NPM

3. Android Studio

4. Android Emulator (API level 23 or above)

Note - For more details visit https://github.com/appsecco/VyAPI

The Prerequisites

https://github.com/appsecco/VyAPI


Step-1: Configure Amazon Cognito Authentication

$ git clone 

git@github.com:appsecco

/VyAPI.git

$ cd VyAPI/

1. amplify init

2. amplify configure

3. amplify add auth

4. amplify push

mailto:git@github.com:appsecco/VyAPI.git


Step-2: Generate APK



Step-3: Create an Android Emulator



Step-4: Create a User Account

Email
• Enter Valid Email ID

Phone
• +91 987654321

Code

• Confirmation code is 
sent to email address



Technology Stack

What is it made up of?



1. AWS Amplify CLI

2. AWS SDK for Android 10

3. Amazon Cognito

4. OpenJDK 1.8.0_152-release

5. Glide v4

6. Room Persistence Library

7. Gradle 5.1.1

Technology Stack



AndroidX



AWS Amplify

https://aws.amazon.com/amplify/faqs/

https://aws.amazon.com/amplify/faqs/


Amazon Cognito

https://aws.amazon.com/cognito/

https://aws.amazon.com/cognito/


Glide v4

https://bumptech.github.io/glide/doc/getting-started.html



Room Persistence Library



Built-In Features of VyAPI

Something for you to explore...



1. User Login

2. Create New Account

3. Reset Password

4. User Logout

Feature Set-1: Amazon Cognito Authentication



1. Create Contact

2. Edit Contact

3. Delete Contact (Swipe right or left)

4. Delete All Contacts

Feature Set-2: Contact List



Select a contact and click on an icon

1. Call

2. Send SMS

3. Send Email

4. Open Website

5. Open Location in Google Maps

Feature Set-3: Contact Operations



1. Play music in background

2. Stop music

Feature Set-4: Background Music



1. Click a photo

2. Name the clicked photograph

3. Save it

Feature Set-5: Click Photos



1. View a list of saved photographs

2. Open a photo

3. Open photo with an external app

4. Delete a saved photograph

5. Delete all saved photographs

Feature Set-6: View Photos



VyAPI is a cloud-based vulnerable Android app for 
Android security enthusisats

1. Setup Amazon Cognito login using Amplify 

2. Explore security misconfigurations in cloud setup

3. Explore Android app specific vulnerabilities

4. Use your favorite tools to exploit the identified vulnerabilities

Summary



1. VyAPI Codebase
• https://github.com/appsecco/VyAPI

2. Android Hacking in 7 Steps
• https://slides.com/riddhishreechaurasia/breaking-an-android-app-in-7-steps#/

3. Android Pentesting Training
• https://android-pentesting-at-appsecco.netlify.com/

4. Internet-Scale analysis of AWS Cognito Security
• https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/

5. OWASP - Mobile Top 10 2016
• https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10

6. Amplify CLI
• https://aws-amplify.github.io/docs/cli-toolchain/quickstart
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