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https://www.cybertriage.com/
https://www.splunk.com/
https://www.nist.gov/cyberframework
https://csrc.nist.gov/pubs/sp/800/61/r2/final
https://www.elastic.co/elastic-stack
https://www.graylog.org/
https://www.ibm.com/qradar
https://azure.microsoft.com/en-us/products/microsoft-sentinel
https://github.com/SigmaHQ/sigma
https://www.opencti.io/
https://www.sans.org/white-papers/33901/
https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf
https://www.misp-project.org/
https://www.virustotal.com/
https://www.greynoise.io/
https://timesketch.org/
https://www.shodan.io/
https://www.nextron-systems.com/aurora/
https://d3fend.mitre.org/
https://atc-project.github.io/atc-react/
https://www.autopsy.com/
https://www.exterro.com/digital-forensics-software/ftk-imager
https://www.volatilityfoundation.org/
https://www.sleuthkit.org/
https://www.x-ways.net/forensics/
https://www.opentext.com/products/forensic
https://www.magnetforensics.com/products/magnet-axiom/
https://www.wireshark.org/
https://www.tcpdump.org/
https://zeek.org/
https://suricata.io/
https://www.snort.org/
https://www.netresec.com/?page=NetworkMiner
https://arkime.com/
https://github.com/activecm/rita
https://github.com/target/strelka
https://www.iso.org/standard/78973.html
https://www.iso.org/standard/44381.html
https://github.com/EricZimmerman/KapeFiles
https://github.com/simsong/bulk_extractor
https://www.cgsecurity.org/wiki/PhotoRec
https://github.com/obsidianforensics/hindsight
https://belkasoft.com/x
https://binalyze.com/
https://www.wireshark.org/docs/man-pages/tshark.html
https://zui.brimdata.io/
https://github.com/google/stenographer
https://github.com/cisagov/Malcolm
https://www.netwitness.com/
https://docs.velociraptor.app/
https://github.com/google/grr
https://strangebee.com/thehive/
https://github.com/TheHive-Project/Cortex
https://osquery.io/
https://datatracker.ietf.org/doc/html/rfc3227
https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
https://arsenalrecon.com/weapons/image-mounter
https://ericzimmerman.github.io/
https://github.com/EricZimmerman/MFTECmd
https://securityonionsolutions.com/
https://www.crowdstrike.com/
https://www.carbonblack.com/
https://www.oxygenforensics.com/
https://github.com/Neo23x0/Loki
https://www.nextron-systems.com/thor/
https://github.com/orlikoski/CyLR
https://github.com/WithSecureLabs/chainsaw
https://github.com/Yamato-Security/hayabusa
https://github.com/sans-blue-team/DeepBlueCLI
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
https://github.com/tclahr/uac
https://attack.mitre.org/
https://thedfirreport.com/
https://github.com/ufrisk/MemProcFS
https://github.com/Lazza/Fuji
https://aws.amazon.com/guardduty/
https://aws.amazon.com/cloudtrail/
https://github.com/prowler-cloud/prowler
https://www.cloudquery.io/
https://github.com/BloodHoundAD/AzureHound
https://github.com/dirkjanm/ROADtools
https://github.com/invictus-ir
https://www.cadosecurity.com/
https://www.wiz.io/platform/wiz-defend
https://falco.org/
https://github.com/DFIR-ORC/dfir-orc
https://wazuh.com/
https://www.elastic.co/security/endpoint-security
https://ghidra-sre.org/
https://hex-rays.com/ida-pro/
https://x64dbg.com/
https://rada.re/
https://github.com/kevoreilly/CAPEv2
https://any.run/
https://virustotal.github.io/yara/
https://www.winitor.com/
https://remnux.org/
https://gchq.github.io/CyberChef/
https://github.com/mandiant/flare-floss
https://github.com/mandiant/capa
https://github.com/decalage2/oletools
https://frida.re/
https://github.com/horsicq/Detect-It-Easy
https://pts-project.org/
https://cellebrite.com/en/ufed/
https://github.com/prosch88/UFADE
https://github.com/abrignoni/ALEAPP
https://github.com/abrignoni/iLEAPP
https://github.com/mvt-project/mvt
https://github.com/prosch88/ALEX
https://www.msab.com/products/xry/
https://www.magnetforensics.com/resources/magnet-acquire/
https://libimobiledevice.org/
https://developer.android.com/tools/adb
https://www.elcomsoft.com/eift.html
https://github.com/mac4n6/APOLLO
https://www.magnetforensics.com/products/magnet-graykey/
https://www.doubleblak.com/app.php?id=ArtEx2
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://www.crowdstrike.com/platform/charlotte-ai/
https://www.sentinelone.com/platform/purple/
https://cloud.google.com/security/products/gemini
https://www.magnetforensics.com/blog/accelerating-investigations-with-ai-using-magnet-copilot-in-magnet-axiom/
https://blog.virustotal.com/2023/04/introducing-virustotal-code-insight.html
https://www.elastic.co/security/ai
https://www.cadosecurity.com/platform/ai-investigator/

