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https://www.cybertriage.com/
https://www.splunk.com/
https://www.nist.gov/cyberframework
https://csrc.nist.gov/pubs/sp/800/61/r2/final
https://www.elastic.co/elastic-stack
https://www.graylog.org/
https://www.ibm.com/qradar
https://azure.microsoft.com/en-us/products/microsoft-sentinel
https://github.com/SigmaHQ/sigma
https://www.opencti.io/
https://www.sans.org/white-papers/33901/
https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf
https://www.misp-project.org/
https://www.virustotal.com/
https://www.greynoise.io/
https://timesketch.org/
https://www.shodan.io/
https://www.nextron-systems.com/aurora/
https://d3fend.mitre.org/
https://atc-project.github.io/atc-react/
https://www.autopsy.com/
https://www.exterro.com/digital-forensics-software/ftk-imager
https://www.volatilityfoundation.org/
https://www.sleuthkit.org/
https://www.x-ways.net/forensics/
https://www.opentext.com/products/forensic
https://www.magnetforensics.com/products/magnet-axiom/
https://www.wireshark.org/
https://www.tcpdump.org/
https://zeek.org/
https://suricata.io/
https://www.snort.org/
https://www.netresec.com/?page=NetworkMiner
https://arkime.com/
https://github.com/activecm/rita
https://github.com/target/strelka
https://www.iso.org/standard/78973.html
https://www.iso.org/standard/44381.html
https://github.com/EricZimmerman/KapeFiles
https://github.com/simsong/bulk_extractor
https://www.cgsecurity.org/wiki/PhotoRec
https://github.com/obsidianforensics/hindsight
https://belkasoft.com/x
https://binalyze.com/
https://www.wireshark.org/docs/man-pages/tshark.html
https://zui.brimdata.io/
https://github.com/google/stenographer
https://github.com/cisagov/Malcolm
https://www.netwitness.com/
https://docs.velociraptor.app/
https://github.com/google/grr
https://strangebee.com/thehive/
https://github.com/TheHive-Project/Cortex
https://osquery.io/
https://datatracker.ietf.org/doc/html/rfc3227
https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks
https://arsenalrecon.com/weapons/image-mounter
https://ericzimmerman.github.io/
https://github.com/EricZimmerman/MFTECmd
https://securityonionsolutions.com/
https://www.crowdstrike.com/
https://www.carbonblack.com/
https://www.oxygenforensics.com/
https://github.com/Neo23x0/Loki
https://www.nextron-systems.com/thor/
https://github.com/orlikoski/CyLR
https://github.com/WithSecureLabs/chainsaw
https://github.com/Yamato-Security/hayabusa
https://github.com/sans-blue-team/DeepBlueCLI
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
https://github.com/tclahr/uac
https://attack.mitre.org/
https://thedfirreport.com/
https://github.com/ufrisk/MemProcFS
https://github.com/Lazza/Fuji
https://aws.amazon.com/guardduty/
https://aws.amazon.com/cloudtrail/
https://github.com/prowler-cloud/prowler
https://www.cloudquery.io/
https://github.com/BloodHoundAD/AzureHound
https://github.com/dirkjanm/ROADtools
https://github.com/invictus-ir
https://www.cadosecurity.com/
https://www.wiz.io/platform/wiz-defend
https://falco.org/
https://github.com/DFIR-ORC/dfir-orc
https://wazuh.com/
https://www.elastic.co/security/endpoint-security
https://ghidra-sre.org/
https://hex-rays.com/ida-pro/
https://x64dbg.com/
https://rada.re/
https://github.com/kevoreilly/CAPEv2
https://any.run/
https://virustotal.github.io/yara/
https://www.winitor.com/
https://remnux.org/
https://gchq.github.io/CyberChef/
https://github.com/mandiant/flare-floss
https://github.com/mandiant/capa
https://github.com/decalage2/oletools
https://frida.re/
https://github.com/horsicq/Detect-It-Easy
https://pts-project.org/
https://cellebrite.com/en/ufed/
https://github.com/prosch88/UFADE
https://github.com/abrignoni/ALEAPP
https://github.com/abrignoni/iLEAPP
https://github.com/mvt-project/mvt
https://github.com/prosch88/ALEX
https://www.msab.com/products/xry/
https://www.magnetforensics.com/resources/magnet-acquire/
https://libimobiledevice.org/
https://developer.android.com/tools/adb
https://www.elcomsoft.com/eift.html
https://github.com/mac4n6/APOLLO
https://www.magnetforensics.com/products/magnet-graykey/
https://www.doubleblak.com/app.php?id=ArtEx2
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://www.crowdstrike.com/platform/charlotte-ai/
https://www.sentinelone.com/platform/purple/
https://cloud.google.com/security/products/gemini
https://www.magnetforensics.com/blog/accelerating-investigations-with-ai-using-magnet-copilot-in-magnet-axiom/
https://blog.virustotal.com/2023/04/introducing-virustotal-code-insight.html
https://www.elastic.co/security/ai
https://www.cadosecurity.com/platform/ai-investigator/
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TOOL INDEX

126 tools across 10 categories - 25 with one line install commands - v1.3.1 - ledlight33.github.io/periodic-table-of-dfir

® OpenSource @ Free @ Freemium @ Commercial

@ Standard

3 NF  NIST CSF L 28 Wk  Wireshark ® 106 GD  GuardDuty L 57 Gh  Ghidra ®
4 NI NIST 800-61 [ ) winget install WiresharkFoundation.Wireshark 107 €l CloudTrail [ ) winget install NationalSecurityAgency.Ghidra
11 SR SANSIR L 29 Td  tcpdump ® 108 Pw  Prowler L 58 ID  IDA Pro ®
12 DM Diamond Model o sudo apt install tcpdump pip install prowler 59 Xd  x64dbg )
19 D3  D3FEND [ ] 30 Zk  Zeek ([ ] 109 €Q CloudQuery [ ] 60 R2 Radare2 [ )
>0 RE RE&CT o 31 Su Suricata [ ) brew install cloudquery brew install radare2
3715 1SO 27035 o sudo apt install suricata 110 AH  AzureHound ° 61 €S8  CAPE Sandbox )
38 17 1SO 27037 L] 32.8m Snort ® 111 Re  ROADtools L 62 Ay  AnyRun ®
55 RF RFC 3227 [ sudo apt install snort pip install roadrecon 53 Ya YARA ()
56 CP  CISA Playbooks () 33 NM  NetworkMiner ® 112 v Invictus IR ® brew install yara
87 AT  MITRE ATT&CK [ 34 Am  Arkime ® 113 €d  Cado Response [ ] 64 PE  PEStudio [
35 DF  DFIR Report () 35 Ri - RITA ® 114 Wd Wiz Defend [ 65 R REMnux ®
45 Tw  tshark ® 115 Fa  Falco L 66 €€  CyberChef ®
DISK & MEMORY FORENSICS 14 sudo apt install tshark 67 FL FLOSS °
46 Zuw  Zui ([ ] LOG ANALYSIS & THREAT INTEL 14 pip install flare-floss
21 Au  Autopsy e 47 S8t Stenographer ([ ] 68 €Ca  Capa L
22 FT  FTK Imager ® s MI Malcolm ® 2 Sp  Splunk o pip install flare-capa
23 Vo Volatility . ® 29 NW  NetWitness ° » B Elastic Stack ° ¢ OL  OLETools °
pip install volatility3 6 @l Graylog L pip install oletools
sudo apt install sleuthkit s Se Sentinel [ J pip install frida-tools
25 XW  X-Ways [ 1 €T Cyber. Triage ® 9 Si _Slg_rm _ _ L 71 Di  Detect It Easy )
39 Kp  KAPE L] 50 Vr  Velociraptor ® pip install sigma-cli
41 PR PhotoRec [ J 52 TH TheHive [ 13 M1 MISP [
sudo apt install testdisk 53 €x  Cortex [ 14 VT  VirusTotal (] 89 Pt  PiRogue Tool Suite [ ]
42 Hs  Hindsight [ J 54 Oq osquery [ ] 15 GN  GreyNoise ] 90 Ce  Cellebrite [ ]
pip install pyhindsight brew install osquery 16 Ts  Timesketch [ 91 Ud UFADE [ J
72 Al Arsenal IM ° 79 Lk LOKI L] 17 Sh  Shodan o 92 AL ALEAPP ®
73 RX  Reg Explorer [ ] 80 Th  Thor ([ ] pip install shodan 93 ik iLEAPP [ )
72 Mf MFTECmd () 81 €y CyLR ® 18 Ar  Aurora ® 94 Mv  MVT ®
104 Mp  MemProcFS [ ] g2 €Ch  Chainsaw [ ] 36 Sk Strelka ) pip install mvt
105 Fj FUJI [ ] 83 Hb  Hayabusa [ ] 95 Lx  ALEX [ ]
¢4 DB DeepBlueCLI [ ] 96 XR  MSAB XRY [
86 UA  UAC [ ] 98 Li libimobiledevice [ ]
26 En EnCase L4 116 OR DFIR-ORC o brew install libimobiledevice
27 Ax  AXIOM L4 7 Wz Wazuh ° 99 Ad  ADB L
43 Bx  Belkasoft X ® 115 Ed  Elastic EDR PY sudo apt install adb
44 Ba  Binalyze AIR L] 100 Be  Elcomsoft PY
75 80 Security Onion ® 101 Ap APOLLO PY
76 €F  CrowdStrike ® 102 GK  Magnet GrayKey PY
77 €B  Carbon Black L] 103 AE  ArEx PY
78 Ox  Oxygen ®
(Al - SYNTHETIC 8 |
119 8€  Security Copilot ®
120 € Charlotte Al [
121 Pu  Purple Al (]
122 Gm  Gemini SecOps ®
123 Me  Magnet Copilot ®
124 €1 Code Insight ®
125 EA  Elastic Al Assistant ®
126 Im Al Investigator ®

How to read it: the front of this sheet is the table, colour coded by category. Here every tile is listed in the same order, with its number, symbol and full name. Commands
in blue install the tool directly.

Don't stop at paper. The full interactive table is at ledlight33.github.io/periodic-table-of-dfir with live search, category filters and a tooltip on every tool. Source and "WHAT OUR EYES CAN SEE IS NOT THE MEASURE OF ALL THINGS."
updates on GitHub.

Use it at work freely: printing, sharing with your team, internal training and teaching need no permission. Only selling or bundling it into a paid product does.
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