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“
Using Linux doesn’t mean you won’t be 

compromised...
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Why you should care!!! ... STATS
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Why you should care!!!...
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Large numbers of Web & database servers run under 
Linux (~ 70% of servers connected to the Internet run 
Linux)

Because of this, Linux became an attractive target 
for attackers. 

 If an attacker has succeed to target MySQL, Apache 
or similar server software, then he got a “target-rich” 
environment. 



Why you should care!!!...
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Linux systems become susceptible to several 
attacks including botnets, cryptocurrency miners, 
ransomware and other types of malware. 

The success of these attacks refutes the old notion 
that says machines that run Linux are less likely to 
be affected by malware.



Case: Webserver Brief...

✘ Web Server Environment (Apache)

✘ Web Application (drupal)

✘ Used for local team
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✘ Unusual activity was noticed during 
last week (2nd week of Oct. 2019)



Navigation...

✘ Understanding how to navigate the system and where to look, is 
one key to the success of your investigation…

✘ The presentation will walk through the case covered and where to 
focus and why, in other words (learning while investigating)...
○ Also answer the questions we provided in the workshop (here)!
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https://github.com/ashemery/LinuxForensics/tree/master/Workshop/Case1


Protect Your Evidence...

✘ Search might tamper evidence ...
○ find→ stat()
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Disable FS atime:

Option #1: 

$ sudo mount -o remount,noatime /dev/…. 

Option #2:

$ mkdir /mnt/extdrv/rootvol

$ rootvol=/mnt/extdrv/rootvol

$ sudo mount --bind / $rootvol

$ sudo mount -o remount,ro $rootvol



File Hierarchy 

Standard
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Everything in Linux is a 
file, and all files exist 

under the root directory, 
“/”. 



Processes Tree...
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Mounted Dev/Vol...



Hunt Users...

Checking for suspicious user account 
entries…

$ cat /etc/passwd

Timestamps using debugfs

$ sudo debugfs -R 'stat <1835260>' /dev/…..
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Hunt Groups...

Checking for suspicious group entries…

$ tail -n 4 /etc/group

$ grep -E ‘mail|php’ /etc/group

Timestamps using debugfs

$ sudo debugfs -R 'stat <1835269>' /dev/…..
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File Hunting...

Searching for files that had their 
metadata changed within the last 5 days…

$ find / -ctime +1  -ctime -5
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What’s this?

Expected based 
on prev. analysis

home dir?

Failed login 
attempts?



Hunt CLI History...

Checking user .bash_history file for 
commands executed (+order of 
execution)...

$ history
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Why vim to passwd?

Basic compromise 
checks

Web dir?

Password changed?

What’s 37292.c ??!!

(check it later)



Hunt Suspicious Dir...

The /usr/php directory details...

$ sudo debugfs -R 'stat <1835263>' /dev….
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Directory contents…

$ ls -lhat /usr/php



Hunt Last Logged Users...

Could be checked on a live system using:

$ last

$ w

$ lastlog

$ sudo last -f /var/log/wtmp

$ sudo last -f /var/log/btmp
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OR? Use debugfs...



Hunt Last Logged Users...

Dump the contents of wtmp / btmp:

$ sudo debugfs /dev/…...

debugfs: cd /var/log

debugfs: ls

debugfs: imap <524275>

debugfs: dump_inode wtmp /media/extdrv/case/wtmp.dump

Gibberish since it has a binary format, therefore use:

$ strings wtmp.dump
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debugfs command prompt...



Hunt Failed Logins...

Checking for failed logins in the auth.log file…

$ sudo cat /var/log/auth.log

But was it successful?!!!
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Bruteforce activity ...



More Login Hunting...

Digging further reveals that our Apache user account (www-data) opened a session by root 
(uid=0)!

Then, useradd is used to add ‘php’ account to system with:

✘ Homedir → /usr/php
✘ Default shell → /bin/bash
✘ Copied skeleton files from → /etc/skel
✘ Added account to sudo group
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UID 0 for Web?!!!



And the Hunt Goes On...

Continuing the search within the auth.log file we find more answers to our Q(s)...

✘ Changed ‘mail’ account’s shell from nologin to /bin/bash
✘ Added ‘mail’ account to the sudo group
✘ First time we see ‘mail’ login and it was through ssh
✘ ‘mail’ switches to user ‘root’
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‘mail’ account changes and 
first time login!



Hunt Actor’s IP Address...

Searching through the error.logs file for our threat actor’s IP address “192.168.210.131”...

Found some unusual entries:

✘ Weird long string of chars (probably BASE64)...
✘ The added file ‘update.php’ was accessed but has errors…
✘ The PHP “system” function was invoked but with errors too..
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Apache’s error.log...



Hunt Actor’s IP Address...

Big blob of chars sent in POST request!

Findings here:

✘ Threat actor sent big string (blob) of chars using POST method ...
✘ PHP functions being called: passthru, eval, and base64_decode !!!
✘ Is this a SQL injection or what?
✘ Let’s decode this string...
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Apache’s access.log...



Decoding Suspicious String...

After decoding and home cleaning:

$ cat post-string.txt | base64 -d
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Meterpreter RevShell !!!

Turned off!

Call home 
IP+Port

Creating the 
communication socket 



What about update.php?...

More digging into the access logs file, revealed the following:

Huh!.. Webshell?!

$ cat /var/www/html/jabc/scripts/update.php
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More access logs...

system() function 
being used...



Deleted Files

-we need them back-
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What about 37292.c File?...

✘ Searching directory file was found in, leads to nothing!
○ File was in /tmp, but nothing there now 

(deleted)...
○ We only have one file there undeleted…

■ apache-xTRhUVX
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Googling → probably an 
exploit!!!

* deleted entries!



Dump the Journal!!..

✘ If we check using TSK, since it’s an EXT4 fs, then even if we know what name it had, then 
still we can’t access the content, since its entry will be zeroed out!
○ No longer capable of accessing the file…

✘ Also, if we check those * files, we will also get zero output!
○ No metadata that leads to the file...

✘ We could try dumping them out in two steps:
○ Dump the EXT4 journal
○ Use ext4magic for recovery
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EXT4 = journaling fs...



Get them Back!!..

✘ Step1: debugfs

$ sudo debugfs -R ‘dump <8> ./journal’ /dev/….

○ dump → option used to dump a file using inode #
○ 8 → inode # of the EXT4 journal

✘ Step2: ext4magic

$ sudo ext4magic -a DATE -b DATE -j ./journal -m -d output/

○ a and b are used to specify date after and before...
○ j for the journal...
○ m try to recover all deleted files...
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Sift through output dir...



Comparing...

✘ Exploitdb…

✘ Ext4magic... 
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Exploitdb vs. ext4magic



Timeline Analysis?...

We can confirm the activities and their 
sequence by doing a timeline analysis …
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Case Summary...

✘ Bruteforce was unsuccessful

✘ Compromised using vulnerable web 

application (drupal CVE-2018-7600)

✘ Privileges were escalated using 

Kernel vulnerability (CVE-2015-1328)
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✘ User php added to the system

✘ System user ‘mail’ was modified and 

given access to the system

✘ PHP webshell was added



Summary of What to Do!!!...

✘ Gather as much case info as you can ...
✘ Understand the FHS ...
✘ Check user /etc/passwd and group accounts /etc/group
✘ Check shells and history logs
✘ Search added/modified files …
✘ Check running processes, locations, and configs ...
✘ Grep your way through logs, they are your friend ...
✘ Run timelines …
✘ Finalize your report ...
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thanks!

Any questions?

You can find me at
@binaryz0ne
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https://github.com/ashemery/LinuxForensics

✘ Craig Rowland, https://twitter.com/craighrowland
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35

https://github.com/ashemery/LinuxForensics
https://twitter.com/craighrowland
https://man7.org/tlpi/index.html
https://www.vulnhub.com/entry/vulnos-2,147/
http://www.slidescarnival.com/
http://unsplash.com/

