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-How Bedrock API Keys work 

-Decoding the keys 

-Attack scenarios  

-How to detect this 

-How to not get wrecked

AGENDA

4



UNDERSTANDING 
BEDROCK API KEYS 
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WHAT ARE BEDROCK API KEYS? 
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July 2025 
AWS launches Bedrock API keys 
• "Simplify AI development" 
• Alternative to AWS credentials

3 ways to use them: 
• AWS CLI (export as env vars)  
• AWS SDKs (export as env vars)  
• Direct HTTP requests (bearer token in header) 

Two types: 
• Short-term 
• Long-term (riskier)

14 DAYS LATER: Keys appear on public GitHub 

export AWS_BEARER_TOKEN_BEDROCK=${api-key}

Authorization: Bearer $AWS_BEARER_TOKEN_BEDROCK
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FORMAT: bedrock-api-key-YmVkcm9jay... 
• BASE64-ENCODED SIGV4 PRE-SIGNED URL



SHORT-TERM KEYS  
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No identity is created: uses YOUR existing session 
• Inherits ALL your permissions (but only usable in Bedrock) 
• Expires with session up to 12 hours 

Creation Happens client-side 
• No CloudTrail event for creation! (only when used)



SHORT-TERM KEYS  
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FORMAT: ABSKQmVkcm9ja0FQSUtleS.... 

• BASE64-ENCODED STRING
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 AN IAM USER WAS CREATED ?! 
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LONG-TERM KEYS  
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• Generated in Console / CLI / SDK 
• Base64 encoded string → ABSKQmVkcm9ja0FQSUtleS.... 
• AWS creates dedicated IAM user BedrockAPIKey-XXX 
• Cloudtrail events: CreateUser + AttachUserPolicy 
+ CreateServiceSpecificCredential 

• Expiration: 1 day to never...



BUT DON'T WORRY... 
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• AWS attaches a "limited" policy by default to the IAM user 
• Sounds safe, right? 
• Let's check what's actually in there...
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DELETE GUARDRAILS?   
DELETE CUSTOM MODELS?   
BY DEFAULT? 
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IAM ENUM.  
VPC RECON.    
KMS KEYS. 
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THE SCOPING CATCH
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THE SCOPING CATCH
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PHANTOM IAM USER WITH 
IAM/VPC/KMS RECON CAPABILITIES

AWS SCOPED THE KEY. 
THEY DIDN'T SCOPE THE USER!



THE SCOPING CATCH
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PHANTOM IAM USER WITH 
IAM/VPC/KMS RECON CAPABILITIES

AWS SCOPED THE KEY. 
THEY DIDN'T SCOPE THE USER!



DECODING THE KEYS
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SHORT-TERM KEY DECODED 
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 bedrock-api-key-<base64-encoded SigV4 pre-signed URL>

~ ❯ base64 -d



SHORT-TERM KEY DECODED 
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bedrock.amazonaws.com/?Action=CallWithBearerToken 

&X-Amz-Algorithm=AWS4-HMAC-SHA256 

&X-Amz-Credential=<AccessKeyID>/<region>/bedrock/aws4_request 

&X-Amz-Date=20260126T172726Z 

&X-Amz-Expires=43200 (12 hours) 

&X-Amz-Security-Token=<base64-encoded security token> → Account ID 

&X-Amz-Signature=<Signature> 

&X-Amz-SignedHeaders=host 

&Version=1 



LONG-TERM KEY DECODED 
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base64-encoded string

~ ❯ base64 -d

BedrockAPIKey-<short_id>-at-<aws_account_id>:<base64-encoded cryptographic secret>   

API Key Name



LONG-TERM KEY DECODED 
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base64-encoded string

~ ❯ base64 -d

BedrockAPIKey-<short_id>-at-<aws_account_id>:<base64-encoded cryptographic secret>   

Phantom User Name



DEMO

45



46



47



48



ATTACK SCENARIOS
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THE ATTACK CHAIN (LONG-TERM KEYS) 
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THE PHANTOM USER IS ALWAYS THERE 
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Even if the key expires or is deleted: 
• AWS doesn't delete the phantom IAM user 
• The admin policy remains attached 
• The identity persists indefinitely until you delete it 

The phantom NEVER GOES AWAY!! 

The risk isn't just the key. It's the permanent identity.



THE ATTACK CHAIN (LONG-TERM KEYS) 
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REAL-WORLD: LLMJACKING 

53



DETECTIONS
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THE ONE FIELD THAT MATTERS 

55



THE ONE FIELD THAT MATTERS 
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additionalEventData.callWithBearerToken = true 

THIS SHOWS UP WHENEVER ANY BEDROCK API KEY IS USED.     

LONG-TERM? ✓  
SHORT-TERM? ✓ 

IF YOU'RE NOT ALERTING ON THIS, START NOW. 



WHAT TO MONITOR IN CLOUDTRAIL 
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🔑 Long-Term Key creation:  
CreateServiceSpecificCredential AND serviceName = bedrock.amazonaws.com 

(AND expirationDate > 90) 

👻 Phantom user creation:  
CreateUser AND userName starts with BedrockAPIKey-*  

🎯 Any Key Usage: 
additionalEventData.callWithBearerToken = true  

🔓 Access key creation in Phantom User: 
CreateAccessKey AND userName starts with BedrockAPIKey-  

http://bedrock.amazonaws.com


DEFENSE
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SCPS ARE YOUR FRIEND 
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Block key creation and usage Block long-term only (NEW Sept 2025)



SCPS ARE YOUR FRIEND 
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Block creating long-term keys expiring  
after more than 90 days (NEW Sept 2025) IAM access keys for phantom  

BedrockAPIKey-* users



IR - LONG-TERM KEY COMPROMISED 
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Fastest: Deny the action (works immediately)



IR - LONG-TERM KEY COMPROMISED 
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IR - LONG-TERM KEY COMPROMISED 
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IR - LONG-TERM KEY COMPROMISED 
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IR - SHORT-TERM  KEY COMPROMISED 
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Problem: Can't delete it (generated client-side, max 12 hours)  

Option 1: Deny the action



IR - SHORT-TERM  KEY COMPROMISED 
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Problem: Can't delete it (generated client-side, max 12 hours)  

Option 2: Revoke the session

 DON'T WAIT 12 HOURS!! 

THIS INVALIDATES ALL SESSIONS CREATED BEFORE THAT TIME.



THE TOOLKIT
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• One command finds every phantom in YOUR account: 
bks scan

Bedrock API keys Toolkit: 
• Phantom User Hunter: Find BedrockAPIKey-* in your 
account 
• Cleanup Automation: Delete orphaned phantoms safely 
• Key Decoder: Extract account IDs, Usernames, regions 
from leaked keys 
• Incident response: emergency key revocation, CloudTrail 
timelines, and forensic reports. 
• 4 Ready-to-Deploy SCPs: Block creation, enforce limits 

github.com/
BeyondTrust/
bedrock-keys-
security

http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security


MONDAY MORNING CHECKLIST 
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1. Find phantom users in YOUR account 
bks scan 
OR manually: 
aws iam list-users | grep BedrockAPIKey 

2. Deploy detection in your SIEM 
• Monitor CloudTrail for callWithBearerToken 
= true 

• Alert on CreateUser with BedrockAPIKey-* 
• Alert on CreateAccessKey for phantom users

  DON'T WAIT FOR THE $14K SURPRISE !!  

3. Block them if you don't need API keys 
# SCP to deny creation and usage 
iam:CreateServiceSpecificCredential AND 
bedrock:CallWithBearerToken 

4. If you DO need them: 
• Max 90-day expiry (use condition key) 
• Monitor closely 
• Rotate frequently

github.com/
BeyondTrust/
bedrock-keys-
security

http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security
http://github.com/BeyondTrust/bedrock-keys-security


TAKEAWAYS
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• AWS creates phantom IAM users → buried in CloudTrail, not truly 
invisible 
• "Limited" is marketing → ADMIN Bedrock perms + IAM/VPC/KMS recon! 
• Keys leaked in 2 weeks, already weaponized → $14k/day regional 
damage, $1M/year criminal revenue 
• The phantom user is always at risk → credential leaks, insider threats, 
privilege escalation



ADDITIONAL RESOURCES 
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• https://docs.aws.amazon.com/bedrock/latest/userguide/api-keys-
permissions.html  
• https://aws.amazon.com/blogs/security/securing-amazon-bedrock-api-keys-
best-practices-for-implementation-and-management/  
• https://aws.amazon.com/blogs/machine-learning/accelerate-ai-development-
with-amazon-bedrock-api-keys/ 
• https://github.com/aws-samples/aws-customer-playbook-framework/blob/
main/detections/Bedrock_Api_Key_Eventbridge_Detection.md 
• https://github.com/aws-samples/service-control-policy-examples/tree/main/
Service-specific-controls/Amazon-Bedrock  

https://docs.aws.amazon.com/bedrock/latest/userguide/api-keys-permissions.html
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https://aws.amazon.com/blogs/security/securing-amazon-bedrock-api-keys-best-practices-for-implementation-and-management/
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https://aws.amazon.com/blogs/machine-learning/accelerate-ai-development-with-amazon-bedrock-api-keys/
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Security Researcher @ BeyondTrust  

Twitter: @MrCloudSec  
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THANK YOU!
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github.com/
BeyondTrust/
bedrock-keys-
security

Track 1 Survey:

http://github.com/BeyondTrust/bedrock-keys-security
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