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Abstract
In the aviation industry, aircraft spoofing is a growing concern as the use of

Automatic Dependent Surveillance-Broadcast (ADS-B) technology becomes increasingly

widespread. To combat this threat, I developed a device and a web app that detects

spoofed aircraft using a convolutional neural network trained on a dataset of verified and

spoofed ADS-B signals. The implementation is two-fold: a low-cost device made with the

Raspberry Pi, a FlightAware RTL-SDR, and a 1090MHz antenna-based tailored for

research that uses a Convolutional Neural Network and RF Fingerprinting techniques to

identify and flag suspicious signals, and a Flask-based web application that uses the

same algorithm to detect spoofed aircraft from any location using an API, and displays

the information onto an intuitive map layout. After testing the implementations on

multiple flights in a single-engine aircraft throughout Los Angeles and possible attack

scenarios in a simulated environment, both the device and the web app have a real-time

detection system with an accuracy rate of over 90% and protect against potential flight

delays and mid-air collisions caused by fake aircraft signals.
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Introduction
Air traffic control is critical for ensuring safe and efficient air travel, but it's not

without its flaws. One such flaw is the use of Automatic Dependent

Surveillance-Broadcast (ADS-B) technology, which is vulnerable to ground-based

cyberattacks that could result in spoofed or fake aircraft being broadcasted in the sky (

Amin, Clark, Offutt and Serenko, 2014). The consequences of such attacks could be

devastating, including massive flight delays and even mid-air collisions. As a pilot

concerned with the safety of air travel, I decided to take action by developing a low-cost

device called Fly Catcher that detects spoofed aircraft in real-time.

ADS-B is used by pilots and air traffic control to track aircraft as they fly by

broadcasting an aircraft's position, speed, altitude, and other information in real-time. This

information is received by air traffic controllers and nearby aircraft, allowing them to "see"

each other and avoid collisions. However, ADS-B messages are unauthenticated and

unencrypted, making it vulnerable to ground-based cyberattacks that could result in fake

or spoofed aircraft being broadcasted in the sky (Wang, Zou, and Ding, 2020). To

address this growing concern, I developed a hardware prototype called Fly Catcher that

detects spoofed aircraft by analyzing the ADS-B data received by the device and by

using a technique called RF Fingerprinting (Jian, Tong, and  Rendon, 2020). The ADS-B

data is passed through a decoder and then into a Convolutional Neural Network written

with Python and trained on a dataset of valid ADS-B signals as well as a generated
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spoofed set of aircraft signals to detect whether the aircraft is spoofed or not (Ying,

Mazer, and Bernieri, 2019). The result outputted by the neural network is then displayed

onto a radar screen on the Raspberry Pi, allowing users to detect spoofed aircraft near

them.

Alongside the device, I also created a proof of concept web application retrieves

live ADS-B data from live data sources like Open Sky to provide a live coverage of

aircraft integrity at any specified location by inputting the user’s location into a map

graphical interface and passing in the ADS-B data within a 100 nautical mile radius of that

location into the Neural Network (Meides, 2023).

Throughout my research, I aimed to answer the following question: “How can a

Convolutional Neural Network in conjunction with RF Fingerprinting be trained to detect

spoofed aircraft by analyzing the ADS-B properties of an aircraft with a high degree of

accuracy?” My objective is to demonstrate the effectiveness of Fly Catcher in detecting

spoofed aircraft by conducting a series of tests both on the ground and in flight. My

hypothesis is that the Neural Network algorithm will be able to detect spoofed aircraft

with an accuracy rate of above 90% by implementing a rigorous neural network model

that analyzes aircraft telemetry and an RF Fingerprinting method that examines the RSSI

received by each aircraft signal (Haoran, Zha, and Tian, 2020).
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Materials
This project has two implementations: the web app and the physical device. You can use

either option to set up the project, however, the web app implementation is easier to set

up and does not require any tangible materials.

Device Materials

● 1090MHz Rubber Ducky Antenna

● Raspberry Pi 3B

● FlightAware Pro Stick Plus SDR

● 3.5 in TFT Screen

● Portable Battery Charger

● USB-C to Micro USB Cable

● Custom 3D Printed Case (optional)

● SD Card

● Rasbian Operating System

● 4x 3/32 Screws

● Python and Pip on Raspberry Pi

● TensorFlow, Keras, and Pandas Libraries
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Web App Materials

● Computer

● Python, Pip, and Flask

● TensorFlow, Keras, and Pandas Libraries

Software Used

● OpenSky (Meides, 2023)

● FlightAware (Flight tracker / flight status, 2023)

● ADSB Exchange (Meides, 2023)

Libraries Used

● Numpy

● Keras

● SkLearn

● Pandas

● Tensorflow

● Matplotlib

● CSV

● JSON
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Procedure
The sequence of creating the ADS-B Spoof Detection device and conducting research

was split into three sequential steps: device creation, data collection, neural network

development, and web app creation. I began the project by developing a proof of

concept hardware device to analyze ADS-B information using the Raspberry Pi. To create

the working prototype of the device I followed the procedure outlined below.

Device Creation

1. Gather all the necessary materials to construct the device

2. Install the Rasbian operating system to the Raspberry Pi with the SD Card

3. Connect the Flight Aware SDR to the Raspberry Pi using the Micro USB cable

4. Connect the 1090 MHz antenna to the Flight Aware SDR

5. Configure the 3.5-inch TFT Screen to the Raspberry Pi

6. Place the Device into the 3D Printed Case

7. Ensure Python and Pip are installed on the Raspberry Pi

8. Install dump-1090 FlightAware library on the Raspberry Pi to receive ADS-B

information

9. Create a Python program that aggregates and tabulates ADS-B data from the

receiver to a CSV File

10. Download the Neural Network code into the device
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11. Feed the aircraft data retrieved by the receiver into the Neural Network

12. Create a Graphical Display using PyGame to display nearby aircraft and indicate

whether they are spoofed or not

Localhost server hosted by the device showing aircraft telemetry

1090MHz antenna of the device collecting data from my room
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Materials used to construct the device

Picture of the completed build
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Display shown on the TFT Screen

Data Collection

1. Configure FlightAware localhost instance on device to output ADS-B data

2. Parse ADS-B data from the receiver by sending GET HTTP requests

3. Create a Python Program that converts JSON ADS-B data into a CSV file

4. Save the CSV data into the SD Card on the device

5. Collect data from home by leaving the device on for an extended period of time

6. To increase the range of the dataset,  I brought the device with me on a flight

across Los Angeles
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7. I brought the device with me on multiple trips to different destinations such as

Santa Monica, Malibu, Torrance, DTLA, Burbank, etc. to collect data

Device in back of airplane collecting data

Device shown with the SportCruiser I flew to collect data
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Setting up aircraft to house the device

Neural Network Development

1. Gathered additional data from sources such as ADSB Exchange, FlightAware, and

Open Sky

2. Generate spoofed aircraft data using a custom Python program

3. Stored all the ADS-B data into a single, unified CSV file

4. Processed the data using Numpy and reshaped it to match the input format

5. Split the data into training and testing sets

6. Created a CNN architecture using Keras adjusting layers, weights, and techniques

to optimize on accuracy

7. Displayed the accuracy and other statistics of model results using Matplotlib
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Initial CNN architecture code with Python

Python program to parse ADS-B data
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Web App Creation

1. Initialize a Flask server

2. Configure the OpenSky API to retrieve live ADS-B information

3. Display the ADS-B information on a map display

4. Feed the ADS-B information into the CNN on the program to detect whether the

aircraft is spoofed or not

5. Indicate whether the aircraft is spoofed on the map layout

Code snippet of the web app
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Data Collection
In order to collect data for research, RF Fingerprinting analysis, and to train the

Convolutional Neural Network, I underwent three stages of data collection: ADS-B data

retrieval from a home-based station, data aggregation from online sources, and data

collection from aircraft flights throughout Los Angeles.

Home-based ADS-B Station

In order to collect data from a home station, I set up the device in my room and recorded

the ADS-B information of nearby aircraft using the 1090 MHz antenna and storing that

data into a CSV file. The total device operation time at my home-based ADS-B station

was around 20 hours giving me a wide range of aircraft data and scenarios to analyze. I

wrote a program to format the JSON ADS-B output into a CSV file.

CSV format of data recorded at home-based station
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JSON format of data recorded at home-based station

Online Data Sources

Furthermore, I used online repositories of valid ADS-B reports to feed into the

Convolutional Neural network. I aggregated the data available on services such as

FlightAware, Open Sky, and ADS-B Exchange by downloading their available data in a

JSON format and scanning through the data and processing them into a singular CSV file

to train the model.

Data display of ADS-B trailing over time on FlightAware
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Data display of ADS-B trailing over time on FlightAware

Flight-based Data Collection

Lastly, I stowed the device to the back of a SportCruiser plane and flew with it to different

locations in Los Angeles to get a wider range of ADS-B data. I flew it to different locations

around Los Angeles including Santa Monica, Torrance, Malibu, Palisades, Burbank,

Downtown Los Angeles, and much more. The data was logged into a CSV File and

stored onto the SD Card of the Raspberry Pi for it to be used after the flight was

completed.
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Cockpit view of SportCruiser during flight

Getting prepared for an hour-long data collection flight over Los Angeles
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Results
From the research and data collected from this experiment, I had three main takeaways

for improving the detection of spoofed aircraft: aircraft telemetry indicators, RF

Fingerprinting using the RSSI, and the configuration of the Convolutional Neural Network

to optimize the accuracy of the model.

Aircraft Telemetry Indicators

Aircraft Telemetry Indicators (ATIs) which include information such as the aircraft's

position, altitude, and velocity, as well as its unique identifier code can be used to detect

spoofed aircraft by comparing the telemetry data received by ATIs with the expected

telemetry data for the specific aircraft type. By using this technique, it is possible to

detect anomalies that may indicate the presence of a spoofed aircraft (Ying, Mazer, and

Bernieri, 2019). The three main indicators that signaled a spoofed aircraft in my

experiment were:

1. Inconsistent altitude and baro rate values: The altitude and baro rate values for

each aircraft seem to vary widely and abruptly, which is not typical for genuine

ADS-B data. For example, in the spoofed dataset, an aircraft has an altitude of

14981 feet and a baro rate of 51.96 feet per minute, which suggests a sudden and

unrealistic change in altitude.

2. Inconsistent or unrealistic speed data: The ground speed values for each aircraft

also seem to vary widely and abruptly, which is not typical for genuine ADS-B data.
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For example, an aircraft in the spoofed dataset has a ground speed of 992 knots,

which is faster than the maximum speed of most commercial aircraft.

3. Lack of identification information: Although the data includes flight information

such as flight number, aircraft type, and registration number, there is no

information about the airline or operator of the aircraft, which is typically included

in genuine ADS-B data.

4. Inconsistent or unrealistic position data: The latitude and longitude values for

each aircraft also seem to vary widely and abruptly, which is not typical for

genuine ADS-B data. For example, an aircraft in the spoofed data set has a

latitude of -70.63 degrees, which is beyond the southernmost point of South

America which is highly unrealistic.

Altitude and Speed Graph of a Typical Genuine Aircraft
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Amount of telemetry data gathered by device shown on a coverage graph

RF Fingerprinting using RSSI

RF fingerprinting using RSSI (Received Signal Strength Indicator) values of ADS-B signals

can be used to detect whether an aircraft is spoofed or not by analyzing the unique RF

characteristics of each transmitter. RF fingerprinting works by analyzing the variations in

the signal strength of ADS-B signals received from a particular aircraft over time (Jian,

Tong, and Rendon, 2023). The RF fingerprint of a legitimate aircraft is expected to be

consistent, whereas the RF fingerprint of a spoofed aircraft is likely to be inconsistent due

to the use of different transmitters or the use of a signal generator.
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By comparing the RSSI values of the ADS-B signals received from an aircraft against a

database of known RF fingerprints, it is possible to determine whether the aircraft is

legitimate or spoofed. This technique can be particularly effective in detecting spoofing

attacks that involve the transmission of false ADS-B data from a ground station, as the RF

characteristics of the signals will be different from those of a legitimate aircraft (Haoran,

Zha, and Tian, 2020).

I incorporated this into the CNN by using the RSSI values as input features, where each

RSSI value corresponds to a specific time frame in the signal. Then I trained the CNN

using a dataset of both spoofed and legitimate ADS-B signals to learn the unique RF

fingerprint patterns associated with each type of signal. During testing, the CNN learned

to classify an incoming signal as spoofed or legitimate based on its learned RF fingerprint

patterns. Finally, I optimized the CNN using metrics such as precision, recall, and F1 score

to improve its performance in detecting spoofed signals while minimizing false positives.

Analyzing the Frequencies of ADS-B using a RTL-SDR
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Final Output of Neural Network

I utilized a variety of techniques to fine-tune the model and improve its overall

performance. One technique I utilized was to increase the complexity of the model by

adding additional layers and nodes, which allowed the CNN to identify patterns and

relationships within the data. I also experimented with different activation functions,

including ReLU and sigmoid, to determine which worked best with the specific data set.

Another technique I employed was data augmentation, which involved generating

additional training data by modifying existing data in various ways such as flipping,

rotation, and zooming. This technique helped prevent overfitting and improved the

CNN's ability to generalize and detect spoofed signals in new and unseen data ( Amin,

Clark, and Offutt, 2014).

Finally, I utilized transfer learning, which involved taking a pre-trained CNN and

fine-tuning it for the specific task of detecting spoofed ADS-B signals. This approach

allowed me to leverage the knowledge and expertise that had already been built into the

pre-trained model and apply it to the new task at hand.

Overall, through a combination of these techniques, I was able to significantly improve

the accuracy of the CNN, ultimately achieving a level of over 90% accuracy by 60

epochs.
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Graph of CNN Accuracy Performance
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Discussion
The results of this experiment indicate that there are several effective techniques for

improving the detection of spoofed aircraft in ADS-B signals. By analyzing the aircraft

telemetry indicators, it was possible to detect anomalies that may indicate the presence

of a spoofed aircraft. The use of RF fingerprinting using RSSI values also proved to be an

effective technique for detecting spoofed signals, particularly in cases where a ground

station is transmitting false data.

Incorporating these techniques into the CNN required careful consideration and

optimization of various parameters such as the model complexity, activation functions,

and data augmentation. Increasing the model complexity and experimenting with

different activation functions helped the CNN identify patterns and relationships within

the data more effectively. Data augmentation was also useful in generating additional

training data and preventing overfitting. Through a combination of these techniques, the

CNN was able to achieve a high level of accuracy, ultimately reaching more than 90% by

60 epochs.

In terms of future expansion of the project, there are multiple avenues that could be

pursued. One potential area of focus could be to refine the detection system to improve

its ability to differentiate between different types of spoofing attacks. For example, some
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spoofing attacks involve the transmission of false GPS signals to manipulate an aircraft's

position, while others involve the use of false ADS-B signals to mimic the behavior of a

legitimate aircraft. Developing more sophisticated detection techniques for different

types of spoofing attacks could further enhance aviation safety.

Another potential area for future expansion is to explore the use of machine learning

techniques beyond CNNs for detecting spoofed aircraft. For instance, deep learning

techniques such as recurrent neural networks (RNNs) and long short-term memory

(LSTM) networks could be used to improve the detection accuracy of spoofed aircraft.

Additionally, reinforcement learning techniques could be used to develop more adaptive

and robust detection systems that can learn and adapt to new types of spoofing attacks

over time.
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Conclusion
In conclusion, this study conducted on improving the detection of spoofed aircraft using

aircraft telemetry indicators, RF fingerprinting using RSSI, and the configuration of the

Convolutional Neural Network showed promising results. The use of aircraft telemetry

indicators proved useful in detecting spoofed aircraft by comparing the telemetry data

received by ATIs with the expected telemetry data for the specific aircraft type.

Additionally, RF fingerprinting using RSSI values of ADS-B signals provided a unique

method to detect spoofed aircraft by analyzing the unique RF characteristics of each

transmitter. The utilization of the Convolutional Neural Network aided in the classification

of incoming signals as spoofed or legitimate based on the learned RF fingerprint

patterns. Finally, a combination of techniques such as increasing the complexity of the

model, data augmentation, and transfer learning were used to fine-tune the CNN and

improve its overall performance.
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