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Executive Summary

Cloud environments are highly dynamic, and security misconfigurations can occur due to
accidental changes, improper permissions, or human errors. One of the most common AWS
security risks is unintended public exposure of Amazon S3 buckets, which can lead to
unauthorized data access and compliance violations.

This project implements an automated cloud security monitoring and incident response
solution using AWS native security services combined with Infrastructure as Code (laC).

The solution uses Terraform to provision AWS security resources, AWS Config to
continuously monitor resource compliance, and AWS Systems Manager Automation to
automatically remediate security violations.

A controlled security incident was simulated by introducing a temporary public-read
permission on an Amazon S3 bucket. AWS Config detected the violation using the managed
rule s3-bucket-public-read-prohibited. The remediation workflow used
AWSConfigRemediation-ConfigureS3BucketPublicAccessBlock to restore secure
configuration.

1. Project Objective

The objective of this project was to design and implement an automated AWS cloud security
monitoring and remediation framework that detects unauthorized Amazon S3 public access
configurations and automatically applies corrective security controls.

Project Goals

e Secure AWS Resource Deployment using Terraform Infrastructure as Code.

e  Continuous Security Monitoring using AWS Config.

e Security Violation Detection using AWS Config managed rules.

e Automated Incident Response using AWS Config Remediation and Systems Manager
Automation.

e Security Validation through controlled incident simulation and remediation testing.

2. Project Scope

The project covers the following AWS security areas:

Amazon S3 Security

e Secure S3 bucket configuration
e Server-side encryption

e Bucket versioning

e Block Public Access controls

e Secure bucket policies
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Identity and Access Management

e |AM roles

o |AM policies

e Dedicated Terraform administrative identity

Security Monitoring

e AWS Config Recorder

e AWS Config Delivery Channel
e AWS Config Compliance Rules

Automated Remediation

e AWS Config remediation configuration

e Systems Manager Automation execution
e Automatic security recovery

3. Security Problem Statement

Amazon S3 buckets are frequently targeted in cloud security incidents because incorrect
permissions can expose sensitive data publicly. Common causes include incorrect bucket
policies, misconfigured ACL permissions, accidental public access enablement, and lack of

continuous monitoring.

Proposed Solution

The implemented solution introduces automated security governance:

Prevent

N

Monitor

N%
Detect

N
Respond

N

Recover

Security Requirement AWS Service

Resource Monitoring AWS Config

Data Protection Amazon S3

Identity Control AWS IAM

Automation Response AWS Systems Manager

Deployment Automation Terraform
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4. Tools and Technologies Explanation

Terraform
Terraform was used as Infrastructure as Code to automate AWS resource creation. It
provides repeatable deployments, version-controlled infrastructure, and auditable changes.

Amazon S3
Amazon S3 was used as the storage service for AWS Config configuration history and logs.
Security controls implemented include encryption, versioning, and public access protection.

AWS Config

AWS Config was used as the continuous compliance monitoring service. It provides resource
configuration tracking, compliance evaluation, and security drift detection.

AWS IAM

IAM was used to control authentication and authorization. Implemented identities included
terraform-admin, AWS Config service role, and remediation automation role.

AWS Systems Manager Automation
Systems Manager Automation was used for automated security remediation using
AWSConfigRemediation-ConfigureS3BucketPublicAccessBlock.

AWS CLI

AWS CLI was used to verify the active AWS identity using aws sts get-caller-identity and
confirm Terraform CLI authentication.

5. Solution Architecture Overview

The implemented solution follows a security automation lifecycle where infrastructure
deployment, continuous monitoring, threat detection, and automated remediation work
together.

Terraform

N
AWS Infrastructure Deployment

N
AWS Config Recorder

N2
AWS Config Compliance Rule

N

Security Violation Detection

N2
AWS Config Remediation

N
AWS Systems Manager Automation
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N

S3 Security Configuration Restored

Component AWS Service / Tool Security Purpose

Infrastructure Deployment | Terraform Creates repeatable and
auditable AWS resources

Storage Security Amazon S3 Stores AWS Config logs
securely

Monitoring AWS Config Evaluates resource
compliance continuously

Identity Management AWS IAM Controls authentication and
authorization

Automation Response Systems Manager Executes corrective security

Automation actions

6. Detailed Step-by-Step Implementation

Phase 1: Terraform Infrastructure Deployment
Implementation Performed: Terraform was used as Infrastructure as Code to provision AWS
security resources. It provides repeatable and auditable deployment.

e Security Benefit: Reduces manual configuration errors.
e Operational Benefit: Enables consistent deployment.
e Governance Benefit: Allows change review before deployment.

Evidence:

Figure 1: Terraform Initialization Successful

) File Edit Selection View Go Run Terminal Help

¥ providertf X
> OUTUNE
 AWS-INCIDENT-RESPONSE-AUTOMA. .
> m
m.ock hel

¥ provider.tf

required_version = ">= 1.5.0"

provider
region

¥
TERMINAL

ps s:\ Aus-Incident-Response-Automation-Lab> terraform init
Initializing the backend...

Initializing provider plugins...
- hashicorp/aws versions matching "~> 5.0"...
ng hashicorp/aws v5.100
ashicorp/aws v5.100.0 (signed by HashiCorp)

orm has created a lock file .terraform.lock.hcl to record the provider
elections it made above. Include this file in your version control repository
s0 that form can guarantee to make the same selections by default when
you run -aform init" in the future.

\AWs-Incident-Response-Automation-Lab> [|
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Figure 2: Terraform Configuration Validation Successful

] File Edit G Terminal  Help

ouTuNE

o AWSANCIDENT. s auTOMA. WS- Tncident-Response-Automation-Lab> terra
terraform

E terraformJock S 5: \AWS- Incident - Re: omation-Lab> |

¥ providerf

) File Edit Selection View Go Run Terminal Help

> OUTLINE
»+ AWS.INCIDENT.RESPONSE-AUTOMA. ..
> teraform
reraformlockhel
¥ providertf

random.tf

# aws_s3_bucket_versioning.co versioning will be created
resource "aws_s3 bucket onfig versioning” {
bucket = (knosn
id =

sioning_configuration {
wfa_delete = (known after apply)
status Enabled”

known after apply)

after apply)

Plan: 5 to add, @ to change, @ to d

Note: You didn't use the -out option to save this plan,
P

) File Edit Selection View Go Run Terminal Help « nt »

> OUTLINE

o T
S ARty A versioning_configuration {

mfa_delete = (known after apply)
> terraform status Enabled”
terraformlockhd

provider.tf }

¥ candomt # random_string.bucket_suffix will be created
v s3af resource "random string” "bucket_suffix" {
terraform.tistate (known after apply)
variables.tf 6
true
min_lower )
min_numeric = @
min_special = 0
min_upper = 0
number - true
numeric true
result (known after apply)
special false
upper false

}
Plan: 5 to add, © to change, @ to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
only 'yes' will be accepted to approve.

Enter a value: yes

random_string.bucket_suffix: Creating
random_string.bucket_suffix: Creation complete after @s [id<ylhy1f]

aws_s3_bucket.config logs: Creating...

aws_s3_bucket.config logs: Creation complete after 6s [id=incident-response-automation-logs-ylhylf]
aws_s3_bucket_public_access_block.config_logs_block: Creating...

aws_s3_bucket_server_side_encryption_configuration.config logs_encryption: Creating...

aws_s3_bucket_versioning.config_logs_versioning: Creating...

aws_s3_bucket_public_access_block.config logs_block: Creation complete after 1s [id=incident-response-automation-logs-ylhy1f]
aws_s3_bucket_server_side_encryption_configuration.config logs_encryption: Creation complete after 2s [id=incident-response-automation-logs-ylhy1f]
aws_s3_bucket_versioning.config logs versioning: Creation complete after 3s [id=incident-response-automation-logs-ylhylf]

PS 5:\ T, gk 5 \Aws-Incident -Response-Automation-Lab> |
In17,Col2 Spaces 4




Phase 2: Amazon S3 Secure Storage Configuration
Implementation Performed: A dedicated S3 bucket was created for AWS Config logs with
encryption, versioning, tagging, and public access protection.

e Encryption: Protects stored configuration data.
e Versioning: Supports recovery from accidental changes.
e Block Public Access: Prevents unintended exposure.

Evidence:

Figure 5: Amazon S3 Bucket Created Successfully

e AmazonS3 » Buckets o)

<
Amazon 53 Buckets

¥ Buckets General purpose buckets Directory buckets

General purpose buckets

Directory buckets

Table buckets General purpose buckets (2) v Empty Delete Create bucket » Account snapshot info
Vector buckets Buckets are containers for data stored in 53,
Fin ets by name View dashboard
o & it 1ol e o)
X Storage Lens provides visibility into storage usage and
File systems Name 4 | AwWS Region ¥ _| _Creation date i activity trends,
¥ Access management and incident.response-automation-logs-ylhy1f  AsiaPaciic (Mumba ap-south.1 4l 301 2026, 220157
security (UTC+05:30)
Access Points. suraj-secure-data fsia Pacific (Mumbai) ap-south-1 ::?CIOZ:;; 21:17:24 » External access summary i
Access Points for FSx §
Access Grants External access findings help you identify bucket
permissions that allow public access or access from
1AM Actess Analyzer other AWS accounts.
¥ Storage management and
insights
incident-response-automation-logs-ylhy1f in.
Objects Metadata Properties Permissions Metrics Management File systems - new Access Points
Bucket overview
AWS Region Amazon Resource Name (ARN) Creation date

Asia Pacific (Mumbai) ap-south-1 l‘g_ July 30, 2026, 22:01:57 (UTC+05:30)

Figure 7: Amazon S3 Bucket Versioning Enabled

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon S3
bucket. With versioning, you can easily recover from both unintended user actions and application failures. Leamn more (2

Bucket Versioning

Enabled

Multi-factor authentication (MFA) delete

An additional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting abject versions. To modify MFA delete settings, use the AWS CLI, AWS SDK, or the Amazon
3 REST API. Learn more (2

Disabled

Figure 8: Amazon S3 Default Encryption Enabled

Default encryption

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
Server-side encryption with Amazon S3 managed keys (SSE-53)

Bucket Key
When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KMS. Learn more @
Disabled

Blocked encryption types Info
Server-Side Encryption with Customer-Provided Keys (SSE-C)
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Figure 9: Amazon S3 Resource Tags Configuration

Tags
You can use tags to track storage costs, organize general purpose buckets, and specify permissions for a general purpose bucket. AWS-generated tags are created by AWS and are read-only. Learn
more 1A

(@ S3 Console now uses s3:ListTagsForResource, s3:TagResource, and s3:UntagResource APls to manage tags on S3 general purpose buckets by default. To use these APIs for tagging, please
provide permissions to s3:ListTagsForResource, s3:TagResource, and s3:UntagResource actions. Learn more |2

User-defined tags AWS-generated tags

User-defined tags (2) info @ Delete

1

[ Key a Value - optional & v
(] Environment Security-Lab
(J  Name AWS Config Logs Bucket

Figure 10: Amazon S3 Block Public Access Enabled

incident-response-automation-logs-ylhy 1f i

Objects Metadata Properties Permissions Metrics Management File systems - new Access Points.

Permissions overview

Access finding
Access findings are provided by IAM external access analyzers. Learn more about How IAM analyzer findings work
View analyzer for ap-south-1

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLS), bucket policies, access point policies, or all. In order to ensure that public access to all your S3 buckets and objects is blocked, turn on Block all
public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more (4

Block all public access
®@on

» Individual Block Public Access settings for this bucket

Phase 3: IAM Security Configuration
Implementation Performed: IAM roles and permissions were created for AWS Config and
remediation automation. Terraform CLI used the terraform-admin IAM identity.

e Least Privilege Principle: Controls resource access.
e Credential Separation: Avoids dependency on root credentials.

Evidence:

Figure 11: IAM Remediation Role Validation

02 O O m

remediatic

Form validate




Figure 12: AWS Config Recorder and Delivery Channel Validation

File  Edit Run Terminal Help

> QUTUINE

~ AWS-INCIDENT-RESPONSE-AUTOMATION-LAB

) D

dom.tf

us_iam role” "

"config-serv

principal =

rvice

policy arn

File Edit Selection V Go Run

> OUTLINE
AWS-INCIDENT-RESPONSE-AUTOMATION-LAB
> terrafor

£ teraformlock hel

create_date

e_detach_policies

riables tf

licy (known af

# aws_iam_role_policy,
resou . i

e-role”

TERMIN
\AWS-Tnc ident-Res|

se-Automation-Lab> terr

\AkS- Incid automation-Lab> ]

nfig. amazonaw:

(known after apply)
false

(known after app
(known after

apply)

/_attachment. config_remediation_policy will be c
le_policy_at! f: iation_poli

onfig remec

known after apply)

# aws_iam role policy_attachment.config servi
iam role policy at t

now

rantee to take exactly these acti

-Automation-Labs [|

v if you run

UTE-R  CRIF

erraform apply

CRIF ()} &

10| Page



Figure 14: Terraform Apply Completed Successfully

) File Edit n View Go Run Terminal Help ¢ AW den Autor l BODQO0 -

+~D @
OuTUNE
+* AWS-INCIDENT-RESPONSE-AUTOMATION-LAB
terraform
terraformackhc

configf

provider.tf

random.tf

Enter a value: yes

aws_s3_bucket_policy.config bucket_policy: Creating...
aws_s3_bucket_policy.config_bucket_policy: Creation complete after @s [ cident - response-automation-logs-ylhy1f]
aws_config_delivery_channel.inci 3 i

: Creation complete after 1s [id=incident-response-delivery-channel]
aws_config_configuration_recorder_status.incident_response_recorder_status: Creating
aws_config_configuration_recorder_status.incident_response_recorder_status: Creation complete after @s [id=incident-response-recorder]

Automation-Lab> ]
14,

Phase 4: AWS Config Monitoring Implementation
Implementation Performed: AWS Config Recorder, Delivery Channel, and the s3-bucket-
public-read-prohibited rule were configured.

e Continuous Monitoring: Detects security drift.
e Compliance Visibility: Shows resource security status.

Evidence:

Figure 15: AWS Config Recorder Enabled

=]

Whig > Settings

AWS Config < Settings
Data and delivery (Ceae )
Data retention period and delivery channel settings apply ta bath the customer managed recorder and all serv ecl recorders with paid configuration items (Cls). Learn more U8
Data retantion period 53 bucket name. SNS tapie name
Default period is 7 years incident-respanse-automation-logs-ylhy 1#
SN topic account SNS topic region
Customer managed recorder | Service-linked recorders
Recorder (Ceaie ) (Stop recarding )
@ Recording is on

Recording method

Recording strategy Default recording frequency
Recard all resaurce types with custamizable overrides Continuaus

» Resource types with override settings (4)

» Resource types with default settings (525)

Governance

1AM role for AWS Config
config-service-role

Governance

1AM role for AWS Config
config-service-role

Pricing o

Amazon CloudWatch Events rule

AWS Config sends detailed infarmation about the configuration changes and notifications to Amazon Cloudwatch Events. To ereate rules, visit the Step 1: Create fule page in the Amazon

Cloudwatch Events con:
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Figure 16: AWS Config Delivery Channel Configured

= AWSConfig » Settings » Edit data and delivery channel settings

Edit data and delivery channel settings

Data retention period

Data retention period

© Retain AWS Config data for 7 years (2557 days) Set a custom retention period for configuration items recorded by
AWS Config.

Delivery channel

Amazon 53 bucket

‘ ) Create a bucket ‘ [ © Choose a bucket from your account ] | () Choose a bucket from another account

Ensure appropriate permissions are available in this 53 bucket's policy. Learn more (2

53 Bucket name (required)

| incident-response-automation-logs-yl... v | | Prefix (optional)

/AWSLugs,’_Conhg,"a p-south-1

Amazon SNS topic

["] Stream configuration changes and notifications to an Amazon SNS topic.
If you choose email as the notification endpaint for your SNS topic, this can cause a high volume of email. Learn more [

Cancel Save

Figure 17: AWS Config Logs Delivered to Amazon S3

= AmazonS3 » Buckets » incident-response-automation-logs-ylhylf » AWSLogs/ >_> Config/ » ConfigWritabilityCheckFile ®
ConfigWritabilityCheckFile . (lﬁ Copy 53 URI ) Ci Download ) ( open 12 ) ( Object actions v)
Properties Permissions Versions

Object overview

Owner S3 URI
T s3://incident-response-automation-logs-ythy f/awstogs/ I  onfio/ConfigwritabilityCheckFile

AWS Region ‘Amazon Resource Name (ARN)
Asia Pacific (Mumbai) ap-south-1 =] togs-ythy1/awsLogs, [ Corfio/ConfigwritabilityCheckFi
e
Last modified
July 31, 2026, 14:38:10 (UTC+05:30) Entity tag (Etag)
53 041 dBcd9BI00b 2046980099 GecTB42 e
Size
oB
ation-logs-ylhy1F.s3.ap-south-1.amaz :;un.jawsLugy-:_u-m
Type
Key

15 AwsLogs/ S Conio/ConfigwritabilityCheckFile

Figure 18: AWS Config Rule Review Before Creation

nfig > Rules > Add rule

@ Speatyketype Review and create

Review this rule before adding it to your account

L ]
. Details
@ Review and creste e name Maneged ride neme
53-bucket-public-read-prohibited S3.BUCKET_PUBLIC_READ_PROMIBITED

Description
Checks that your Amazon 53 buckets do not allow public read access. The rule checks the Block
Public Access settings, the bucket policy, and the bucket access control list (ACL).

Evaluation mode

Proactive evaluation Detective evaluation
Oisabled Enabled
Trigger type Frequency

24 hours

 When configuration changes
- Periodic Resource types

53 Bucket
Scope of changes

Resources Resource identifier
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Figure 19: AWS Config Rule Created Successfully

Asia Pacific (Mumbai)

Sural-ANS

e AWS Config > Rules

AWS Config < @ The rule: s3-bucket-public-read-prohibited has been added to your account.
Dashboard Rules
Conformance packs Arule is a compliance check that helps you manage your ideal configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and displays the compliance results,
Rules
Resources
e Rules € ( view detail Edit rule Actions ¥ Add rule
¥ Aggregators
Filter by compliance status
Compliance Dashboard
A

Conformance packs . M ! @

Rules Name Remediation action Type Enabled evaluation mode Detective compliance

Inventory Dashboard

s3-bucket-public-read-prohibited Not set AWS managed DETECTIVE

Resources
Autharizations
Advanced queries

Settings

Phase 5: Automated Remediation Implementation
Implementation Performed: AWS Config Remediation used AWSConfigRemediation-
ConfigureS3BucketPublicAccessBlock to automatically restore S3 security.

e Faster Response: Reduces manual effort.
e Reduced Exposure Window: Limits security risk duration.

Evidence:

Figure 20: Terraform Plan for Automatic Remediation

> OUTUNE

aws_iam_role.config service role: Refreshing state... [id=config-service-role]

aws_s3_bucket.config logs: Refreshing state... [id=incident-response-automation-logs-ylhy1f]

data.aws_caller_identity.current: Read complete after 1s

aws_iam role policy asttachment.config remediation policy: Refreshing state... [id-config-remediation-role
aws_iam_role_policy_attachment.config_service_policy: Refreshing state... [id=config-service-role-
aws_config_configuration_recorder.incident_response_recorder: Refreshing state... [id=incident-response-recorder]
aws_s3_bucket_policy.config bucket_policy: Refreshing state... [id=incident-response-automation-logs-ylhylf]
aws_s3_bucket_versioning.config_logs_versioning: Refreshing state... [id=incident-response-automation-logs-ylhy1f]
aws_s3_bucket_server_side_encryption_configuration.config_logs_encryption: Refreshing state... [id=incident-response-automation-logs-ylhy1f]
aws_s3_bucket_public_access_black.config logs_block: Refreshing state... [id=incident-response-automation-logs-ylhy1f]
aws_config_delivery_channel.incident_response_delivery channel: Refreshing state... [id=incident-response-delivery-channel]
aws_config_configuration_recorder_status.incident_response_recorder_status: Refreshing state... [id=incident-response-recorder]

- AWS-INCIDENT-RESPONSE-AUTOMATION-LAB

-aform used th ted providers to penerate the following execution plan. Resource actions are indicated with the following symbol
reate

Terraform will perform the following actions:
# aws_config remediation_configuration.disable_public_access will
re: "a ig remediation configuration able publi
-ead-prohibited”
maximum_auto
ry_attempt

target_id
target_type

apply)
Plan: 1 to add, @ to cha @ to destroy.

ou didn't use the -out option ts his plan, so Terraform can't guarant t 1y these actions if you run "terraform apply

A -Incid Automation-Lab [
Ln 16, Col 14
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Figure 21: Final Terraform Plan for Automatic Remediation

File Edit Selection Run Terminal Help ! jent-Response-Automa 4 . lm

> QUTLINE

* AWS-INCIDENT-RESPONSE-AUT... [3 Fg C . .

AwsConfigRemedia configures3BucketpublicAccessBlock
M_DOCUMENT™

terraform
E .terraform.
configtf
“BucketName™
"incident-response-automation-1lo
er apply)

trictpublicBuckets”
et
(known after apply)
¥ variables.tf
"BlockPublicAcls”
rue”
(known after apply)

static_value

}

Plan: 1 to

Selection  View Run  Termi Help

TERMINAL

7 OUTLINE

- AWS.INCIDENT.RESPONSE. AUTOMATION-LAB 3 ue = "incident-response-automation-logs-ylhylf

= (known after apply)
» terraform

termaformlock hl

trictubli

static_value = "true”
static_values = (known after apply)

}
parameter {
remediation.tf name
£ static_value
value

aform.tistate y

terraform.tistate backup parameter {

(known after apply)
lockPublicPolicy™

parameter {

(known after apply)

8 to destroy

Do you want to perform these actions?
Terraform will perform the actions described above.
only 'yes' will be accepted to approve.

Enter a value: yes

aws_config_remediation_configuration.disable public_access: Creating..

aws_config_remediation_configuration.disable_public_access: Creation complete after 1s [id=s3-bucket-public-read-prohibited]
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Figure 23: AWS Config Rule with Remediation Configuration

© nusc

> Bules > si-bucket-public-read-prohibited

AWS Config

s3-bucket-public-read-prohibited ( actions ¥ )

Details

Description
Secure access to data stored in Amazon 53 buckets by disallowing public reads.

Domain Behavior
Data protection 053 buckets Detective @
Network security
Aliases
Objectives Amazon Simple Storage Service (Amazon 53) TF) AWS-GR_53_BUCKET_PUBLIC_READ_PROHIBITED
Data classification and handiing
Network architecture and secure configuration Gaverned resources Deployabls Regions
6} AWS:S3:Bucket 34 of 34 Regions (D
Comman controls
Control aeess to data AP identifies
Network access control design and configuration @
Frameno: s
AUSWAF10 D
PCI-055-v40 @
1S0-IEC-27001:2013-Anmex-4 (D
€r5-AWS-Ben
Scope of changes Last evalustion status Trigger type

Resources Suceesshul

Last successful avaluation time

AWS Config resource types
e
Figure 24: Initial Secure State of S3 Bucket
= a > Buckets > incident-response-automation-logs-ylhy1f o
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Phase 6: Security Incident Simulation and Validation
A controlled security incident was intentionally created to validate detection and
automatic response capabilities.

A temporary S3 policy was created with:

Principal: *
Action: s3:GetObject
Effect: Allow

Evidence:
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Figure 25: Public Access Violation Introduced for Testing

= Amazons3 » Buckets > incdent-response-automation-logs-ylhy1f (o]

A a
inc p logs-ylhy1f v
Objects Metadata Properties. Permissions Metrics Management File systems - new Access Points

Permissions overview

Aceess finding

Block ail public access.
Ao
» Individual Block Public Access settings for this bucket

Figure 26: Temporary Public Read Bucket Policy Created

=| Amazon 3 > Buckets > incident-response-automation-logs-yihy1f | [6)

@ Successfully edited bucket policy.

Block public access (bucket settings)

Block ol public access
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» Individual Block Public Access settings for this bucket

Bucet potcy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts, Learn more 12

*Principal’: { * (D copy
*Service" "config.amazonaws.com”
)
“Action’ *s3:PutObject’,
“Resource’:“arn
*Condition’ (
*StringEquals® {
"s3x-amz-act" *bucket-owner-full-control*
}
)
),
T
*Sid": TemporaryPublicReadTest",
“Effect”: Allow’,
“Principal®: >,
“Action’ *s3:GetObject’,
*Resource": ‘am:

Phase 7: Detection, Response and Recovery Workflow
1. Public access misconfiguration created.

2. AWS Config detected the violation.

3. Compliance changed to Noncompliant.

4. Automatic remediation executed.

5. S3 protection was restored.

6. Compliance returned to Compliant.

Evidence:

Figure 27: AWS Config Detected Violation and Queued Automatic Remediation

Resources in scope [ Viewdetails ) Remediate @

[avv] cr s ®
D v | Type v | status Annotation v | Compliance |
incident-response-automation-logs-ylhy1f 53 Bucket @ Action execution queued.. - © Compliant

T reseture0ats ST ROkt g - © Comptant
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Figure 28: Automatic Remediation Executed Successfully

Resources in scope
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Figure 29: Amazon S3 Block Public Access Restored Automatically
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access to all your §3 buckets and objects s blocked, turn on Block all public access. These settings apply only to this bucket and its
access points. AWS recommends that you tum on Block all public access, but before applying any of these settings, ensure that your applications will work correctly withaut public access. If you require some lovel of public access to your buckets o objects within, you can customize the

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to abjects owned by other accounts. Leam more i

@ Public acces:

is blocked because Block Public Access settings are turned on for this bucket

To determine which settings are turned on, check your Block Public Access settings for this bucket. Learn more about using Amazon 53 Block Public Access 12

“Principal’: {
"Service" "

b

“Action”: "s3:PutObject’,

“Resource

“Condition": {
"StringEquals™s {

"s3c-amz-acl”

config.amazonaws.com*

‘bucket-owner-full-control”

"Sid" "TemporaryPublicReadTest",
"Effect”: "Allow”,

“Principal’: ",

"Action™: "s3:GetObject”,
"Resource”: "

Figure 30: AWS Config Compliance History (Noncompliant > Compliant)
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Phase 8: Implementation Outcome
The project successfully demonstrated an automated cloud security incident response
process using AWS native security services.

e Terraform deployed security infrastructure.

e AWS Config monitored compliance.

e S3 public exposure was detected.

e Automatic remediation restored security.

e Public access validation confirmed protection.

Evidence:

Figure 31: Public Access Denied After Automatic Remediation

ith-1.amazo

ed with it. The document tree is shown below.

Figure 32: Final AWS Config Compliance Status Verified
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7. Conclusion

This project successfully demonstrated the design and implementation of an automated

AWS cloud security incident response solution using AWS native security services and
Infrastructure as Code practices.
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The solution combined Terraform, Amazon S3, AWS IAM, AWS Config, and AWS Systems
Manager Automation to create a complete security monitoring and remediation workflow.
Terraform enabled consistent and repeatable deployment of AWS security resources, while
AWS Config continuously monitored resource configurations and evaluated compliance
against security rules.

A controlled S3 public access misconfiguration was intentionally introduced to simulate a
real-world cloud security incident. The AWS Config rule s3-bucket-public-read-prohibited
successfully detected the security violation, changed the resource compliance status to
Noncompliant, and triggered the configured automated remediation workflow. AWS
Systems Manager Automation then executed AWSConfigRemediation-
ConfigureS3BucketPublicAccessBlock to restore secure S3 public access settings
automatically.

The validation process confirmed that the automated response mechanism successfully
reduced manual intervention, minimized the security exposure window, and restored the S3
bucket to a compliant security state. The project also demonstrated important AWS security
practices, including least privilege access through IAM, avoiding root account dependency,
secure S3 configuration, continuous compliance monitoring, and automated incident
response.

Overall, this implementation highlights the importance of automation-driven security in
modern cloud environments. By integrating preventive controls, continuous monitoring,
automated detection, and remediation capabilities, organizations can improve their cloud
security posture, reduce operational risks, and respond faster to security incidents. This
project provides a practical foundation for implementing scalable Cloud Security and
DevSecOps practices in real-world AWS environments.

19| Page



