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1. Objective 

 The objective of this task is to investigate the HawkEye Lab by analyzing the 

 provided evidence, identifying any suspicious network activity, and 

 documenting the steps, tools, observations, and findings throughout the 

 investigation. 

2. Introduction  

This report presents the investigation carried out for the HawkEye Lab as 

part of my cybersecurity internship. It describes the process of analyzing 

the provided evidence to identify suspicious network activity, along with 

the tools used, the steps followed, key observations, and the final findings. 

3. Lab Information 

Field  Details 

Platform CyberDefenders  

Challenge Name HawkEye  

Category Network Forensics 

Evidence File stealer.pcap 

Primary Tool Wireshark 

Internship Type Network Traffic Analysis 

4. Tools Used  

Tool  Purpose 

CyberDefenders Platform used to access and complete the 

HawkEye challenge. 

Wireshark Used to analyze the provided PCAP file 

and examine network traffic. 

Microsoft Windows Used as the operating system to perform 

the forensic investigation and execute the 

required analysis tools. 
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5. Investigation Process 

5.1 Opening the PCAP File 

The stealer.pcap file was opened in Wireshark to begin the investigation. 

After the file was loaded, Wireshark displayed the captured network 

packets, including source and destination IP addresses, protocols, packet 

length, and other packet details, providing an initial overview of the 

captured network traffic. 

Figure 1. The stealer.pcap file loaded successfully in Wireshark, displaying the captured 

network packets 

 

Observation 

The capture contained approximately 4,003 packets and included multiple protocols 

such as TCP and Kerberos (KRB5), indicating that the capture contained multiple types of 

network activity suitable for forensic analysis. 
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5.2 DNS Analysis 

The DNS display filter was applied to focus only on DNS traffic in the captured 

network data. This made it easier to view the domain name queries and 

responses and understand which domains were being contacted during the 

investigation. 

Figure 2. DNS traffic displayed after applying the DNS display filter in Wireshark. 

 

Observation 

The DNS traffic showed several queries and responses exchanged during the 

communication. Both internal and external DNS queries were visible, providing a 

clearer understanding of the network communication captured in the PCAP file. 
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5.3 HTTP Analysis 

 The HTTP display filter was applied to view only the HTTP traffic in the 

 captured network  data. This made it easier to examine the HTTP requests 

 and responses exchanged during the communication. 

Figure 3. HTTP traffic displayed after applying the HTTP display filter in Wireshark. 

 

Observation 

The HTTP traffic showed several GET requests and HTTP 200 OK responses. An HTTP 

request for an executable (.exe) file was also observed, making it an important part 

of the investigation for further analysis. 

 

 

 

 

 

 

 

 

 

 



7 
 

5.4 TCP Stream Analysis 

The Follow TCP Stream feature was used to view the complete 

conversation between the client and the server. This made it easier to 

examine the HTTP request, the server's response, and the data 

exchanged during the communication. 

 

Reason for Selection 

The HTTP request for the executable (.exe) file was selected for further 

analysis because executable files are often important during network 

investigations and require closer examination. 

Figure 4. TCP stream showing the complete HTTP communication between the client 

and the server. 

 

Observation 

The TCP stream showed an HTTP GET request for the file tkraw_Protected99.exe 

from proforma-invoices.com. The server responded with HTTP 200 OK, and the 

content-type application/x-msdownload indicating that the server delivered a 

Windows executable (.exe) file to the client. 
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5.5 Capture File Properties 

 The Capture File Properties window was examined to verify the metadata 

 of the captured PCAP file before performing detailed traffic analysis. This 

 window provides information such as the capture duration, help validate 

 the integrity of the captured network traffic. 

 

Figure 5. Capture File Properties window displayed in Wireshark. 

 

Observation  

The Capture File Properties confirmed that the evidence file contained 

approximately 4,003 packets with a capture duration of about one hour. The file was 

stored in PCAP format using Ethernet encapsulation, indicating that sufficient 

network evidence was available for a comprehensive forensic investigation. 
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5.6 Ethernet Endpoint Statistics 

 The Ethernet Endpoint Statistics window was reviewed to identify the physical network 

 devices involved in the captured communication. This feature summarizes the packet 

 count, transmitted and received bytes, and overall network activity for each Ethernet 

 (MAC) address, helping identify the most active endpoints in the capture. 

 

Figure 6. Ethernet Endpoint Statistics displayed in Wireshark. 

 

Observation 

The Ethernet Endpoint Statistics identified several communicating devices during the 

network capture. Two primary Ethernet endpoints accounted for the majority of the 

captured network traffic, exchanging approximately 4,003 packets. This information 

helped identify the primary systems involved in the communication and prioritize 

them for further forensic analysis. 
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5.7 IPv4 Endpoint Statistics 

 The IPv4 Endpoint Statistics window was examined to identify the IP addresses involved 

 in the captured network communication. This feature summarizes the network activity  

 of each IP address by displaying packet counts, transmitted and received bytes, helping 

 identify the most active hosts involved in the captured communication. 

Figure 7. IPv4 Endpoint Statistics window displayed in Wireshark. 

 

Observation 

The IPv4 Endpoint Statistics revealed multiple internal and external IP addresses 

participating in the captured communication. The victim system (10.4.10.132) 

accounted for the highest packet count in the capture and communicated with 

multiple external IP addresses during the investigation. These statistics helped 

identify the primary hosts involved in the communication and supported further 

analysis of the captured network traffic. 
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5.8  Kerberos Authentication Analysis 

 The Kerberos (KRB5) protocol was analyzed to examine authentication traffic within the 

 captured network communication. Kerberos packets often contain valuable information 

 about user authentication and system identities, making them useful for identifying the 

 hostname and domain information of the victim machine during a forensic investigation. 

Figure 8. Kerberos authentication traffic revealing the victim system hostname. 

  

Observation 

The Kerberos authentication packets identified the victim hostname as BEIJING-

5CD1-PC, confirming the identity of the compromised system. This information 

helped correlate the captured network traffic with the victim machine and provided 

additional context for the forensic investigation. 
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5.9 DNS Investigation 

 The Domain Name System (DNS) traffic was analyzed to examine the domain name 

 resolution process performed by the victim system during the captured network 

 communication. DNS analysis helps identify the external domains contacted by a 

 compromised system and allows investigators to trace potentially malicious network 

 activity. The captured DNS queries and responses were further examined to 

 identify suspicious domains and their corresponding IP addresses. 

Figure 9. DNS query and response traffic displayed in Wireshark. 

 

Observation 

The DNS traffic contained multiple query and response packets exchanged between 

the victim system and the DNS server. These records confirmed active domain 

resolution during the captured session and helped identify suspicious domains for 

further investigation. 
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 Figure 10. DNS query for the suspicious domain proforma-invoices.com. 

 

Observation 

The DNS query shows that the victim system attempted to resolve proforma-      

invoices.com indicating that it was a suspicious domain involved in the captured 

network activity. 

Figure 11. DNS response resolving proforma-invoices.com to 217.182.138.150. 

 

Observation 

The DNS response resolved proforma-invoices.com to the IP address 

217.182.138.150, which was later verified using VirusTotal during the investigation. 
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    5.10 Threat Intelligence Verification 

 After identifying the suspicious domain and its resolved IP address during DNS analysis,  

 the IP address was verified using VirusTotal to determine its reputation. Threat 

 intelligence platforms help investigators validate whether an IP address has been 

 associated with malicious activity, providing additional evidence to support forensic 

 findings. 

Figure 12. VirusTotal analysis of IP address 217.182.138.150. 

 

Observation 

The VirusTotal analysis showed that the IP address 217.182.138.150 was detected as 

malicious by multiple security vendors. This confirmed that the server contacted by 

the victim had a suspicious reputation and supported the findings of the DNS 

investigation. 
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     5.11 HTTP Communication Analysis 

 After identifying the suspicious domain, the HTTP traffic was examined to understand 

 communication between the victim system and the remote server. The captured 

 requests and responses helped identify the downloaded file, the victim's browser 

 information, and details about the web server involved in the communication. 

Figure 13. HTTP GET request for the malicious executable tkraw_Protected99.exe. 

 

Observation 

The HTTP GET request shows that the victim system requested the executable 

tkraw_Protected99.exe from proforma-invoices.com. The HTTP request headers 

also reveal the User-Agent, indicating that the victim system was running Windows 7 

using Internet Explorer. 
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Figure 14. HTTP response confirming successful delivery of the requested 

executable. 

 

Observation 

The HTTP response returned HTTP 200 OK, confirming that the request was 

successful. The response also revealed details about the web server and confirmed 

that the executable file was successfully delivered to the victims system 
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5.12 SMTP Data Exfiltration Analysis 

          The SMTP communication was examined to determine whether the compromised  

          system attempted to send information through email. By following the SMTP TCP  

          stream, the email conversation, authentication process, sender and recipient   

          details, and message contents were analyzed to identify evidence of data   

          exfiltration. 

Figure 15. SMTP conversation showing email authentication and data transmission. 

 

Observation 

The SMTP TCP stream shows that the client successfully authenticated with the mail 

server using the AUTH LOGIN mechanism. After authentication, the client issued the 

MAIL FROM, RCPT TO, and DATA commands, confirming that an email was prepared 

and transmitted. These actions indicate that the compromised system attempted to 

send information to an external recipient. 
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Figure 16. SMTP TCP stream showing the email subject and encoded message 

content. 

 

Observation 

The SMTP conversation contains the email Subject along with Base64-encoded 

message content. The presence of Base64-encoded data suggests that sensitive 

information was encoded before transmission, indicating an attempt to conceal the 

email contents during exfiltration. 
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    5.13 Decoded Credential Analysis 

             The Base64-encoded email content extracted from the SMTP communication was    

 decoded using CyberChef to examine the information transmitted by the compromised   

 system. Decoding the message revealed sensitive credentials, confirming that the 

 malware successfully collected and exfiltrated user data. 

Figure 17. Decoded credentials extracted from the exfiltrated email. 

 

Observation 

The decoded email content revealed sensitive information, including Bank of 

America login credentials. The extracted data contained the target website, 

username, password, browser version, and the victim's hostname BEIJING-5CD1-PC. 

This confirms that the malware successfully collected sensitive credentials and 

attempted to exfiltrate them through email. 
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6. Key Findings 

 The forensic investigation produced the following key findings: 

• The PCAP file contained evidence of malicious network activity involving multiple 

protocols, including DNS, HTTP, Kerberos, and SMTP.  

• The victim system resolved the suspicious domain proforma-invoices.com, which 

mapped to the IP address 217.182.138.150.  

• VirusTotal analysis identified the resolved IP address as malicious supporting the 

presence of suspicious communication.  

• The victim system downloaded the executable file tkraw_Protected99.exe through an 

HTTP GET request.  

• SMTP analysis confirmed that the compromised system authenticated with the mail 

server and transmitted an email containing encoded information.  

• Base64 decoding of the email content revealed sensitive user credentials, including login 

information and the victim hostname BEIJING-5CD1-PC, confirming successful credential 

theft and data exfiltration.  

7. Conclusion 

 The HawkEye Network Forensics investigation successfully identified the complete 

 `sequence of malicious activity within the captured network traffic. The analysis 

 demonstrated how the victim system communicated with a suspicious domain, 

 downloaded a malicious executable, and transmitted stolen credentials through SMTP. 

 By combining packet analysis, threat intelligence verification, and credential decoding, 

 the investigation provided clear evidence of credential theft and data exfiltration. This 

 investigation strengthened practical skills in packet analysis, protocol investigation,  

 malware communication analysis, and digital forensic reporting while demonstrating the 

 importance of network forensics in incident response. 

 


