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FBEASRILEAR
me B/ R& HERE
[l GeDefense Mobile Android resources
REBZ R VGT-GeDefense-Mobile settings.gradle.kt
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me =WR A IEHE
%5 On-device endpoint protection (EDR/XDR). mobile firewall. zero-trust architecture docs

network shield

TEME Android E5E£BEA. IERKBIRIMLSE /B /S HRP security/manifest

ks 0.27.8-beta.6 VERSION

VersionCode 55 VERSION CODE

R Public Beta / Pre-Production Security Candidate release docs

Android API 29-36 Gradle

ABI arm64-v8a. x86_64 build/toolchain

ELF alignment 1 ABI 33 >=16 KiB ( 0x4000 ) PT_LOAD native gate

e Kotlin host + J#37 Go netstack architecture docs

ZtRE zero-trust local-first. least privilege. fail-closed. non-MITM security docs

LS IR #— VpnService owner, Direct L4 8 WireGuard L3 transport source

A TF noBackupFilesDir A 12 NNZF3EFRE vault domain vault docs

At-rest crypto AES-256-GCM. 96-bit nonce. 128-bittag. AAD. HMAC-SHA-256 core crypto

Key custody RERIRTE AndroidKeyStore HMAC root PersistentVaultKey
vgt.gedefense.mobile.vault.root-prf.vl s.kt

Transit WireGuard Noise IKpsk2 / ChaCha20-Poly1305 / Curve25519 / BLAKE2s vendored WireGuard

o] ECDSA P-256 + %43 ML-DSA-87 artifact signer

Update model vault generation 2RIREFE%; MEBBEHIEEFMKH APK hash key lifecycle

Android runtime :app/ :core JMEBEEF O Gradle

dependencies

RgiEta

GeDefense Mobile @ —E5=£ 4 TR Android endpoint security SE&, 3§ XDR. {THMLE 1. packet
filtering. offline threat detection 5 ZF{RIFH evidence /IR, FEFRFI DT OLEM,

B DB IRER AT AP BER Y, HIRHIFRME data exfiltration. tracking., HERFBEF C2
GeDefense Ri@d g EF TLS RIGELER payload inspection, MRETAMMETEHIE. REIRE. &M Threat
Intelligence IMAEEIRIZAY evidence 5 SR E.

RS EHIWNHIZIZIT: Kotlin Android host fazs Ul. lifecycle. policy #1 Android Keystore; 37 Go ##2
GaiaNet V2 032 L3/L4 packet, FE@IFAE Unix-domain socket #1 SCM RIGHTS 1% file descriptor, packet hot
path £ INI,

M4E 2 E)BY 2 $F Direct kernel-socket egress SAE wireguard-go L3 tunnel, WireGuard #2025 %1 UID B9
bypass; RE*EHRY upstream UDP transport socket =344 Android $41T VpnService.protect() /network
binding,
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Secure Telemetry Vault $#FX security state 23 BIRIIZEISF domain, VC55 18 key custody 5 APK/version

identity 98, FIEEEMABRAENK re-keying,

B. “mBB5REEMN

- . GeDefense Mobile;
- F=@mf&: VisionGaiaTechnology Security & Defense Systems;

Z551: mobile endpoint protection / EDR / XDR / firewall / network defense;

- FERR: BERERP. EE endpoint FAlT. RZANXPEIZF). Android hardening;
- 4HBhEES]: Network Discovery. Port Sentinel. TITAN Device Owner. Evidence Ledger;

« &#%F Android API 29-36+;

- IBITIEEY: standalone/ local-first;

« A EBN AR, Device Owner {XaJik;

- R4 Android View Ul, R WebView fEAREF@;

- 2B58H VGT backend, P& TFEAH threat/ASN dataseto

Balvikis
1.BUBEM: security telemetry/evidence A 4&iXE| VGT =#{THIE,

2. MEMRS: threat lookup/block decision £, HE IR LRI,

3. Fail-closed integrity: critical subsystem failure R 1§14%% % unprotected mode,

4, BFFEME: app update RRZKFAIERL key loss F iR tamper detection,

BE#fEY Non-goals

M TLS interception; A cloud antivirus file upload; REFREIHEISEE kernel/root compromise; F1EIEE VM

FRHITREN malware; &% Device Owner BS A HERHRAYER app uninstall,

C. IheEscE

Network / Policy
+ GaiaNet V2 L3/L4 engine;
* Direct Egress;
- embedded WireGuard L3;
« Strict/Lockdown;
» Full Flow TUN;

- Selective routing,

Security engines

- ZHh Threat Intelligence Engine, feed authority BA#fs;
+ InstallGuard FlowGate + Fast/Deep Scan;

+ Telemetry Shield;

+ 3E MITM Encrypted-DNS Control (DoT/DoQ 853) ;
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+ App Risk Scanner / bounded Storage Malware Scanner;

+ Network Discovery / Port Sentinels

Data / Evidence / Admin

+ 12-domain Secure Telemetry Vault;
+ Evidence Ledger v3;

+ Hybrid Artifact Signer;

+ Resilience Supervisor;

- AJiE TITAN Device Owner;

- Zs#h ASN Evidence;

- aggregate-only diagnostics,.

D. Z2f9i55Y

Presentation / UI
-> Kotlin Application Control Plane

-> authenticated Unix IPC + SCM RIGHTS
-> GaiaNet V2 Go Data Plane
-> TUN / Direct / WireGuard / physical network

Ul F5EZ immutable snapshot, %45 key 5 packet buffer, Kotlin host 8171k security-sensitive mutation. &
% Keystore operation 7117 recovery, IPC{iiF app-private socket, i@idFa# 32-byte token JAIE. GaiaNet i&
Android Context/JVM, R3X1FAH{EER FD 5 policy material,

E. {AfF5RH

At £ Trust Critical
GeDefenseVpnService VPN lifecycle. TUN. underlay. protect host =
NativeGaiaNet helper lifecycle. token handshake. FD transfer host =
GaiaNet Engine IP/TCP/UDP. flow. forwarding isolated =

WireGuard transport L3 tunnel. peer. rekey isolated =
Package Egress Gate quarantine allow/drop isolated =
Secure Telemetry Vault authenticated encryption host crypto =
PersistentVaultKeys stable KEK/DEK custody host crypto =
Evidence Ledger authenticated journal host storage =
InstallGuard staged app scanning host scanner =
Resilience Supervisor trust-preserving recovery maintenance =
ThreatIndex O(log n) threat match read-only =
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A =T Trust Critical
TelemetryShield tracking/telemetry policy read-only F
TITAN Manager Device Owner hardening admin =

F. POER{is

app
- core (pure Kotlin domain/security)

L netstack (separate Go helper)

tools/ = build/security verification

F1&HF module dependency, :core K& Android, AJTE JUM MIR; netstack 237 Go module
visiongaia.dev/gedefense/mobile/netstack,

G. Third-Party Dependencies / Supply Chain

Android app / core &FEJME runtime library, Go subsystem 3E{xk#/ES vendored 2| third party/go/ , i&@id
local replace EE,

Dependency Version Bi& License
wireguard-go 0.0.20250522 WireGuard/Noise/peers MIT
x/crypto v0.37.0 crypto primitives BSD-3
x/net v0.39.0 network helpers BSD-3
X/sys v0.32.0 Unix/Linux primitives BSD-3
x/term v0.31.0 auxiliary BSD-3
x/text v0.24.0 Unicode/config BSD-3

[ dossier i2% AGP 8.5.2. Kotlin 1.9.24. Gradle 8.7. JDK17. Go 1.23.x. NDKr27c; ifi repository BEEE Go
1.26.8, LA TOOLCHAINS.lock /9,

Vendored Go build AJfER GOPROXY=off / GOSUMDB=0ff o SOURCE-MANIFEST.sha256 #§7E source snapshot,
Android runtime dependency surface 790, ZZ & Maven supply-chain XiB&,

H. fkiEE

Android runtime 4MERK#i 9 0; Go RER/\E! pinned/vendored set; REh&MNE S =7 module; build toolchain
FEHfIC Ro
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| BS 5%

Kotlin = Android control plane; Go = GaiaNet data plane; Python + shell/PowerShell = security/release gates.
Dossier & LOC /R AEERA vendored Go source, libgedefense gaianet v2.so BY .so E4xFAF Android
native extraction, E3EBR{EN executable child process i51T, &2 JNI hot-path library,

J. K348t

Dossier I25®£Y 1.56M physical LOC (& vendored code) . &xAH first-party X4 E3E GeDefenseVpnService.kt .
AppRuntime.kt . AppRiskScanner.kt. XdrEngine.kt. XdrActivity.kt. NetworkDiscoveryScanner.kto A
ER M3 stateless orchestrator i@ <=500 LOC, k2! lifecycle/state owner A& 15EBAIFIb,

K. R4

1. Confidentiality: AES-256-GCM fRiF7sith security state,

2. Integrity: HMAC 5 cryptographic validation {35 ARZSH threat input,
3. Availability: memory/queue/flow/scan 335 BR.

4. Authenticity: 9MEBERIEF] export artifact £/ hash/signature,

5. Least privilege: host 5 GaiaNet £31##%2, GaiaNet J& Keystore 1%XfR,

L. Trust Model

AHE: hostile packet. third-party app. external feed. shared storage. FiIAJEIPC. TCB: Android platform
(7£ threat model SEEI) . KeyStore/KeyMint/StrongBox. GeDefense host. BIZIIE core algorithms, GaiaNet
RO PR 2 = PR

M. Threat Model

Z& malware app. C2. transport attacker. malformed packet. resource exhaustion. ZsHURZESEK. TE
update. crypto-provider failure. hostile external files, {£F FlowGate/quarantine. Threatindex. WireGuard.
bounded parser/reassembly. fuzzing. authenticated storage. Android signature verification. fail-closed
provider handling E4&f&,

REe®BE: kernel/root compromise. Android policy Z5MY4#HEX &, unknown DoH over HTTPS/ECH. 5E%IH
filesystem image replay.

N. BigZE

Atrest: AES-256-GCM. 96-bit nonce. 128-bittag. AAD binding. HMAC-SHA-256, Root custody: non-
exportable AndroidKeyStore HMAC key, &1~ domain RN root seed 7 wrapped 7Zfi#; HKDF subkey I&EEIK
4 ; generation migration EXEIE,

Transit: WireGuard Noise IKpsk2 / ChaCha20-Poly1305 / Curve25519, Export signature: ECDSA P-256; #&
Android/KeyMint B SSiR A NIIE N ML-DSA-87
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0. B RIEIES N

VPN ZZ Android VpnService.prepare() consent #1754k disclosure, Helper startup £/ fresh 32-byte
token, TITAN action 4ZRFESE Device Owner/Admin state #1%, Managed CA installation & ™=4&A/)\/iEH/CA/
keyUsage K555 23 fingerprint #iAo

P. #R5RHY

Sensitive durable state {iiF noBackupFilesDir , #43A% XDR. evidence. scanner. behavior. firewall
WireGuard. package baseline. LAN history. Port Sentinel. TITAN &JH:37 domain, Android backup/device
transfer 31X security store 2,

Q. R

App traffic -> TUN -> GaiaNet -> threat/privacy/package policy
-> allow/drop -> Direct or WireGuard -> network

Security event -> XDR -> encrypted local store/Evidence

-> optional user-requested signed export

HTTPS feed -> bounded parser -> canonical ThreatIndex
-> authenticated atomic cache -> immutable GaiaNet policy

R. FI4R5EH
GeDefense f# 55— VpnService , Direct I\ protected kernel socket; WireGuard #&z{{FH embedded

userspace L3, Upstream UDP FD E1 Android #8117 VpnService.protect() /network bind. Z1E blanket UID
bypass.

S. OS/Fa%H

{6 VpnService. ConnectivityManager. PackageManager . DevicePolicyManager . JobScheduler. SAF.
Android KeyStore/KeyMint, PEEFESREIZERBE Ul callback,

T. Process /[ Thread / Concurrency

Main/Ul thread Rf# presentation/lifecycle coordination; gedefense-control EB{T{f transport/security
mutation; 13/ TH/FaEAMERE bounded pool; Go flow/queue B _EFRHIES race test, Security path R
unbounded queue,
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U. sSHiR B S

X# crypto/integrity/transport failure = fail-closed, FE34HY#T threat feed F=& % last-known-good, Resilience
Supervisor RBEMM trust-preserving repair, FMFAT “MELZREIRE" BX evidence. #EFF quarantine (1L failed
integrity B success,

V. B S &5

VC55 ¥ encryption custody 5 APK identity 38, Root &R &L AIE—R, M APK hash/version/source
manifest k%, 5L generation ZINIEIREY. W7FEH. crash-safe & #G#T generation, FAFAIRKIBRZS.

W. Build / Supply Chain Security

Source manifest. vendored Go. pinned toolchain. R8/minification. 16 KiB ELF alignment. native
reproducibility. SBOM/release audit #3/&F shipping model,

X. BRFASEN

F=EARE Firebase Crashlytics. Sentry. Bugsnag. advertising/analytics SDK, Network observation FAF7<ith
protection/evidence, ZETXEAF E&ISH, aggregate-only k& package identity. IP/domain/path/
payload details

Telemetry Shield @B —/F: A& network/policy IRFI8YIE R FREIEEA third-party telemetry, {ERfEZR
TLSo

Y. Logging / Audit / Evidence

Evidence Ledger v3 f#/ encrypted record + HMAC continuity. Export B]fff detached signature, B#RE tamper
evidence, MAEEMN EITH] kernel WKEHE A Mo

Z. 1$gE

Packet hot path f#/ bounded/fixed buffer #1£% threat lookup. Blocking control work BFF main thread. Ul &
APERLImEhE FPS, BRZELLFEE policy/evidence enforcements

AA. BE5IRH

[ dossier ig5&: 1 MiB unacked TCP per flow. 32 MiB global downstream buffer. 64 dial worker. 1,024 UDP
flow. TCP idle 10 min/90 sec constrained. UDP 90/30 sec. Fast Verdict 1.75 sec. Deep Scan 25sec. LAN 254
host. WireGuard import 16 KiB/128 lines, #&id [RHIEt1#1T reject/drop/recycle, MABLRIGK,
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AB. Profile

Telemetry Shield: OFF. CONSERVATIVE. BALANCED. STRICT, Strict AIfE#T DoT/DoQ port 853, Secure
defaults: allowBackup=false. usesCleartextTraffic=false. network security config. #MZFTE verdict gl
A quarantine/gate,

AC. #0/API

Helper Protocol v5: Unix socket. versioned framing. MTU negotiation. &Zi&Ez{#5H FD count, WireGuard UAPI
XAEREH, GeDefense R&EE public HTTP/REST/RPC server,

AD. BT/ ThiY

VGTVLTO1 =AEAD vault; VGTPVKO1 =wrapped keyset; GDTI-v2 =threat prefixindex; JSON =detached
signatures/diagnostics; local PDDL/IPtoASN; WireGuard Noise over UDP,

AE. i3zt /555iE

LM harness &5 core crypto/data. vault/key lifecycle. Privacy Shield. WireGuard. InstallGuard. resilience.
startup/main-thread. i18n. source manifest. artifact validation. Go packet/flow, X4RiZFHIIATZERET release-
ready.

AF. 3R 2

B & ciphertext bit flip. AAD mismatch. malformed packet. fuzzing. Go -race. socket bypass negative tests
LU fail-closed B&#F,

AG. & /4Rt

Host/core/netstack a5 BAH; A5 crypto generation {XJ9 migration; = deterministic algorithm J7E :core ;
production dummy/TODO R4 AFER o

AH. Z2HgFRm

& NI packet hot path; RE— VPN owner; main looper #1117 blocking network/file/crypto; Threatindex iz
178t immutable, E#iTE atomic replace,

Al. R2FT=E

&8 log/preference PRI secret; RAEE zeroize sensitive buffer; key failure fail closed; ZXik non-MITM; 2
Lk whole-UID WireGuard bypass.
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AJ. ShMERRRSS

7 mandatory VGT backend, Public threat feed RZRIIEEHKIR,; feed outage BY4kLE last-known-good local
protection.

AK. BLEED

Threatindex. ASN. baseline. evidence 337, Firewall. packet filter. Telemetry Shield. quarantine.
scanner NMEFIFEE backend connection,

AL. Attack Surface

TUN: memory-safe parser/fragment limit/fuzzing; IPC: private path/token/framing; Android intent: X%
component 75 H; backup: %iFl; shared storage: read-only bounded scanner; update: Android package
signature + signer drift evidence,

AM. Hardening

PIE/NX/RELRO expectations. >=16 KiB ELF alignment. R8/minification. usesCleartextTraffic=false.
detached evidence signature,

AN. Secrets

AndroidKeyStore HMAC root PRF; 4]l 256-bit domain root {¥ wrapped 7£fi%; 83 HKDF subkey; non-
exportable hardware key, & a5z IF0IEREM backing/StrongBox.

AO. FPRIZE!

[EER A EE app UID; Go helper R3XBEH) FD/capability, TITAN Device Owner /il Android-managed Always-
on/lockdown. restriction. package suspension % DPC §&/7.

AP. #A 1%

Android API 29+, target/compile 36, armé64-v8a. x86_64. #§3!%:F HyperOS/OneUl FEi#/a & HRE&,

AQ. Packaging

Signed/minified APK + AAB. M Internet BhZSINE 3. Native helper M source EH 5 packaged bytes tb3%.
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AR. ¥Fe]E

BIBIR dossier REF AR CEFNIERAMWMEZA], FEILEH proprietary VGT license, #s GitHub-ready At
source tree BB FAIIER AGPL-3.0-or-later , LISJE LICENSE /9, Vendored upstream &% MIT/BSD/
Public Domain £

AS. MRS

Architecture/security/threat/vault/transport/build/test/release 358 Markdown 5 machine-verifiable audit,
Dossier & VC55 snapshot, FREXXZFi source evidence,

AT. EHIPR !

Android PACKAGE_ADDED timing; non-MITM &%} TLS payload A~rIIL; &H®H trusted monotonic anti-rollback
counter,

AU. ¥R &

A Z! Android lifecycle owner. offline AGP cache & . ASN Zith asset K/)\o

AV. Tl X pE

Kernel/root compromise. unknown DoH 443/ECH. OEM Keystore provider defect S&I&BY fail-closed
protection stop,

AW, ZEH(RE

Android runtime third-party library 79 0; processisolation; no JNI hot path; update-stable key custody;
hybrid signature readiness; fail-closed networking; X2 HBzhft gate,

AX. 5Rigin 5t

&% Android/KeyStore STE M ; TEMBLZIRIE kernel I=HIFR SIS FRMEFEROIBIRRIE; M TLS DPIo

AY. PR FARE

Architecture/crypto/storage /9 release-hardened; network/WireGuard/OEM {33 E real-device matrix; supply
chain #1 reproducibility ##191E3X shipping property,
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AZ. Factsheet

GeDefense Mobile * 0.27.8-beta.6 /VC55 < Android 10+ * Kotlin host + Go GaiaNet * Android external
runtime libs=0 ¢ AES-256-GCM + HMAC-SHA-256 * AndroidKeyStore root PRF * Direct L4 / WireGuard L3
* local-first / non-MITM < optional TITAN Device Owner + pinned/reproducible release gates.

E=a84 + Architecture & Technical Master Map

1. 2 /5

GeDefense Mobile
- Presentation/UI
- Kotlin Application Control Plane
| | AppRuntime / State / UiSnapshot
| | GeDefenseVpnService / NativeGaiaNet
| | vault / Evidence / XDR / InstallGuard / Resilience
| L Android platform adapters
- Pure Kotlin Core
| | AEAD / authenticated snapshots / evidence
| | threat/privacy/route/ASN structures
| L bounded parser/recovery policy
L- GaiaNet V2 Go Data Plane
 IP/TCP/UDP
|~ threat/privacy/package policy
I IPC/FD handling
L Direct + WireGuard transport

2. XHEIZRMBRET

Ul

#%O\DIM . DashboardScreen.kt . ThreatScreen.kt. ProtectionHubScreen.kt. AnalysisHubScreen.kt .
SystemHubScreen.kt . FirewallActivity.kt. WireGuardActivity.kt. PrivacyActivity.kt.
ScannerActivity.kt. XdrActivity.kt. HardeningActivity.kt. BehaviorActivity.kt .
NetworkDiscoveryActivity.kt . PortSentinelActivity.kt. TitanActivity.kt. EvidenceScreen.kt .
DiagnosticsActivity.kt . SupportVgtActivity.kt. SetupWizardActivity.kt.
VpnDisclosureActivity.kt o

AJZ A visuals: CyberBackgroundView.kt . ShieldPulseView.kt. VgtActionTile.kt. VgtIconView.kt .
VgtProgressView.kt . TitanCoreView.kt. ScannerRadarView.kt. TrafficWorldMapView.kt o

Control Plane

Lifecycle/state: GeDefenseApplication.kt. AppRuntime.kt. RuntimeState.kt. UiSnapshot.kt Az bounded
executors, Network: GeDefenseVpnService.kt. NativeGaiaNet.kt. ConnectionOwner.kt .
PackageEgressGate.kt . Stores &z firewall. WireGuard. XDR. behavior/package baseline. malware
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analysis. approval. network discovery. Port Sentinel. TITAN. scanner. VPN disclosure. evidence. Threat/
ASN/Geo/Privacy repositories.

Go Data Plane

engine.go. packet.go. reassembly.go. limits.go. TCP/UDP managers. DNS. policy.go.
privacy policy.go. package egress gate.go. helper/bridge/socket binding 5 WireGuard transport/tun/
protected-bind/flow tracker,

Crypto/Core

Host: SecureTelemetryVault.kt. PersistentVaultKeys.kt. migration derivators. AndroidSecrets.kt «
AndroidKeystoreGate.kt . HybridArtifactSigner.kt., Pure JVM: AeadVaultEnvelope.kt .
AuthenticatedSnapshotStore.kt . BoundedSecretKeyCrypto.kt. Evidenceledger.kt, Shared:
ThreatIndex. IP/route/privacy/ASN. mDNS/DNS codec. LAN behavior. Port Sentinel classifier. certificate
validator. recovery budget,

3. IRIRHE

Host & Runtime

52 bootstrap. state/dependency root. serialized mutation. platform lifecycle.

Network & VPN

B — vpnService owner. TUN/routes/handover. exact-socket protection. helper supervision,

GaiaNet

I3 memory-safe packet engine. bounded state. Direct/WireGuard egress.

Threat Intelligence

Bounded download -> canonical parser -> compact index -> authenticated atomic publish -> immutable runtime
policye

Secure Vault

Per-domain random keyset. stable root PRF. AES-GCM. HMAC. explicit migration. backup exclusion.

XDR/EDR
AR EBX 2RI signal, 74 explainable incident; MI4ZPRE T destructive actions

InstallGuard/Scanner

Pre-egress gate. Fast/Deep scan. signer/capability checks. non-authoritative cache,

Telemetry Shield
T TLS break B9z privacy policy 5 encrypted-DNS control,
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Network Discovery / Port Sentinel

Bounded LAN visibility. passive decoy evidence. %% payload,

TITAN

Optional Device Owner hardening/lockdown/suspension; managed CA 5 destructive policy FEZE3HIAo

Resilience

HAIF trust-preserving repair, FEEEZ evidence. f#Fk quarantine ZIB integrity failure {A3£A% success,

Diagnostics

1L SAF AP E& S aggregate-only support bundle,

Setup

fi#¥E VPN/privacy model. #X1F consent. 3|SRFIKEHEIIAMRIF baseline, Hai source B8 Telemetry
Shield ¥E/9 onboarding BFYEZE privacy capabilitys

4. Dashboard i¥4Hi5%BA

Cockpit M UiSnapshot 3%2BX protection. Threat Intelligence. blocked/session. analysis k%, Threat screen &
1873 feed, Protection Hub S firewall/WireGuard/privacy/scanner/discovery/Port Sentinel, Analysis Hub i#
A XDR/behavior/hardening/evidence, System Hub #2f# TITAN. diagnostics. setup/support.

Firewall policy MERFAHH 5 enforcement [RFFF, WireGuard import BA/NRE, HERHA exact-socket
Android protect/bind handshake 5ep 7 #&. Privacy screen 54! Telemetry Shield profile, Scanner &
bounded worker 5 quarantine, XDR Explorer fi#Z7s# incident ##%% correlation,

5. Ul Architecture

R4 Android View. dark glass/cyber fl5i &%, RIEF VGT controls. adaptive rendering, Ul RE#E{ disk/
network I/O, Mi%EX immutable cached state, Destructive/privileged action FEEZRBHaMAIA.

6. API Architecture

¢ public HTTP APl, PIER#ZECH Kotlin service. Android platform API 5 versioned Unix-socket helper protocol #
o FRE boundary input 7ZEERRITRE version/size/schema/FD count/token,

7. Data Flows

PACKAGE_ADDED -> InstallGuard -> quarantine/FlowGate -> Deep Scan -> XDR/Evidence -> verified
release/blocko

DNS/flow metadata -> Privacy profile -> allow/block -> bounded event -> XDR/Evidenceo
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Integrity observation -> baseline verify -> authenticated local state -> XDR/Evidence on
degradationo

8. Shared/Core Files

:core ¥E deterministic security/data primitive: AEAD. authenticated snapshot. evidence chain. threat/IP/
route/privacy/ASN structure. bounded DNS parser. LAN behavior. Port Sentinel classification. recovery
budget, AppRuntime. GeDefenseVpnService. NativeGaiaNet 5& host plane FYX% ownership point,

9. RMIXF

UI -> AppRuntime/VPN/Resilience -> Vault/Evidence/InstallGuard

-> authenticated IPC -> GaiaNet -> Direct/WireGuard -> Network

KeyStore I44R 8 7E host-side, MainActivity #8473 Dashboard. Threat. Protection. Analysis. System EMNE
hub,

10. XX {+51 B

Bootstrap: AppRuntime.kt. StartupActivity.kt; TUN: GeDefenseVpnService.kt. NativeGaiaNet.kt ;
SCM_RIGHTS: NativeGaiaNet.kt. helper main process.go ; WireGuard socket protection:

wireguard protected bind.go ; key lifecycle: PersistentVaultKeys.kt. AndroidSecrets.kt ; AEAD:
AeadVaultEnvelope.kt ; InstallGuard: InstallGuard.kt. package egress gate.go; DoT/DoQ:

privacy policy.go. PrivacyIntelligence.kt ; hybrid signatures: HybridArtifactSigner.kt ; recovery:
ResilienceSupervisor.kt . RecoveryAttemptBudget.kt o

11. 2R

[ dossier & MoreScreen.kt . SecurityScreen.kt #R/9F active caller B9[/5E Ul; settings.gradle.kts.orig
SR MIBREY backup; helper main stub.go RIEHEHY non-Android build-tag stub; B crypto derivator {XfRSS
migration; experimental cgo socket binder A F&i& production packet path, 7 GitHub-ready BRBE#%B&
settings.gradle.kts.orig FPAEF handoff X,

R ENFhREE

BTREREHT, HRLZUHFIRES. SECURITY.md . THREAT-MODEL.md . TOOLCHAINS.lock . release gates 53EBR
EREM signed artifact AREZKIE,
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