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VISIONGAIATECHNOLOGY - GEDEFENSE MOBILE MASTER ARCHITECTURE DOSSIER

NMPUMEYAHMUE PEOAKLUN

OTOo U3gaHue NepeBoaAMT U KOMMAaKTHO NepepasMeyaeT cogepxxaTesibHy YacTb MCXOAHOro 86-
CTpaHWYHOro HemeLKoro master dossier. TexHuyeckne naeHTUdUKaTopbl, NyTH Gannos, HazBaHUSA
NPOTOKOJIOB U CCbINIKM HA UCXOAHMKM COXPaHaATCA. HemMeLknin LOKyMeHT dukcupyet baseline VC55 u
NO3TOMY COAEPXUT UCTOPUYECKME YNOMUHaHUS, Hanpumep Go 1.23.X U COOTBETCTBYHOLLEe YMUCIIO
¢dannoB. TekyLlee COCTOSAHME PEMNO3UTOPUS MOXET BKNOYaTh nocnegytollee hardening B ToM e
VersionCode. [1nga ¢akTnyeckom tekylen peannsaumm npunoputet nmetoT TOOLCHAINS.lock’,
"SECURITY.md’, '"CHANGELOG.md" 1 ucxofHbi1 Ko,

CopepxaHue

YacTb | - ApPXUTEKTYPHbIX NacnopT

A. Executive Architecture Summary - B. M aeHTUYHOCTb NpoAyKTa 1 HasHadyeHue - C. PyHKLUMOHaNbHbIN OXBaT *
D. ApxuTeKkTypHas Mogenb - E. ApXutekTypa KOMMNOHEHTOB - F. BHyTpeHHue 3aBucumocTu - G. Third-Party
Dependencies / Supply Chain - H. CBoaka 3aBucumocTen - |. A3blku 1 cTek - J. MeTpuku koga - K. ApxutekTypa
6e3onacHocTu - L. Trust Model - M. Threat Model - N. Kpuntorpadusa - O. AyteHTudpukaumnsa n astopusaums - P.
ApxuTeKkTypa AaHHbIX - Q. [ToToku faHHbIX + R. CeTeBas apxuTekTypa - S. MHTerpauums ¢ OC - T. MNpouecchbl/
notoku/concurrency - U. OWKnBKM 1 ycTonumsocTb - V. O6HoBNeHMA 1 penusbl - W. Build/Supply Chain Security -
X. MpwueaTtHoCTb 1 TenemeTpus - Y. Logging/Audit/Evidence - Z. NponsBoantenbHocTb - AA. MaclwiTabupoBaHue
n numuTel - AB. KoHdurypaumsa n npodunu - AC. MiHtepdencol n APl - AD. @opmatbl 1 npoTokonbl - AE.
TecTtupoBaHue - AF. Adversarial Security Testing - AG. KayecTBo - AH. ApX1UTeKTYpHble MHBapuaHTbl - Al.
Security invariants - AJ. BHewHsisi nHppacTpykTypa - AK. Offline - AL. Attack Surface - AM. Hardening - AN.
Secrets - AO. Mpusuneruu - AP. CoBMectuMocTb - AQ. Packaging - AR. JluueHsnpoBaHue - AS. [JokyMeHTauus -
AT. OrpaHunyerus - AU. TexHnyeckum gonr - AV. OcTtaTouyHble pucku - AW. CunbHble CTOPOHbI - AX. FpaHuLbl -
AY. MaTpuua 3penocTtu - AZ. Factsheet.

YacTb Il - Architecture & Technical Master Map

1. FTno6anbHoe fepeBo apxuTekTypbl - 2. MNMpueaska dannos - 3. JokymeHTauns moaynen - 4. Dashboard
nogpo6Ho - 5. Ul Architecture - 6. API Architecture - 7. Data Flows - 8. Shared/Core Files - 9.
ApxuTekTypHble cBsA3n - 10. Ccbinku Ha dannbl - 11. ApXUTEKTYpPHbIE HabGNO4EHUS.
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VISIONGAIATECHNOLOGY - GEDEFENSE MOBILE MASTER ARCHITECTURE DOSSIER

YacTtb | - ApXUTEKTYPHbIX NacnopT

A. Executive Architecture Summary

TexHUuyeckas cBogkKa

ATpuoyT 3HaueHue [ cTaTyc OcHoBaHue
MpoaykT GeDefense Mobile Android resources
BHyTpeHHee nms VGT-GeDefense-Mobile settings.gradle.k
ts
KaTeropus On-device endpoint protection (EDR/XDR), mobile firewall, zero-trust apXUTEKTYpHas
network shield LOKyMeHTauus
HasHauyeHune aBTOHOMHas!, He 3aBuCSLLaa OT o6nakKa 3aluTa CeTh, yrpo3 u yCTponcTea security/manifest
Android
Bepcusa 0.27.8-beta.6 VERSION
VersionCode 55 VERSION CODE
KaHan Public Beta / Pre-Production Security Candidate release docs
Mnatdopma Android API 29-36 Gradle
ABI arm64-v8a, x86_64 toolchain/build
ELF alignment >=16 KiB ( 0x4000 ) PT_LOAD native gate
ApxuTekTypa Kotlin-host + nsonmpoBaHHbIn Go netstack ARCHITECTURE.md
Mogenb local-first, least privilege, fail-closed, non-MITM security docs
6e30nacHOCTH
CeTb oouH VpnService, Direct L4 unu WireGuard L3 transport source
XpaHunuie 12 kpuntorpadmyeckmn pasgenéHHolx vault-goMmeHoB B vault docs
noBackupFilesDir
At-rest crypto AES-256-GCM, 96-bit nonce, 128-bit tag, AAD, HMAC-SHA-256 core crypto
Kntoun CTabunbHbIM ans yctaHoBku AndroidKeyStore HMAC root PersistentVaultKe
vgt.gedefense.mobile.vault.root-prf.vl ys.kt
Transit WireGuard Noise IKpsk2 / ChaCha20-Poly1305 / Curve25519 / BLAKE2s vendored WireGuard
Moanucu ECDSA P-256 + onunoHanbHo ML-DSA-87 artifact signer
Update model aToMapHas OfHOHanpaBeHHass MUrpaLs NOKONIEHNI, He3aBUCUMas OT key lifecycle
APK hash
Android runtime 0 BHelHnx 6ubnuoTek B :app/ :core Gradle

dependencies
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YTo npepcraBnsaeT co6ou cucrema

GeDefense Mobile - nokanbHaa Android-nnatpopma endpoint-3awmTbl, 06beguHsaowas XDR, noBegeHYeckui
ceTeBOM aHanus, NakeTHyto ¢unbTpaumto, offline threat detection n KpunTorpapmyeckmn 3almLLEHHbIE
JOKa3aTenbCcTBa 6€3 06513aTeNlbHOro 061a4yHOro aHanm3a v LeHTpanbHOW TeNeMeTpun.

'MaBHas 3afaya - YMeHbLUMTb HEMPO3PAYHOCTb MOGUNbHOM OC A5 Nofb30BaTENS N OFPAHNYUTL CKPbITHIN
data exfiltration, tracking, BpegoHocHble coeguHeHusa npunoxeHnn n C2. GeDefense He nomaeT TLS pagu
yHUBepcaneHoro payload inspection; pelieHns MPMHMMAaOTCS JTOKanbHO Ha OCHOBAHUM MeTaAaHHbIX,
COCTOSIHWSA YCTPOMCTBA, IOKaNbHbIX MHOEKCOB Yrpo3 U HE3aBUCUMbIX evidence-CcUrHanos.

Cuctema ncnonb3yeT CTPOryro aApyxnpoueccHyro mogenb. Kotlin-host Bnageet Ul, lifecycle, policy n Android
Keystore. OToenbHbIv npouecc GaiaNet V2 Ha Go o6pabaTbiBaeT L3/L4 nakeTbl. CBA3b MAET Yepe3 NpuBaTHbIN
Unix-domain socket c nepegayen ¢pannosbix geckpmntopoB SCM RIGHTS, 6e3 JNI B packet hot path.

CeTeBoMl cnon nogaepXxmBaeT NpsamMon egress yepes kernel sockets n BCTpoeHHbIM wireguard-go L3 tunnel. B
WireGuard-pexume otcytcTByeT blanket UID bypass: Android nony4aeT u protect() Tonbko To4YHble UDP
transport sockets TyHHens.

Secure Telemetry Vault pasgensieT NnocTosiHHbIE Security-gaHHble Ha He3aBUCKMble KpunTorpadpunyeckme
pomenbl. VC55 otgensiet key custody ot APK/version identity, 4ToGbl 06bI4HOE OGHOBEHME HE TPe6oBaso re-
keying.

B. UpeHTUYHOCTb NpoayKTa U Ha3Ha4YeHue

npoaykT: GeDefense Mobile;

« cemencTBo: VisionGaiaTechnology Security & Defense Systems;

knacc: mobile endpoint protection / EDR / XDR / firewall / network defense;

L]

OCHOBHO€ Ha3HayeHue: aBTOHOMHasi 3aluTa MobubHOro Tpaduka, 6J10KMpoBaHMe BPeAOHOCHbIX
endpoint-0B, oLeHKa npunoxeHun, hardening Android;

e fononHuTenbHble Bo3MOXHOCTU: Network Discovery, Port Sentinel, TITAN Device Owner, nokanbHoe
Evidence Ledger;

e nogaepxka: APl 29-36+;
* pexkum akcnnyaTtauuu: standalone/local-first;

o MIPUBUNETNN: 0ObIYHOE MPUITOXEHNE; Device Owner - TONbKO ONUMOHANBLHO;

Ul: native Android Views, 6e3 WebView security plane;

BHeLHAs nHdpacTpykTypa: ob6sa3atenbHoro VGT backend HeT; pa3pelleHbl onuMoHanbHble ny6anyHble
security/ASN updates.

O6eLaHus npoaykTa

1. Data sovereignty: security telemetry/evidence He oTnpaBnstotcsa B VGT gfis 061a4yHoro aHanusa.
2. Deterministic security: lookup 1 block decisions nokanbHbl 1 OrpaHMYeHbl MO pecypcam.
3. Fail-closed integrity: kpuTM4YHas nonomka He npeBpallaeTcsa B He3aMeTHbIN fail-open.

4. Update resilience: 06HOBNEHME MPUIOXKEHUS HE [OMKHO CaMO NO cebe YHUYTOXAaTb KIKUM Unn
co3paBaTtb NIOXHbIN tamper alarm.
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VISIONGAIATECHNOLOGY - GEDEFENSE MOBILE

fiIBHble non-goals

MASTER ARCHITECTURE DOSSIER

HeT TLS interception, cloud antivirus upload, rapaHTim npoTne nonHoro kernel/root compromise, on-device
VM ons ucnonHeHus malware n CKpbITOM YHUBEPCaNbHOM AeUHCTaNNAaLMM NpunoxeHumn 6e3 Device Owner.

C. ®yHKUMOHaNbHbIN OXBaT

Network / Policy

» GaiaNet V2 L3/L4 engine;

» Direct Egress;

o« embedded WireGuard L3;

« Strict/Lockdown 6e3 fallback, korga policy TpebyeT TyHHEeNb;
¢ Full Flow yepes TUN;

e Selective routing gna ymeHbLleHHoro blast radius.

Security engines

e nokanbHbIM Threat Intelligence Engine ¢ sasHon feed authority;
o InstallGuard FlowGate n Fast/Deep Scan;

e Telemetry Shield;

o Encrypted-DNS Control (DoT/DoQ port 853) 6e3 MITM,;

e App Risk Scanner 1 bounded Storage Malware Scanner;

« Network Discovery u Port Sentinel.

Data / Evidence / Admin

e 12-pomeHHbIN Secure Telemetry Vault;
e Evidence Ledger v3;

o Hybrid Artifact Signer;

» Resilience Supervisor;

« TITAN Device Owner;

» nokanbHbIi ASN Evidence Repository;

» aggregate-only diagnostics.

D. ApxuteKTypHasa Mmopenb

Presentation / UI
-> Kotlin Application Control Plane

-> authenticated Unix IPC + SCM RIGHTS
-> GaiaNet V2 Go Data Plane
-> TUN / Direct sockets / WireGuard / physical network

Ul yntaeT immutable snapshots 1 He BnageeT kntoyamn/packet buffers. Kotlin-host cepuanusyet security-
sensitive mutations, nsonupyet Keystore operations n BeinonHsieT recovery. IPC ncnonb3yet app-private
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socket 1 cnyyanHoln 32-byte token. GaiaNet He nmeet Android Context/JVM 1 nonyyaeT To/bKO
OorpaHuYeHHble AeCcKpunTopbl U policy material.

E. ApXxuteKTypa KOMMNOHEHTOB

KomnoHeHT OTBETCTBEHHOCTb Trust Critical
GeDefenseVpnService VPN lifecycle, TUN, underlay, protect host na
NativeGaiaNet process lifecycle, token handshake, FD transfer host na
GaiaNet Engine IP/TCP/UDP, flows, forwarding isolated na
WireGuard transport L3 tunnel, peers, rekey isolated na
Package Egress Gate quarantine allow/drop isolated na
Secure Telemetry Vault authenticated encryption host crypto na
PersistentVaultKeys stable KEK/DEK custody host crypto na
Evidence Ledger authenticated journal host storage na
InstallGuard staged app scanning host scanner na
Resilience Supervisor trust-preserving recovery host maintenance na
Threatindex O(log n) threat match read-only na
TelemetryShield tracking/telemetry policy read-only cpepHss
TITAN Manager Device Owner hardening admin na

F. BHyTpeHHUue 3aBUCUMOCTH

app
- core (pure Kotlin domain/security)

L netstack (separate Go helper)

tools/ = audit/build verification

Linknnyecknx module dependencies HeT. :core He 3aBuUCUT oT Android n Tectupyetcs Ha JVM; netstack -
oTgenbHbln Go module visiongaia.dev/gedefense/mobile/netstack .

G. Third-Party Dependencies / Supply Chain

Android app W core He MCNOMb3YHOT BHeLHMe runtime libraries. Go subsystem xpaHUT upstream source
nokanbHo nop, third party/go/ W CBA3bIBaeT ero 4yepes replace.
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Dependency Version Ha3sHauyeHue License
wireguard-go 0.0.20250522 WireGuard / Noise / peers MIT
x/crypto v0.37.0 crypto primitives BSD-3
x/net v0.39.0 network helpers BSD-3
x/sys v0.32.0 Unix/Linux primitives BSD-3
x/term v0.31.0 auxiliary BSD-3
x/text v0.24.0 Unicode/config BSD-3

VicxogHbi dossier pukcupyet AGP 8.5.2, Kotlin 1.9.24, Gradle 8.7, JDK 17, Go 1.23.x, NDK r27c. Tekywmin
ny6nunyHbIi source tree ucnonbayet Go 1.26.8, 4To oTpaxkeHo B TOOLCHAINS. lock .

Go build moxeT pa6oTaTb ¢ GOPROXY=0ff M GOSUMDB=off . SOURCE-MANIFEST.sha256 cBsi3biBaeT shapshot
ncxogHukoB. Hyneson BHewHun Android runtime dependency surface ymeHbluaet Maven supply-chain risk.

H. Dependency Summary

Android runtime: 0 BHelLHMX 6n6nmnoTek. Go runtime: manbiin pinned/vendored Ha6op. Dynamic code/module
loading He ncnonb3yeTcs. Build toolchain 3anncaH 1 npoBepsieTcs OTAENbHO.

. 43bIKKN U cTEeK

Kotlin peannsyet Android control plane; Go - GaiaNet data plane; Python u shell/PowerShell - security/release
gates. bonblwas yacTb obuero LOC B dossier npuxogutcsa Ha vendored Go source. .so y GaiaNet - cnoco6
ynakoBku executable B nativeLibraryDir, a He JNI library.

J. MeTpuku Kopa

VMicxogHbin dossier HacuuTbiBaeT okono 1.56M physical LOC BmecTe ¢ vendored code. Han6onbuue first-party
dannbl: GeDefenseVpnService.kt, AppRuntime.kt, AppRiskScanner.kt, XdrEngine.kt, XdrActivity.kt,
NetworkDiscoveryScanner.kt . PykoBogctBo npegnoumtaet <=500 LOC pgnsa stateless orchestrators; kpynHble
lifecycle/state owners gOKYyMeHTUPOBaHbl OTAENBHO.

K. ApxuTeKkTypa 6e30nacHOCTH

1. Confidentiality: AES-256-GCM gnsa nokanbHoOro security state.

2. Integrity: HMAC n kpunTtorpaduyeckas Bepudumkaumnsa BXogHblx security datasets.
3. Availability: bounded memory/queues/flows/scans.

4. Authenticity: hashes/signatures ons BHeLWHUX 1 aKcnopTupyembix artifacts.

5. Least privilege: pasgeneHue host/data plane; GaiaNet He nmeeT Keystore goctyna.
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L. Trust Model

Untrusted: hostile packets, third-party apps, external feeds, shared storage, HenpoBepeHHble IPC gaHHble.
Trusted/TCB: Android platform B npegenax threat model, KeyStore/KeyMint/StrongBox, GeDefense host n
npoBepeHHble core algorithms. GaiaNet HamMepeHHO nony4YaeT orpaHnYeHHyro authority.

M. Threat Model

YuutbiBatoTca malware apps, C2, transport attacker, malformed packets, resource exhaustion, tampered local
storage, malicious update, crypto-provider failure u hostile external files. Muturupytotcsa quarantine/FlowGate,
Threatindex, WireGuard, bounded reassembly, fuzzing, authenticated storage, package signature verification
un fail-closed provider handling.

He nonHocTbio NokpbiBatoTcs: kernel/root compromise, pusmyeckmne ataku 3a npegenamu Android policy,
HensBecTHbI DoH over HTTPS/ECH un nonHbiv replay BanupgHoro filesystem image 6e3 trusted monotonic
counter.

N. Kpuntorpadus

At rest: AES-256-GCM, 96-bit nonce, 128-bit tag, AAD binding, HMAC-SHA-256 snapshot authentication. Root
custody - non-exportable AndroidKeyStore HMAC key. Random per-domain roots xpaHaTcsa ToNibKO wrapped;
HKDF subkeys xuByT kKpaTkoBpeMeHHo. Generation/version migration sBHas.

Transit: WireGuard Noise IKpsk2 / ChaCha20-Poly1305 / Curve25519. Export signatures: ECDSA P-256 n
ycnoBHo ML-DSA-87 npu peanbHon nogaepxke Android/KeyMint.

O. AyteHTUPUKaLUa U aBTOpU3aLUA

VPN TpebyeT Android user consent n otgensHoe product disclosure. Helper startup ncnonbayet fresh 32-byte
token. TITAN actions Tpe6GytoT pakTuyeckoro Device Owner/Admin state. Managed CA installation orpaHuyeHa
no pasmepy/popmaty un TpebyeT sBHOro noarsepxaeHus fingerprint.

P. ApxuteKkTypa AaHHbIX

Sensitive state xpaHuTCca B noBackupFilesDir , pa3HecéH no He3aBncumMmbiM domains: XDR, evidence, scanner,
behavior, firewall, WireGuard profile, package baseline, LAN history, Port Sentinel, TITAN policy un gp. Android
backup/device transfer gnsa security stores oTKOYEH.

Q. NMoToKM paHHbIX

App traffic -> TUN -> GaiaNet -> threat/privacy/package policy

-> allow/drop -> Direct or WireGuard -> network

0.27.8-beta.6 - VC55 Page 8 /17



VISIONGAIATECHNOLOGY - GEDEFENSE MOBILE MASTER ARCHITECTURE DOSSIER

Security event -> XDR correlation -> encrypted local store/Evidence
-> optional user-requested signed export

HTTPS feed -> bounded parser -> canonical ThreatIndex
-> authenticated atomic cache -> immutable GaiaNet policy

R. CeTeBas apxuTekTypa

OpawuH Bnagenel, VpnService . Direct-mode ucnonesyet protected kernel sockets. WireGuard-mode ucnonb3syet
embedded userspace L3. Upstream UDP FDs nepegatotcsa Android ana ToyHoro VpnService.protect() /
network binding. Blanket UID bypass 3anpeLyéH.

S. UHTerpauusa c OC

Mcnonbaytotca VpnService, ConnectivityManager, PackageManager, DevicePolicyManager, JobScheduler,
SAF, Android KeyStore/KeyMint. Blocking work He BbinonHseTca Hanpsamyto B Ul callbacks.

T. Process [/ Thread / Concurrency

Ul thread - Tonbko presentation/lifecycle coordination. gedefense-control cepuanuayeT transport/security
mutations. Expensive operations ngyt B bounded pools. Go flows/queues nmeroT NMMUTHI, race tests
obs3atenbHbl. Unbounded queues B security path cuntatoTca HegonycTUMbIMM.

U. OlWMGKU N YCTOUUYUBOCTDb

KpuTuyHble crypto/integrity/transport failures fail closed. HesanuaHbin HoBbIV threat feed He yHMUTOXaeT last-
known-good state. Resilience Supervisor nposepsieT vaults, baselines un helper health, Ho He nmeeT npasa
CTupaTb evidence, cHMMaTb quarantine nnm npespawath failed integrity B success pagun «3enéHoro» ctartyca.

V. Update / Release Architecture

VC55 otaensieT persistent encryption custody ot APK identity. Root co3gaétcs oguH pas Ha yCTaHOBKY U He
cTpoutcsa n3 APK hash/version/source manifest. icTopuyeckne nokoneHns ymtarotcsa/ayTeHTMOMUMpyoTCS,
MWUIPUPYIOTCS B MaMATU, HOBas Bepcus nybnunkyeTcsa crash-safe n Tonbko 3aTemM cTapoe cocTosiHue
BbIBOAMTCH U3 aKTUBHOIO UCMOJSIb30BaHMS.

W. Build / Supply Chain Security

Source manifest, vendored Go, pinned toolchain, R8/minification, 16 KiB ELF alignment, native reproducibility un
SBOM/release audits Bxogat B shipping model.
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X. NMpuBaTHOCTb U TENemMeTpuUs

B npogykTe HeT Firebase Crashlytics, Sentry, Bugshag, advertising/analytics SDK. Network observations
NCNosb3yHTCA TOKabHO. JMarHOCTUYECKU export MHULMUPYET Nonb3oBaTenb U paGoTaeT B aggregate-only
pexume 6e3 package identities, IP/domain/path/payload detail.

Telemetry Shield oTaenbHO 610KMpPYeET M3BECTHYLO third-party telemetry Tam, rae aTo MOXHO ONPeAenuTb Ha
policy/network layer, 6e3 TLS interception.

Y. Logging / Audit / Evidence

Evidence Ledger v3 ucnonb3syet encrypted records n HMAC continuity. 9kcnopT MoXeT nognuceiBaTbCs
detached signatures. 310 tamper-evidence, a He obeLlaHne 3aWwuTbl OT NOMHOCTLIO KOHTPOMPYHOLLEro S4P0
aTakytoLlero.

Z. Performance

Packet hot path orpaHuumBaert allocations/buffers; threat lookup ncnonb3yeT KOMMakTHbIE CTPYKTYPbI.
Blocking control-plane work yxoguT ¢ main thread. Ul MoXeT cHuXaTb AekopaTuBHbIM FPS, He ocnabnss
security policy/evidence processing.

AA. Capacity Limits

B ncxogHom dossier ykasaHbl: 1 MiB unacked TCP per flow, 32 MiB global downstream buffer, 64 dial workers,
1,024 UDP flows, TCP idle 10 min / 90 sec constrained, UDP idle 90/30 sec, Fast Verdict 1.75 sec, Deep Scan
25 sec, LAN sweep 254 hosts, WireGuard import 16 KiB / 128 lines. NMpeBbilieHne Bcerga npmeoamT K bounded/
reject/recycle behavior.

AB. NMpojpunu

Telemetry Shield: OFF, CONSERVATIVE, BALANCED, STRICT. Strict moxeT 6nokupoBaTb DoT/DoQ port 853.
Secure defaults: allowBackup=false, usesCleartextTraffic=false, network security config n quarantine
HOBOrO/HEN3BECTHOro NpuioXxeHus oo bounded verdict.

AC. Interfaces / APIs

Helper Protocol v5 Ha Unix socket, versioned framing, MTU negotiation, cTporoe uncno FD no pexumy.
WireGuard UAPI BHyTpeHHUI. My6nmnyHoro HTTP/REST/RPC server HeT.

AD. ®opmaTtbl U NPOTOKOJIbI

VGTVLTO1 - AEAD vault, VGTPVKO1 - wrapped keysets, GDTI-v2 - threat prefix index, JSON - signed exports/
diagnostics, local PDDL/IPtoASN indexes, WireGuard Noise over UDP.
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AE. Testing / Verification

OTgenbHble harnesses NokpbiBatoT core crypto/data structures, vault/key lifecycle, Privacy Shield, WireGuard,
InstallGuard, resilience, startup/main-thread, i18n, source manifest, artifact validation n Go flow logic.
Komnunauusa cama no cebe He CUMTAETCs A0Ka3aTeIbCTBOM FrOTOBHOCTM.

AF. Adversarial Security Testing

MpoeepsitoTcs bit flips/AAD mismatch, malformed packets, fuzzing, Go -race, descriptor/socket bypass
conditions u fail-closed negative paths.

AG. KauecTBO

Host/core/netstack pasgeneHsbl. ictopruyeckue crypto generations cyLecTBYHOT TONbKO Kak migration-only
paths. Shared algorithms cocpegoToyeHbl B :core . Dummy/TODO production paths He cunTatoTCs
LONYyCTUMBIMMU.

AH. ApXxuUTeKTypHble UHBapUaHTbI

HeTt JNI hot path; oanH VPN owner; HeT blocking network/file/crypto Ha main looper; Threatindex immutable
fo atomic replacement.

Al. Security invariants

HeT secrets B 06bl4HbIX norax/preferences; sensitive buffers ounwatotca roe BoamoxHo; crypto failure fail
closed; normal path non-MITM; whole-UID WireGuard bypass 3anpeLyéH.

AJ. BHellHASs UHPpaACTpPYKTypa

Mandatory VGT backend oTcyTcTByeT. Public threat feeds onumoHanbHbl. VIX HEAOCTYNHOCTb HE NepeBoOaAUT
protection B fail-open: ncnonbsyetcs last-known-good local state.

AK. Offline

Threat indexes, ASN, baselines u evidence nokanbHsbl. Firewall/packet filter/Telemetry Shield/quarantine/
scanner oCcTatoTCsa AOCTYNHbI 6€3 NoCTosAHHOro backend connection.

AL. Attack Surface

TUN packets orpaHunymBatotcs memory-safe parser/fragment limits; IPC 3awmwwén private path/token/framing;
critical Activities He akcnopTupytoTcs; backup oTknrouéH; external storage scanner read-only/bounded; update
integrity onupaeTtca Ha Android package signature + signer drift evidence.
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AM. Hardening

PIE/NX/RELRO expectations, >=16 KiB ELF alignment, R8/minification, usesCleartextTraffic=false, detached
evidence signatures.

AN. Secrets Management

AndroidKeyStore HMAC root PRF; random 256-bit domain roots wrapped nog KEK; transient HKDF subkeys;
non-exportable keys 1 hardware backing Tam, rae nnatGopma HagéxHo NoaaepXunBaeT primitive.

AO. Privilege Model

O6bIYHbIN pexknMm - unprivileged app UID. Go helper nonyyaet Tonbko explicit descriptors. TITAN Device Owner
po6aenset Android-managed Always-on/lockdown, restrictions u suspension B npegenax DPC API.

AP. Compatibility

Android API 29+, target/compile 36, arm64-v8a n x86_64. Oco6oe BHMMaHMe OEM background limits
(HyperOS, OneUl).

AQ. Packaging

Signed/minified APK + AAB. Dynamic code loading 13 ViHTepHeTa oTcyTcTBYeT. Native helper ctpoutcs us
source u cpaBHMBaeTcs ¢ packaged bytes.

AR. JluueH3npoBaHue

Hemeukun dossier 6bi51 co34aH A0 OKOHYATENbHOMO PeLLeHNUst Mo NyGINYHOM NIMLEH3UN U YTOMUHAET
proprietary VGT license. My6anM4HbIA peno3uTopuin 3Toro naketa ucnonb3yet AGPL-3.0-or-later, n uMeHHO
LICENSE penosuTopus ABMSeTCsa AeNCTBYOLWMM AN faHHoro source tree. Vendored upstream coxpansieT MIT/
BSD/Public-Domain terms.

AS. Documentation Status

Architecture/security/threat/vault/transport/build/test/release 3agokymeHTUpoBaHbl B Markdown u audit
scripts. Dossier - snapshot baseline, a He 3ameHa current source evidence.

AT. OrpaHunyeHus

Android timing PACKAGE_ADDED ; oTcyTcTBme TLS payload visibility no design; otcyTcTBuMe universal monotonic
anti-rollback hardware counter.
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AU. TexHU4Yeckumn ponr

Bonbwwne Android lifecycle owners, nogrotoeka offline AGP cache, pa3amep nokanbHbix ASN assets.

AV. OcTaTouHble PUCKHU

Kernel/root compromise, unknown DoH/443+ECH, OEM Keystore provider defects n BpemeHHbin fail-closed
stop npu HegocTynHoMm hardware crypto provider.

AW. CunbHble CTOPOHBDI

Zero third-party Android runtime libs, process isolation, no JNI hot path, update-stable key custody, hybrid
signature readiness, fail-closed networking un extensive automated gates.

AX. N'paHuLbl

Security 3aBucuT oT integrity Android/Keystore. HeT MaTemMaTM4yeCcKoM 3alUmTbl OT MOHOCTbHO
KOHTPOMpPyeMoro pa3bnoKMpoBaHHOIo yCTponcTBa Ha ypoBHe kernel. Het TLS DPI.

AY. MaTpuua 3penocTtu

Architecture/crypto/storage oueHnBatoTcs Kak release-hardened; networking/WireGuard/OEM Tpe6ytoT real-
device matrix. Supply chain u reproducibility asnatotca shipping properties.

AZ. Factsheet

GeDefense Mobile - 0.27.8-beta.6 / VC55 - Android 10+ - Kotlin host + Go GaiaNet - 0 external Android
runtime libraries - AES-256-GCM + HMAC-SHA-256 - AndroidKeyStore root PRF - Direct L4 / WireGuard L3 -
local-first / non-MITM - optional TITAN Device Owner - pinned/reproducible build gates.
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YacTb Il - Architecture & Technical Master Map

1. Tno6anbHOe gepeBo

GeDefense Mobile
- Presentation/UI
- Kotlin Application Control Plane
| | AppRuntime / State / UI snapshots
| | GeDefenseVpnService / NativeGaiaNet
| | Secure Vault / Evidence / XDR / InstallGuard / Resilience
| L Android platform adapters
- Pure Kotlin Core
| | AEAD / authenticated snapshots / evidence
| | threat/privacy/route/ASN structures
| L bounded parsers/recovery policies
L- GaiaNet V2 Go Data Plane
 IP/TCP/UDP
|~ threat/privacy/package policy
I IPC/FD handling
L Direct + WireGuard transport

2. Mpueaska ¢pannos

Ul

DashboardScreen.kt, ThreatScreen.kt, ProtectionHubScreen.kt, AnalysisHubScreen.kt,
SystemHubScreen.kt, FirewallActivity.kt, WireGuardActivity.kt, PrivacyActivity.kt,
ScannerActivity.kt, XdrActivity.kt, HardeningActivity.kt, BehaviorActivity.kt,
NetworkDiscoveryActivity.kt, PortSentinelActivity.kt, TitanActivity.kt, EvidenceScreen.kt,
DiagnosticsActivity.kt, SupportVgtActivity.kt, SetupWizardActivity.kt, VpnDisclosureActivity.kt.

Reusable visuals: CyberBackgroundView.kt, ShieldPulseView.kt, VgtActionTile.kt, VgtIconView.kt,
VgtProgressView.kt, TitanCoreView.kt, ScannerRadarView.kt, TrafficWorldMapView.kt .

Control plane

Lifecycle/state: GeDefenseApplication.kt, AppRuntime.kt, RuntimeState.kt, UiSnapshot.kt, bounded
executors/schedulers. Network: GeDefenseVpnService.kt, NativeGaiaNet.kt, ConnectionOwner.kt,
PackageEgressGate.kt . Stores: firewall, WireGuard, XDR, behavior/package baselines, malware analysis,
approvals, network discovery, Port Sentinel, TITAN, scanner, VPN disclosure, evidence, Threat/ASN/Geo/
Privacy repositories.

Data plane

Core files: engine.go, packet.go, reassembly.go, limits.go, TCP/UDP managers, DNS, policy.go,
privacy policy.go, package egress gate.go, helper/bridge/socket-binding files and WireGuard transport/
tun/protected-bind/flow tracking.
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Crypto/core

Host: SecureTelemetryVault.kt, PersistentVaultKeys.kt, migration derivators, AndroidSecrets.kt,
AndroidKeystoreGate.kt, HybridArtifactSigner.kt . Pure JVM: AeadVaultEnvelope.kt,
AuthenticatedSnapshotStore.kt, BoundedSecretKeyCrypto.kt, EvidencelLedger.kt . Shared deterministic
algorithms: Threatindex, parsers, IP prefixes, Privacy Intelligence, ASN, mDNS/DNS codec, LAN planner/
evaluator, Port Sentinel classifier, certificate validator, recovery budget.

3. Moaynu

Host & Runtime

AcCUHXPOHHbIN bootstrap, dependency/state root, serialized mutations u platform lifecycle.

Network/VPN

EomHcTBeHHbIM Bnageney, VpnService, TUN, routes, handover, exact-socket protection u helper supervision.

GaiaNet

M3onnposaHHbii memory-safe packet engine, bounded state u Direct/WireGuard egress.

Threat Intelligence

Bounded downloads, canonical parsing, compact index, authenticated atomic publication, immutable runtime
policy.

Secure Vault

Per-domain random keysets, stable root PRF, AES-GCM, HMAC, explicit migration, backup exclusion.

XDR/EDR

JlokanbHas koppensaums HesaBUCUMbIX sighals ¢ explainable score u network quarantine.

InstallGuard/Scanner

Pre-egress gating, Fast/Deep scanning, package signer/capability checks, non-authoritative caches.

Telemetry Shield

JlokanbHas privacy policy 6e3 TLS break; npodunn n encrypted-DNS controls.

Discovery / Port Sentinel

Bounded LAN discovery u passive decoy evidence 6e3 payload retention.

TITAN

Optional Device Owner hardening/lockdown/suspension, explicit validation gns managed CA u destructive
policy.
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Resilience

Trust-preserving repair: Henb3s cTupaTh evidence, cHMMaTb quarantine unu mackuposaTb integrity failure.

Diagnostics

Aggregate-only manual export yepes SAF.

Setup

O6bsicHaeT VPN/privacy model, nony4yaeT consent, noOMoraeTt ¢ HaCTpolkKamMu 1 3anyckaer initial protection
baseline. B Tekywwem source Telemetry Shield BolHeceH B onboarding Kak BaxkHas privacy capability.

4. Dashboard

Cockpit nokasbiBaeT protection/Threat Intelligence/blocked/session/analysis state ns UiSnapshot . Threat
screen ynpasnseT nokanbHblMu feeds. Protection Hub oTkpbiBaeT firewall/WireGuard/privacy/scanner/
discovery/Port Sentinel. Analysis Hub Begé€t k XDR/behavior/hardening/evidence. System Hub - TITAN,
diagnostics, setup/support.

Firewall rules xpaHsaTcsa encrypted n cuHxpoHmsnpytotcs ¢ enforcement. WireGuard import bounded u
aKTMBMpyeTCcs ToNbKo nocne exact-socket Android protect/bind handshake. Privacy screen meHsieT Telemetry
Shield profile. Scanner uses bounded workers/quarantine. XDR explorer decrypts local incidents n nokasbiBaet
correlation rationale.

5. Ul Architecture

Native Android Views, TEMHbIN glass/cyber visual system, reusable VGT controls, adaptive rendering. Ul He
penaert direct disk/network work n nonyyaet cached immutable state. Destructive/privileged actions Tpe6ytoT
SIBHOrO MOATBEPXAEHMS.

6. API Architecture

Public HTTP API oTtcyTcTByeT. Vicnonb3aytoTtcs Kotlin internal APIs, Android platform APIs un versioned Unix-
socket helper protocol. Bce boundary inputs nposepsitotcst no version/size/schema/FD count/token.

7. Data Flows

PACKAGE_ADDED -> InstallGuard -> quarantine/FlowGate -> Deep Scan -> XDR/Evidence -> verified
release/block.

DNS/flow metadata -> Privacy profile -> allow/block -> bounded event -> XDR/Evidence.

Integrity observation -> baseline validation -> authenticated state -> XDR/Evidence on degradation.
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8. Shared/Core Files

:core cogepxuTt deterministic security/data primitives: AEAD, authenticated snapshots, evidence chaining,
threat/IP/route/privacy/ASN structures, bounded DNS parsing, LAN behavior, Port Sentinel classification un
recovery budgets. AppRuntime, GeDefenseVpnService M NativeGaiaNet - LeHTpasnbHble ownership points host
plane.

9. APXUTEKTYpPHbIE CBA3M

UI -> AppRuntime/VPN/Resilience -> Vault/Evidence/InstallGuard

-> authenticated IPC -> GaiaNet -> Direct/WireGuard -> Network

KeyStore ocTtaétcs Ha host-side. MainActivity npegocTtasnseT natb hub-oB: Dashboard, Threat, Protection,
Analysis, System.

10. KnioueBble file references

Bootstrap: AppRuntime.kt, StartupActivity.kt; TUN: GeDefenseVpnService.kt, NativeGaiaNet.kt ;
SCM_RIGHTS: NativeGaiaNet.kt, helper main_process.go ; WireGuard exact-socket protection:
wireguard protected bind.go ; key lifecycle: PersistentVaultKeys.kt, AndroidSecrets.kt ; AEAD:
AeadVaultEnvelope.kt ; InstallGuard: InstallGuard.kt, package egress gate.go; encrypted DNS:
privacy policy.go, PrivacyIntelligence.kt ; signatures: HybridArtifactSigner.kt ; recovery:
ResilienceSupervisor.kt, RecoveryAttemptBudget.kt.

11. ApXUTEKTYpPHble Ha6nogeHusa

VicxogHbn dossier oTMeTun MoreScreen.kt M SecurityScreen.kt Kak nctopmyeckue Ul 6e3 active callers;
settings.gradle.kts.orig Kak nuwHUM backup; helper main stub.go Kak KOoppeKTHbIN build-tag stub;
historical crypto derivators kak migration-only; experimental cgo socket binders kak HeaKTUBHbIE B 06bIY4HOM
production path. GitHub-ready nakeT yganseT settings.gradle.kts.orig v BHyTpeHHWe handoff-dannbl.

KoHeL pycckoro usgaHus

[na security decisions Bcerga cBepsnTech C TEKYLUMM UCXOAHbIM KOAOM, SECURITY.md, THREAT-MODEL.md,
TOOLCHAINS. lock , release gates u pakTnyeckum signed artifact.
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