
Topic 1: 
File transfer or directory transfer: 

1. SCP (Secure Copy Protocol) 
2. RSYNC 

 
Topic 2: 
How can we securely access an EC2 instance deployed in a private subnet of a VPC, where 
direct SSH access is not allowed due to the absence of a public IP, while maintaining strong  
security boundaries and minimizing exposure to the internet?  

1. SSH Agent Forwarding 
2. SSH Proxy Jump 

 


