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Agenda
1. Introduction

○ What is CI / CD /CS ?
○ The need for secure pipeline

2. The “perfect pipeline” overview

3. Workshop:
○ Brief explanation of the step
○ Integrate OSS tooling
○ Fix the issue



What is CI / CD / CS?

Continuous Integration (CI)

● Developers merge code multiple times a day
● Every merge triggers an automated build and test

Continuous Delivery (CD)

● Every change can be deployed to production
● “Release day” no longer exists

Continuous Security (CS)

● Embedding security into the process
● Automating security controls and tests throughout the pipeline (like we do for QA)
● Find vulnerabilities when they are cheapest and easiest to fix
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Why is pipeline security important?

Why add security steps to the pipeline?

● Prevents supply chain compromises (e.g., malware 
injection)

● Enables early threat detection (SAST/DAST scans, 
secret checks)

● Reduces risks in automated environments (leaked keys, 
backdoors)

● Ensures compliance & builds trust



Why is pipeline security important?

But my repo is private…

…until is not.





The “perfect pipeline” overview



The “perfect pipeline” overview



WHERE IS THE AI?!?

No AI today

● Not deterministic
● Expensive
● Lack of Auditability and Explainability
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WHERE IS THE AI?!?

No AI today

● Not deterministic
● Expensive
● Lack of Auditability and Explainability

But probably AI tomorrow…

● Fine-tuned small language model can outperform traditional regex-based methods 
● Better context for findings (and hopefully less false positives)



AI Example



AI Example Outputs



AI Example Outputs



Important stuff that we’ve left out…

● pre-commit and other git hooks
● Github deep dive
● A lot of very good tools…



Before the Hands-On…
Questions?

#


How are we going to run the workshop?

First of all you need to fork this repo: 

https://github.com/unicrons/secure-pipeline-workshop

Then, for each step:

1. Brief step explanation
2. Enable the job:

■ Copy the workflow.yml
■ Open a PR in your fork to trigger the pipeline

3. Leave you some time to solve the finding
4. Show results to everyone
5. Questions
6. Go to the next



Workshop: Pipeline Security

Why is Pipeline Security Important?

● Baseline security of our SDLC (Software Development Life Cycle)

● Elevated access:
○ to secrets
○ to code
○ to infra

Common Pipeline Security Issues
● Hardcoded Secrets
● Excessive Permissions
● Untrusted Actions
● Insecure Triggers
● Missing Security Controls



Workshop: Pipeline Security

Extra ball: Warden’s Ruse



Workshop: Pipeline Security

Apparently to be used for 
deploys, using Github Actions

Something suspicious?



Workshop: Pipeline Security



Workshop: Pipeline Security

A repository 
from “*” 

named “Wardens-Ruse 

using the branch “endlessendurance”



Workshop: Pipeline Security

A repository 
from “*” 

named “Wardens-Ruse 

using the branch “endlessendurance”

FROM * ?



Workshop: Pipeline Security

Enable Pipeline Security Step

1. Go to workshop/pipeline_scan
2. Choose:  zizmor or claws
3. Go to the tool folder and follow the  workflow.yml instructions
4. Push the changes and create a PR against your main branch (not 

Unicrons)
5. Wait for the pipeline results
6. Try to solve them!

 (Don’t worry, we will show the results later.)



Workshop: Pipeline Security (Results)
Zizmor Claws



Workshop: Pipeline Security

Extra ball: Warden’s Ruse

./workshop/pipeline_scan/extra/WardenRuseReturns

This time the Admin has been studying the Github Actions OIDC token 
and has added some new conditions to the policy to make it more 
secure…

RETURNS
105014798395



Workshop: Pipeline Security

Extra ball: actions/checkout can leak Github Credentials

./workshop/pipeline_scan/extra/checkoutLeak

https://yossarian.net/til/post/actions-checkout-can-l
eak-github-credentials/



Workshop: Pipeline Security

Extra ball: Prowler Github Scanning
 
./workshop/pipeline_scan/extra/prowler



Questions?

#


Workshop: Secrets Scan

Why is Secrets Scan Important?

● Data breaches
● Access to our systems
● Supply Chain Attacks

Common Leaked Secrets

● Hardcoded passwords
● Database Connection Strings
● Cloud Provider Keys
● 3rd Party API Keys
● Private keys

● Compliance Issues
● Financial Loss
● Reputation Damage



Workshop: Secrets Scan
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Workshop: Secrets Scan

Other Types of Sensitive Data

● Webhooks
○ Expose internal domains
○ Trigger actions (like Slack Webhooks)

● Account IDs
○ Easier enumeration

● Internal Documents

● PII

Awseye is an open-source intelligence (OSINT) 
and reconnaissance service tracking publicly 
accessible AWS data.



Workshop: Secrets Scan

Enable Secrets Scan step

1. Go to workshop/secrets_scan
2. Choose:  trufflehog or gitleaks
3. Go to the tool folder and follow the  workflow.yml instructions
4. Push the changes and create a PR against your main branch (not 

Unicrons)
5. Wait for the pipeline results
6. Try to solve them!

(Don’t worry, we will show the results later.)



Workshop: Secrets Detection (Results)
Trufflehog Gitleaks



Questions?

#


Workshop: Code Scan

Why is SAST Code Scan Important?

● Vulnerability detection in your source code logic
● Faster feedback loop compared to DAST
● Understands vulnerabilities with code context, 

not only matching regexp.

Common code security issues
● RCE (Remote code execution)
● Secrets leakage
● DoS (Denial of Service)
● SQL Injection



Workshop: Code Scan

Why is SCA Code Scan Important?

● License Risk Assessment
● Outdated/Vulnerable Component Detection
● Helps you build a Software Bill of Materials (SBOM)
● Mitigate (detect) supply change attacks

Common SCA findings can cause:
● License issues
● Vulnerabilities in your dependencies
● Executing untrusted code



Workshop: Code Scan

Enable Secrets Scan step

1. Go to workshop/code_scan
2. Choose one SAST tool as a job:  CodeQL or semgrep
3. Add the SCA tool as a job: Dependency Check
4. Go to the tool folder and follow the  workflow.yml instructions.
5. Push the changes and create a PR against your main branch (not 

Unicrons)
6. Wait for the pipeline results
7. Try to solve them!

(Don’t worry, we will show the results later.)



Workshop: Code Scan (Results SAST)
CodeQL semgrep



Workshop: Code Scan (Results SCA)
Dependency Check



Workshop: Code Scan (Results SCA)
Dependency Check

Check the Upload Scan 
Report step in the SCA Job 
to check the HTML report 
with deeper info on the 
vulnerabilities.



Questions?

#


Workshop: Infra as Code Scan

Why is IaC Scan Important?

● Identify misconfigurations before 
deployments

● Treat IaC as any other piece of software
● Scalable security approach for the Cloud

This is supposed to be us creating “infra as code”.



Workshop: Infra as Code Scan

Common IaC Issues 

● Access Control: 
○ Overly Permissive IAM Policies, Publicly Accessible Resources, Missing 

Authentication Controls, Default or Weak Credentials
● Encryption: 

○ Unencrypted Storage at Rest, Unencrypted Backups & Snapshots, Missing 
TLS/In-Transit Encryption, Weak or Outdated Cipher Suites

● Network Security: 
○ Open Security Groups (0.0.0.0/0), Public-Subnet Exposure, Mis-scoped Load 

Balancers/Endpoints
● Compliance & Governance: 

○ Insufficient Logging & Audit Trails, Lack of Continuous Monitoring/Alerts, Missing 
Resource Tagging, Improper Backup Retention/Encryption



Workshop: Infra as Code Scan

Specific IaC Recommendations

● Use encrypted remote backends
● Use state locking to prevent concurrent modifications
● Mark sensitive data appropriately
● Pin provider versions
● Vet third-party modules

We recommend running IaC scans against terraform plan and 
equivalents when possible for more accurate results.



Workshop: Infra as Code Scan

Extra ball: Terraform Plan RCE

https://alex.kaskaso.li/post/terraform-plan-rce 



Workshop: Infra as Code Scan

Enable IaC Scan step

1. Go to workshop/iac_scan
2. Choose:  trivy or checkov
3. Go to the tool folder and follow the  workflow.yml instructions
4. Push the changes to a new branch and create a PR against your main 

branch (not Unicrons)
5. Wait for the pipeline results
6. Try to solve them!

(Don’t worry, we will show the results later.)



Workshop: Infra as Code Scan (Results)
Checkov Trivy



Questions?

#


Workshop: Container Scan

Why is Container Scan Important?

● Common way to deploy software → Common target for attackers
● Access to underlying infra/secrets

Common Container Security Issues
● Vulnerable dependencies
● Hardcoded Secrets
● Excessive Privileges (root, network, filesystem)



Workshop: Container Scan

Enable Pipeline Security Step

1. Go to workshop/container_scan
2. Choose:  trivy or grype
3. Go to the tool folder and follow the  workflow.yml instructions
4. Push the changes to a new branch and create a PR against your main 

branch (not Unicrons)
5. Wait for the pipeline results
6. Try to solve them!

(Don’t worry, we will show the results later.)



Workshop: Container Scan (Results)
Trivy Grype

Dockerfile: FROM node:16.14.0-alpine -> FROM node:24-alpine

package.json: "lodash": "4.17.15" -> "lodash": "4.17.21" (run again 
`npm install`



Questions?

#


Workshop: Runtime Infra Scan

Why is Runtime Infra Scan Important?

● We can’t catch everything in previous steps
● Manual changes exist
● It’s the final source of truth

Common Runtime Infra Security Issues
● Access Control
● Encryption
● Network Security
● Compliance & Governance
● Drift



Workshop: Runtime Infra Scan

Enable Pipeline Security Step

1. Go to workshop/runtime_infra_scan
2. Choose:  prowler or steampipe
3. Go to the tool folder and follow the  workflow.yml instructions
4. Push the changes to a new branch and create a PR against your main 

branch (not Unicrons)
5. Wait for the pipeline results
6. Try to solve them! (if you are using your own account 😅)

arn:aws:iam::105014798395:role/ProwlerRole



Workshop: Runtime Infra Scan (Results)
Prowler Steampipe



Questions?

#


Feel free to contact us, or open an issue in the 
repo. 
Any feedback would be greatly appreciated.

https://github.com/unicrons/secure-pipeline-workshop 

Thanks for coming! 

@andoniaf_

andoniaf

eduardoSimon

eduardo-simon

andoniaf.unicrons.cloud

@unicrons_cloud

unicrons.cloud

unicrons

#
https://github.com/unicrons/secure-pipeline-workshop

