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1.  Download  and  install  target  application

Figure  1.1.1.  The  attacker's  virtual  machine  (SEEDUbuntu)

1.1  Actions

ACTIVITIES

For  the  purposes  of  the  exercise,  we  used  two  virtual  machines,  SEEDUbuntu  (attacker  side)  
and  SEEDAndroid  (victim  side).
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Additionally,  we  connected  the  two  machines  to  the  same  NAT  network,  in  order  to  achieve  the  Android  attack

Repackaging.

Figure  1.1.2.  The  victim's  virtual  machine  (SEEDAndroid)

Figure  1.1.3.  Configuring  the  NAT  network  in  the  attacker's  machine  settings
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To  install  the  application  on  the  Android  device  we  used  the  adb  tool.  Initially,
we  searched  for  the  victim's  IP  from  the  terminal  of  his  machine  (SEEDAndroid)  with  the  command:

ifconfig

We  then  executed  the  following  commands  on  the  terminal  of  the  attacker's  machine  (SEEDUbuntu)  in  order  to  
install  the  application  on  the  victim's  machine.  The  commands  are:

RepackagingLab.apk.

Step  2.  Install  the  target  app  on  the  victim's  Android  device

We  booted  the  attacker's  machine  (SEEDUbuntu)  and  downloaded  the  file  from  eclass

Step  1.  Download  target  application  from  attacker

where,  10.0.2.4  is  the  IP  address  of  SEEDAndroid  and  RepackagingLab.apk  is  the  target  application.  Finally,  for  
the  needs  of  the  following  activities,  we  uninstalled  the  application,  so  that  we  could  install  it  with  modifications.

adb  connect  10.0.2.4

adb  install  RepackagingLab.apk

Figure  1.1.4.  Configuring  the  NAT  network  in  the  victim's  machine  settings
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Figure  1.2.2.  Installing  the  target  application  on  the  victim's  machine

1.2  Results

Figure  1.2.1.  Finding  the  victim's  IP  address
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apktool  d  RepackagingLab.apk

We  disassembled  the  application  from  the  attacker's  machine  terminal  with  the  command:

The  installation  was  done  manually  from  the  attacker's  machine  terminal  because  the  two  machines  are  
on  the  same  NAT  network.

Next,  we  checked  the  files  produced  by  the  File  Explorer  of  the  attacker's  machine  (SEEDUbuntu).

2.1  Actions

Figure  1.2.3.  Verifying  the  installation  of  the  target  application  on  the  victim's  machine

1.3  Observations

2.  Dismantling  the  application
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Figure  2.2.2.  The  RepackagingLab  folder

2.2  Results

Figure  2.2.1.  Disassembling  the  target  application  with  the  apktool  tool
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We  downloaded  the  malicious  code  MaliciousCode.smali  from  eclass  and  saved  it  to

Step  2.  Integrate  malicious  code  into  the  target  application

Next,  we  placed  the  malicious  code  MaliciousCode.smali  in  the /smali/com  directory.

Finally,  we  added  the  permissions  to  read  and  write  contacts  to  the  AndroidManifest.xml  file,  which  
is  the  file  for  the  basic  settings  of  an  Android  application,  and  we  also  registered  the

application.

attacker's  machine  (SEEDUbuntu).

Step  1.  Download  the  malicious  code  (in  smali  format)

The  apk  file  includes  the .smali  files  which  are  compiled  Java  codes,  the .arsc  files  which  contain  
the  resources  of  an  application  and  the .xml  file  which  is  for  the  basic  settings  of  an  Android.

Broadcast  Receiver  and  we  configured  the  intent-filter  to  receive  the  TIME_SET  broadcast  event.

Step  3.  Configuring  the  reassembled  application

3.1  Actions

Figure  2.2.3.  The  contents  of  the  RepackagingLab  folder

2.3  Observations

3.  Incorporation  of  malicious  code
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Figure  3.1.2.  The  AndroidManifest.xml  file

Figure  3.1.1.  The  malicious  file  MaliciousCode.smali
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Figure  3.2.2.  Placing  the  malicious  file  in  the  smali/com  folder

3.2  Results

Figure  3.2.1.  The  filepath  of  the  malicious  file  MaliciousCode.smali
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Figure  3.2.4.  Adding  the  “read  contacts”  and  “write  contacts”  permissions

Figure  3.2.3.  The  filepath  of  the  Android  application  configuration  file,  AndroidManifest.xml
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4.  Reassembling  the  application

3.3  Observations

"TIME  SET"
Figure  3.2.5.  Registering  the  BroadcastReceiver  and  setting  the  intent-filter  for  the  event

4.1  Actions

Step  1.  Rebuild  the  APK  file

apktool  b  RepackagingLab

We  used  apktool  to  create  a  new  APK  file,  with  the  command:

The  read  and  write  contacts  permissions  allowed  us  to  have  them  when  we  launched  the  target  application  
at  least  once,  where  we  attempted  to  regain  administrator  rights  on  the  Android  machine  with  the  aim  of  deleting  
all  contacts  via  the  change  in  time  (TIME_SET  event).

The  new  file  was  saved  in  the  RepackagingLab/dist  folder.
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Figure  4.2.1.  Rebuilding  the  APK  file

4.2  Results

keytool  -alias  dist  -genkey  -v  -keystore  mykey.keystore

Step  3.  Digitally  sign  the  APK  file

We  signed  the  APK  file  with  the  jarsigner  tool  and  the  command:

Before  creating  the  pair,  we  changed  the  current  directory  from  "Scenario1"  to  "dist"  which  we  
created  by  rebuilding  the  APK  file  with  the  command:

To  create  the  key  pair  (public  and  private),  we  used  the  keytool  tool  with  the  command:

cd  RepackagingLab/dist

Step  2.  Create  a  key  pair

jarsigner  -keystore  mykey.keystore  RepackagingLab.apk  dist
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Figure  4.2.2.  Creating  the  key  pair

Machine Translated by Google



Figure  4.2.3.  Digital  signature  of  the  APK  file

Figure  4.2.4.  The  filepath  of  the  target  application's  digital  certificate
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application  for  use  on  Android  devices.

Settings  ->  Date  and  Time  ->  Set  time

From  the  victim's  terminal  (SEEDAndroid)  we  manually  activated  the  permissions  of  the  target  application  from  

the  following  path:

The  creation  of  the  self-signed  certificate  was  intended  to  recognize  the

Step  2.  Enable  permissions  on  the  Android  VM

where,  10.0.2.4  is  the  IP  address  of  SEEDAndroid  and  RepackagingLab.apk  is  the  target  application.

on
Settings  ->  Apps  ->  Repackaging  Lab  ->  Permissions  ->  toggle  contacts

We  executed  the  following  commands  on  the  terminal  of  the  attacker's  machine  (SEEDUbuntu)  in  order  to  install  

the  application  on  the  victim's  machine.  The  commands  are:

Initially,  we  created  3  contacts  from  the  victim's  device.  We  executed  the  attack  after  opening  the  application  

from  the  victim's  terminal,  so  that  the  Broadcast  Receiver  would  be  registered  for  the  time  change  event  (TIME  SET).  The  

attack  was  done  by  manually  changing  the  device's  time  from  the  path:

Step  3.  Execute  the  attack

Step  1.  Install  app  on  Android  device

After  the  time  change,  the  attack  is  carried  out  and  all  of  the  victim's  deletions  are  deleted.

adb  install  RepackagingLab.apk

adb  connect  10.0.2.4

5.1  Actions

4.3  Observations

5.  Execution  of  the  attack
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Figure  5.2.2.  Verifying  the  installation  of  the  target  application  on  the  victim's  machine
(SEEDAndroid)

Figure  5.2.1.  Installing  the  target  application  on  the  victim's  machine  (SEEDAndroid)

5.2  Results
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Figure  5.2.4.  Activating  the  application  to  register  the  Broadcast  Receiver

Figure  5.2.3.  Enabling  permissions  for  managing  contacts

Machine Translated by Google



Figure  5.2.5.  Creating  the  contact  "Aggelos"

Figure  5.2.6.  Creating  the  contact  "Giorgos"
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Figure  5.2.7.  Creating  the  contact  "Vasilis"

Figure  5.2.8.  Verifying  the  creation  of  contacts
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Figure  5.2.9.  Changing  the  time  for  the  attack  to  occur

Figure  5.2.10.  Verification  of  successful  attack
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6.  Tracking  the  victim's  location
6.1  Actions

5.3  Observations

adb  connect

We  downloaded  the  target  application  from  eclass  (Scenario2)  and  disassembled  it  with  the  command:

Broadcast  Receiver  that  is  activated  when  the  time  changes.

adb  root

The  Broadcast  Receiver  received  a  time  change  event  and  immediately  ran  the  malicious  code  
"MaliciousCode.smali"  that  we  embedded  in  activity  3.  The  code  deletes  all  of  the  victim's  contacts,  after  securing  
permission  to  manage  contacts.

ifconfig

We  placed  all  the .smali  files  in  the  smali/com/mobiseed/repackaging  directory.  Then,  we  modified  the  
AndroidManifest.xml  file,  adding  3  permissions  and  one  for  Internet,  as  well  as  the

We  activated  the  MockLocation  application  from  the  victim's  machine  (SEEDAndroid)  and

gedit ./hosts
adb  pull /system/etc/hosts

Step  1.  Configure  DNS  on  the  Android  VM

Step  2.  Repackaging  and  installing  the  target  application

adb  push ./hosts /system/etc/hosts

we  selected  one  of  the  camera's  default  locations  (Paris).

apktool  d  RepackagingLab.apk

Then  we  copied  the /system/etc/hosts  file  from  the  victim's  machine  to  the  attacker's  machine,  modified  it,  and  copied  
it  back  to  the  victim's  machine  with  the  commands:

Initially,  we  searched  for  the  IP  Address  of  the  attacker's  machine  (SEEDUbuntu)  from  his  terminal  with  the  
command:
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Figure  6.1.1.  The  AndroidManifest.xml  file

cd  RepackagingLab/dist

To  create  the  key  pair  (public  and  private),  we  used  the  keytool  tool  with  the  command:

keytool  -alias  dist  -genkey  -v  -keystore  mykey.keystore

We  signed  the  APK  file  with  the  jarsigner  tool  and  the  command:

The  new  file  was  saved  in  the  RepackagingLab/dist  folder.

Before  creating  the  pair,  we  changed  the  current  directory  from  "Scenario1"  to  "dist"  which  we  created  by  
rebuilding  the  APK  file  with  the  command:

apktool  b  RepackagingLab

We  used  apktool  to  create  a  new  APK  file,  with  the  command:

Finally,  we  executed  the  following  commands  on  the  terminal  of  the  attacker's  machine  (SEEDUbuntu)  in  order  to  
install  the  application  on  the  victim's  machine.  The  commands  are:

adb  install  RepackagingLab.apk

where,  10.0.2.4  is  the  IP  address  of  SEEDAndroid  and  RepackagingLab.apk  is  the  target  application.

jarsigner  -keystore  mykey.keystore  RepackagingLab.apk  dist

adb  connect  10.0.2.4
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on

Step  4.  Activating  the  attack

We  executed  the  attack  after  opening  the  application  from  the  victim's  terminal,  so  that  the  Broadcast  Receiver  

would  register  for  the  time  change  event  (TIME  SET).  The  attack  was  performed  by  manually  changing  the  device's  time  

from  the  path:

Step  5.  Monitoring  the  victim

From  the  victim's  terminal  (SEEDAndroid)  we  manually  activated  the  application's  permissions-

Settings  ->  Apps  ->  Repackaging  Lab  ->  Permissions  ->  toggle  location

target  from  the  following  path:

Step  3.  Enabling  permissions  on  the  Android  VM

Settings  ->  Date  and  Time  ->  Set  time

We  returned  to  the  attacker's  machine  (SEEDUbuntu)  and  monitored  the  victim  from  the  web  application:

http://www.repackagingattacklab.com

After  the  time  change,  the  attack  takes  place  and  the  attacker  tracks  the  victim.

6.2  Results
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Figure  6.2.1.  Selecting  a  location  from  MockLocation
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Figure  6.2.2.  Finding  the  attacker's  IP  address

Figure  6.2.3.  Installing  the  target  application  on  the  victim's  machine
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Figure  6.2.4.  Modifying  the /system/etc/hosts  file  of  SEEDAndroid

Figure  6.2.5.  Copying  the  modified  file  to  the  SEEDAndroid  machine
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Figure  6.2.6.  Verifying  the  copy  of  the  modified  file  to  the  SEEDAndroid  machine

Figure  6.2.7.  The  filepath  of  the  target  application
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Figure  6.2.8.  Disassembling  the  target  application  with  the  apktool  tool

Figure  6.2.9.  The  RepackagingLab  folder
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Figure  6.2.10.  Placing  the  malicious  file  in  the  smali/com/mobiseed  folder

Figure  6.2.11.  Adding  location  and  Internet  permissions
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Figure  6.2.13.  Rebuilding  the  APK  file

Figure  6.2.12.  Registering  the  BroadcastReceiver  and  setting  the  intent-filter  for  the  event
"TIME  SET"
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Figure  6.2.14.  Creating  the  key  pair
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Figure  6.2.15.  Digital  signature  of  the  APK  file

Figure  6.2.16.  The  filepath  of  the  target  application's  digital  certificate
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Figure  6.2.18.  Enabling  permissions  for  managing  contacts  (Location  instead  of  Contacts)

Figure  6.2.17.  Installing  the  target  application  on  the  victim's  machine
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Figure  6.2.19.  Changing  the  time  for  the  attack  to  occur
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Figure  6.2.20.  Verification  of  successful  attack
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The  Broadcast  Receiver  received  a  time  change  event  and  immediately  ran  the  malicious  code  
“MaliciousCode.smali”  that  we  embedded.  The  code  gives  the  victim’s  virtual  location  on  the  map.

6.3  Observations
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Thank  you  for  your  attention.
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